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As per the brief, FlowTech is a growing company who are setting up an information Security unit. They provide consultancy services to other businesses. They also assist with combating cyber security threats and helping ensure their clients are compliant with regulations.
To help start this information security unit, FlowTech are going to have to ensure that their unit is capable of ensuring that their client’s systems are able to remain complaint with all requirements from the government as well as safe, usable low risk.
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For a unit to be competent at securing data, they must have a sound grasp on the risks of holding data. There are many risks that must be considered when thinking about data security, be they environmental threats, incompetence, sabotage or damage, all must be taken into consideration and thought about for competent risk management. Considering these is a step in the correct direction, but only by taking direct action can any solution be found.
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Environmental threats vary depending on the location of the company and its servers. FlowTech, selling its services online does mean that it can mitigate these threats. For instance, if they were setup in Japan, a company that has a season for typhoons and has had 34 earthquakes since the year 2000 [1], environmental threats would be a much bigger concern. However, the fact they sell their service online means they can setup in a far more stable country. Precautions should still be taken.
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Incompetence within a business can be common, especially when IT and data is involved. The only way to combat this is training and implementing some policies. While the policies will be covered later, training is a valid way of ensuring that their customers are better informed of how to use the systems they have and are better at keeping themselves safe. Training any network engineers they have will help dramatically with the businesses response to cyber-attacks and reduce the number of cyber-attacks that happen.
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Any damage to a database or system that holds data is bad for the company that owns it. It can mean potentially hundreds of hours of work lost, customer data lost and can lead to legal trouble for the company. However, worse than damage being done and data being lost, companies can be sabotaged, be this because of poor testing of the database, user error or a targeted effort by a group of individuals, data can be lost or leaked due to sabotage.
Damage can be done to businesses if server rooms are kept running hot, so FlowTech employees could evaluate adjustments recommended to be made to the server room itself, to keep both the systems cool to keep them healthier for longer and to reduce the risk of fire in the room.
Sabotage can be a much more serious issue, as it is entirely preventable. One of the best ways to keep information systems safe, is to make sure the code that is running any software within the system is sound and unexploitable. FlowTech employees can be trained to look over this code and identify any exploitable areas. Policies can also be added to make sabotage less likely, as sabotage can occur due to employee incompetence.
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Another way to mitigate the risk cyber-attack, is to get a trusted individual to attack the network. This person is known as an ethical hacker or alternatively a white hat hacker [2]. These individuals are paid to find and exploit weaknesses in a company’s system. While this may compromise FlowTech as an online company, an ethical hacker assigned to their Information Security unit could be valuable in finding risks to a network that can be used to expose data. They can also recommend fixes that the clients will want to implement quickly, as they have already been exposed. This can also be used by FlowTech to check their own systems to ensure security and find any exploitable bugs within their network system.
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[bookmark: _GoBack]Within the information security sector, compliance with the rules and regulations set out by governments is of the utmost importance for companies. All of these pieces of legislation and law, have been drafted and enforced because of data breaches and leaks, resulting in both company and customer data being leaked. Compliance could be big business for FlowTech, because of the update of the Data Protection Act, to the General Data Protection Regulation. This means that any company that processes personal data, will need to be complaint as opposed to just the controllers. This would mean that more smaller businesses will need help on updating their systems to be complaint.
As explained in part 1, this piece of legislation was created to force companies into creating more robust and safe data centres to stop hackers from gaining access to the data. For serious breaches of this act, £17.5 million fines have been seen or 4% of a business’s annual income [3], both of which are serious amounts of money, which can affect a business massively. This does force companies to stick to the strict law, to not lose out massively on profits.
One of the main ways FlowTech can help customers remain complaint, is to ensure competence among teams. 
Another would be to develop specific procedures to be followed and some standard practices need to take place. Procedures such as auditing all personal data the companies hold. This involved updating it to ensure that it is 100% accurate. If there are inaccuracies, they must be changed so make sure that they are following GDPR. As well as this, how the personal data is acquired must be reviewed. Any data that is processed, must be given with consent from the user. This means that any company seen processing said data without permission will be breaching the act.
Building on from the point about ethical hacking, one of the major points of GDPR, is having procedures that ensure the company can detect, report and investigate breaches. Using an ethical hacker is a company’s best way to identify breaches before they happen. FlowTech will need to train their employees involved with the information security unit to be able to identify these breaches, where they came from, how they occurred and what can be done to stop them being breachable.
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FlowTech’s information security unit should be able to write some policies for customers to enforce within their place of work. Policies can eliminate some of the issues faced by companies and their employees, as these policies can be used to act as a set of guidelines. These policies can be tailored to the company that FlowTech are working for.
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All employees that hold a position within the company will have to adhere to some policies for the protection of data. This is to stop data breaches, ensure compliance with GDPR and DPA and can also be used to keep productivity high at work. These policies will change based on what the business does, if the business hires mostly sales reps, they need to input data all the time, so will need to adhere to policies regarding correct data entry, whereas if they work shifts in fast food, they won’t need to be regulated as much.
Any employee that works at a computer within their place of work will need to ensure that their login details are always secure. This may be achieved by adding policies related to passwords, be that changing them every week or couple of days depending on security required or enforcing a certain level of password. This can be done by making employees’ passwords require symbols, letters, capitals, and numbers, while also having a minimum length. This may lead to more passwords being forgotten, but that can be fixed by network engineers, whereas data breaches due to passwords being guessed are less easy to remedy. These password changes can be achieved by forcing a user to change their password before they can login again. Old passwords can be saved somewhere on the system and if a user attempts to use the same password, it can be denied and forced to change once again.
Policies can also be added for internet use, be that on breaks or while on shift. While it is the authors belief that all employees should have access to the internet at all times, some websites will need to be restricted by the business, to stop employees procrastinating or potentially participating in illegal activities. This can be potentially done without use of policies and instead be enforced by network administrators. This can be done relatively easily by accessing the router settings and using a website blocking tool if integrated into the router, block them and then no one on the network can access them. Or it can be done using a firewall and just blocking the website through its content filtering system.
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Although management are paid more than the usual employees, they will have more responsibilities as well. Some of those responsibilities will need to be in line with GDPR and other legislation so must have policies for them.
All of the policies for employees will apply to management, but they are more important again. With management positions comes more access to data, which can mean more risk if their login gets stolen. Managements passwords would need to change more frequently and be more complex as their logins will be the ones targeted by hackers. For this reason they must also never leave their computer unattended, if they leave the room they must lock it or switch it off to prevent people from gaining access to the important business and customer data. Their computers must also be checked frequently for malware. This is to make sure that there is nothing lurking in the files waiting to be activated when the hacker senses an opportunity. They must be specifically careful of keyloggers. Keyloggers are software’s that are used to capture keyboard inputs. These can be used to guess logins, passwords, can be used to spy or steal confidential information from the user. These can be installed quickly and will pose a major security flaw if installed on managers computers.
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Protection Mechanisms are security mechanisms which are integrated into the network [4]. They stop employees from having full access to the system which they are using. Network administrators can use this to limit or restrict users from parts of the system which they are not meant to have access to. This can be done while setting up the network or while it is active. This will however be the job of a network administrator. The rights of users can be customised at the whim of the network administrator.
The most important thing is that network policies can be enforced. The password change that was noted can be enforced here, forcing the change every couple of days and denying access to the network while its yet to be changed.
It can be thought of as a checklist. If a permission or policy is checked, the user can use that feature, if left blank the user will not have access. This can be used to great effect if the network is managed correctly. This also means that specified users will be allowed to do specified things. Potentially allowing them to see the data being stored, viewing other user’s permissions or being able to modify them.
If the customers are using Windows based systems, the administration of these systems is simple and all of the policies can be done within the main server system using Microsoft’s server hosting software. It is intuitive and easy to use.
There are many very useful features of a good protection mechanism. Obviously, there is denial of access to employees who aren’t allowed to access the information. A well looked after and secure protection mechanism is very secure, as only a few users will have access to the information and data that the mechanism is setup to protect. If using Windows Server, the OS is already very usable to the majority of computer users and the setup process can be quick. These systems can also be used to monitor employees. This can be done for both sharing of work and querying information and asking for help from fellow employees or management. Lastly, they can be used to track digital signature. A digital signature is a digital message attached to documents or files. These can be used to ensure a level of safety between the sender and recipient of messages. These are used in emails too add another layer of protection to the message, making sure the recipient is the intended one as opposed to an imposter. The sender sends two different keys with the message or file a private key is attached to the file and the only way to unlock it is with the public key they will also receive. The message or file will only unlock when the public key decrypts the private key.
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FlowTech, being an emerging company need to take strides forward with their information security unit. If they invest in creating a competent information security unit which will be able to ensure the safety of data, while also making sure they are complying with any government regulations that are required. FlowTech 
The author wishes to add, that the brief was vague and they think they interpreted it incorrectly, but realised this close to the deadline, close enough that they were unable to make significant changes before the deadline.
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