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[bookmark: _Toc165019209]Task 1: Research and Report

Definitions and Historical Evolution:
Computer Forensics: Computer forensics is the study and examination of digital devices and information to find proof of unlawful or unapproved activity. It usually focuses on data analysis and recovery from servers, PCs, and other digital storage devices. In the 1980s, the phrase "computer forensics" first appeared and was used mostly to describe the study of crimes involving computer systems. [1]

Digital Forensics: The phrase "digital forensics" is more general and refers to the examination and study of any digital media or information that is used in court. This covers not just computers but also other electronic devices including digital cameras, mobile phones, and other gadgets. As technology advanced beyond conventional computing devices in the late 1990s, the phrase "digital forensics" became more and more popular. [2]

Fundamental Concepts:
Although there are similar basic ideas between digital and computer forensics, there are some differences as well: 
· Data Recovery and Analysis: Digital evidence must be recovered and analysed for both disciplines. But whereas digital forensics covers a larger spectrum of devices, computer forensics might concentrate primarily on conventional computing equipment. 
· Chain of Custody: To guarantee the integrity of the evidence, upholding the chain of custody is essential in computer and digital forensics. This entails recording how the evidence is handled from the time it is first gathered until it is analysed and presented in court. 
Legal Standards and Procedures: Legal rules and procedures must be followed by both disciplines while gathering and evaluating evidence. This entails getting the right permission, protecting the integrity of the evidence, and recording results in a way that makes them admissible in court. [3] 
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Figure 1 - [3]
Scope and Applications:
Numerous real-world scenarios can benefit from the application of computer and digital forensics, including: 
· Criminal Investigations: Investigations into many sorts of crimes, such as fraud, cybercrimes, hacking, and theft of intellectual property, are conducted using both disciplines. 
· Corporate Investigations: In corporate environments, digital forensics is frequently used to investigate theft of intellectual property, data breaches, and employee misbehaviour. 
· Civil Litigation: In civil litigation matters involving contract disputes, intellectual property infringement, and employment conflicts, digital evidence is essential. 

Examples of Relevant Cases:
· Computer Forensics: 
Sony Pictures Hack: Massive cyberattack against Sony Pictures Entertainment in 2014 led to the disclosure of confidential company data, including unreleased films, employee pay, and private email exchanges. Computer forensics experts were contacted to investigate the hack and find the culprits, who were eventually linked by the US government to North Korea. [4] 

Enron Scandal: In the early 2000s Enron crisis, computer forensics was crucial in revealing evidence of accounting fraud and corporate malfeasance. The scope of the fraud committed by officials at the energy company was exposed by investigators using digital evidence gathered from emails, bank records, and other electronic documents. [5]

· Digital Forensics: 
Mumbai Terror Attacks: A string of well-planned terrorist assaults that occurred in Mumbai, India in 2008 left 166 people dead and hundreds more injured. Experts in digital forensics examined internet communications, GPS data, and mobile phone records to track the offenders' whereabouts and actions, assisting in their identification and capture. [6]

Ashley Madison Data Breach: A significant data breach that occurred in 2015 at the extramarital affairs website Ashley Madison resulted in the exposure of private user data, including names, email addresses, and payment information. Legal ramifications for the organisation and the persons involved resulted from the duty assigned to digital forensic investigators, who had to analyse the leaked data to identify users and determine the scale of the breach. [7]

In conclusion, while digital and computer forensics share many similarities, each field also has its own specialisations and applications. Both disciplines are crucial when it comes to examining and assessing digital evidence in various legal and investigative contexts.
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Digital Forensics Report
Case Title: Cyberbullying Investigation
Case Number: 2024-001
Date: April 26, 2024

Investigation Team:
· Lead Investigator: Mohammed Ansari	
· Forensic Analyst: Dr. Nitheesh Kaliyamurthy
· Legal Advisor: Dr. Kapilan Radhakrishnan

Executive Summary: The forensic examination of a hard drive that was taken as evidence in a cyberbullying case is described in this report. As part of the inquiry, digital evidence was gathered, suspected to contain unknown format files or potentially malicious content for forensic analysis. Analysed and interpreted to find any files with an unknown format or malicious files connected to the purported cyberbullying actions. The obtained evidence was treated with security and examined with the use of suitable forensic techniques and equipment. 
Initial Examination: Upon receiving the Hard drive, standard forensic procedures were followed to ensure the integrity of the evidence. The Hard drive was imaged using “AccessData FTK Imager” tools to create a bit-by-bit copy, preserving the original state of the device. This image was used for analysis to prevent any alteration to the original evidence.

Chain of Custody:
1. Date & Time: [09 March 2024 11:18 of Evidence Seizure]
· Description of Evidence: Seized hard drive containing potential cyberbullying-related files.
· Seized By: Dr. Nitheesh Kaliyamurthy
2. Date & Time: 11 March 2024 21:17 - Evidence Handover to Forensic Analyst
· Description of Evidence: Seized hard drive.
· Received By: Jon Morgan
3. Date & Time: 26 April 2024 11:11 Evidence Handover to Forensic Analyst
· Description of Evidence: Seized hard drive.
· Received By: Mohammed Ansari

Investigation Methodology:
1. Proof Identification: Search the hard drive for any possible proof of cyberbullying. 
2. Preservation of Evidence: To ensure the integrity of the digital evidence, securely gather and store it. “AccessData FTK Imager” was used to produce a hard drive image for the purpose of investigation.
3. Evidence Examination: To find any harmful or unfamiliar format files, perform in-depth forensic investigation. Used TrID File Identifier (Online). 
4. File Analysis: A thorough examination of the files stored on the Hard drive was conducted by using Autopsy. The contents were found to include:
· Files with unrecognized file extensions.
· Executable files with suspicious names.
· Encrypted or obfuscated files.
· Files with unusual file names or metadata inconsistencies.
5. Data Interpretation: Examine the obtained evidence's substance using Autopsy to see if it pertains to the cyberbullying inquiry.
6. Reporting: Compile all your research findings, analysis, and conclusions into a thorough forensic report for use in court. 

Tools Used:
1. TrID File Identifier (Online)
2. FTK (Forensic Toolkit)
3. AccessData FTK Imager
4. Autopsy
Enabled Modules:	
· Recent Activity
· Hash Lookup
· File Type Identification
· Extension Mismatch Detector
· Embedded File Extractor
· Picture Analyzer
· Encryption Detection
· Interesting Files Identifier
· Central Repository
· PhotoRec Carver
· Virtual Machine Extractor
· Data Source Integrity
· DJI Drone Analyzer
· YARA Analyzer
· iOS Analyzer (iLEAPP)
· GPX Parser
· Android Analyzer

Real-Time Demonstration: 
Professional Digital Forensics Report:

Findings:
1. Run 	TrID File Identifier (Online) and found several unknown format files with dubious filenames that might have included content encouraging cyberbullying were found on the hard drive. 
2. Run 	Autopsy and found that there are harmful files disguising themselves as legitimate and may have been utilised for malware or phishing campaigns. 
[bookmark: _Hlk165017543]
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The complete detail of Autopsy Forensic Report is copied here. 
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Conclusion / Case Closure: This forensic investigation report serves to document the analysis conducted on the HARD drive. The findings and recommendations outlined herein are intended to support Hard disk owner in the efforts to address the identified security concerns. The case is now considered closed, pending any further developments or additional information.




Contingency Plans: 
In case of unanticipated events or difficulties throughout the course of the investigation, the following backup plans were put in place: 
1. A backup of the collected evidence to guard against corruption or data loss. 
2. Working together with specialists and pertinent authorities to resolve complex legal or technological issues. 
3. Complying with established forensic rules and processes to guarantee the authenticity and admissibility of evidence in legal proceedings. 

Recommendations:
1. Continued monitoring of the affected systems and network for any signs of compromise.
2. Implementation of robust security measures to prevent unauthorized access and mitigate potential threats.
3. Regular employee training on cybersecurity best practices to enhance awareness and prevent similar incidents in the future.
4. The inquiry should be carried out to obtain more proof and determine who was responsible for each cyberbullying occurrence. 
5. Putting in place preventative measures to stop cyberbullying in the future and guarantee online users' safety and wellbeing. 
6. Working together with educational establishments and neighbourhood associations to spread the word about cyberbullying and encourage appropriate online conduct. 














Please find here the screenshots (with timestamp) during the Forensic Investigation of Hard disk.
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Figure 02 - Forensic Shared Folder
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Figure 03 - Forensic Autopsy Installed
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Figure 04 – Forensic Evidence Files
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Figure 05 – Forensic FKTimage Summary
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Figure 06 – Forensic Autopsy Investigation
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Figure 07 – Forensic Autopsy Adding Image Files
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Figure 08 – Forensic Autopsy Configure Inquest
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Figure 09 - Forensic Autopsy Analysis Results
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Figure 10 – Forensic Autopsy Report (Link location)
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