Solution to the problem of Caribbean Coffee information leakage based on improved IT framework and model


Abstract
"Big data" is another important technological change in the information technology industry after the Internet of Things and cloud computing. Commercial big data has emerged at the historic moment and has been continuously applied to the whole commercial industry chain. However, with the impact of the era of big data and the introduction of information security laws and regulations, the society has put forward higher requirements for big data privacy security, which also brings new challenges to the construction and management of big data language experiment platform. The openness of network and platform, the convenience of data integration and the precision of data mining all restrict the traditional research methods of privacy protection, and data privacy security faces severe challenges. CoffeeBlue is a global company that sells the best and most popular blend of coffee in the world, blue Mountain coffee from Jamaica. The company uses cloud services for its delivery process and provides online services to employees and customers. By one count, 95% of the company's network is wireless. The company also has several online and social media platforms to promote its activities. This paper is committed to analyzing and studying the advantages and disadvantages of the three security framework models, and on this basis, the information security system of CoffeeBlue Company is reformed and upgraded. To achieve certain security requirements.
1. Introduction
A lot of data is generated when people use the Internet. "Big data" is another important technological change in the information technology industry after the Internet of Things and cloud computing. Commercial big data has emerged at the historic moment and has been continuously applied to the whole commercial industry chain. However, with the impact of the era of big data, traditional research methods of privacy protection have been restricted to some extent, and data privacy security is facing severe challenges. The society has put forward higher requirements for big data privacy security, which also brings new challenges to the construction and management of big data language experiment platform. This paper is committed to analyzing and studying the advantages and disadvantages of the three security framework models, and on this basis, the information security system of CoffeeBlue Company is reformed and upgraded. To achieve certain security requirements.
2. Security Frameworks and Models
The three security frameworks and models are studied here, namely Payment Card Industry Data Security Standard, National Institute of Standards and Technology and Information Organization for Standardization 27000,  and their commonalities and advantages and disadvantages are compared.
2.1 [bookmark: OLE_LINK5]Payment Card Industry Data Security Standard (PCI DSS)
Payment Card Industry (PCI DSS) Data Security Standard Payment Card Industry (PCI DSS) It is formulated by the founding members of the PCI Security Standards Committee (Visa, mastercard, American Express, Discover Financial Services, JCB, etc.) to make the international use of consistent data security measures, referred to as PCI DSS.
PCI DSS makes standard requirements on the security of all credit card information institutions, including the list of security management, policy, process, network architecture and software design requirements, so as to comprehensively guarantee the security of transactions. PCI DSS applies to all entities involved in payment card processing, including merchants, processors, purchasers, issuers and service providers and all other entities that store, process or transmit cardholder data. PCI DSS includes a set of basic requirements to protect cardholder information and may add additional controls to further reduce risk. PCI DSS information security standard has 6 objectives and 12 categories of requirements. The whole PCI security standard is basically carried out around these projects, which can be used as a reference for organizations that are or are preparing to have the intention to do PCI compliance review.
Security profile
Establish and maintain a secure network
1, installed in the maintenance of firewall Settings to protect cardholder information.
2. For the system password and other security parameters, do not use the default value (default password) provided by the supplier.
Protect cardholder information
3. Protect the stored cardholder information.
4. Encrypt cardholder data transmitted over the open public network.
Maintain vulnerability management procedures
5. Use and update anti-virus software or programs regularly.
6. Develop and maintain security systems and applications.
Implement strict storage control measures
7. Limit access to cardholder information to only those required by the business.
8. Assign a unique ID to each person who has access to the computer.
9. Limit the actual storage of cardholder information.
Monitor and test your network regularly
10. Track and monitor all access to network resources and cardholder information.
11. Test safety systems and procedures regularly.
Maintain information security policies
12. Maintain policies that meet the information security needs of all personnel
2.1.2 Virtual Environment Security
When deploying the VMware hypervisor, you can use PCI DSS to enhance vm data security.
As more and more personal information is stored in PCI DSS networks, attempts by unauthorized PCI DSS users to access this data are increasing. It is very frustrating that the user's credit card will be forced to cancel due to suspicious behavior or fraudulent consumption caused by the loss of personal PCI DSS information. In addition, users who suffer from personal PCI DSS information leakage usually feel that their privacy has been violated.
This raises a question: how serious is the PCI DSS situation? The Bureau of Justice Statistics has published some PCI DSS data related to personal information leakage, and the current situation is worrying. In 2012, the most recent year for which PCI DSS data are available, 7% of Americans age 16 and older experienced at least one PCI DSS theft. This PCI DSS situation led to a very serious consequence, resulting in a loss of about 24.7 billion DOLLARS. By comparison, other property crimes cost $14 billion, according to the NATIONAL Victims of Crime PCI DSS Survey. This series of data indicates that the system storing PCI DSS private information does have vulnerabilities in security and has not been solved.
Recognizing the importance of protecting PCI DSS personal information and financial Data (especially credit and debt accounts), the Payment Card Industry Security Standards Committee has developed the Data Security Standard (DSS), The latest version is 3.1. The PCI DSS Security Standards Council is an open forum responsible for advancing the PCI DSS standard. Its original founders included American Express, Discover Financial Services, JCB International, MasterCard and Visa. Although you may not have heard of PCI DSS before, the principles and guidelines it contains will affect almost all PCI DSS users who use cards to make purchases. The committee asked merchants, vendors and security consulting firms to prevent PCI DSS personal information leaks and credit card fraud.
For payment companies that have reached the PCI DSS standard, the biggest benefit of PCI DSS is to provide good PCI DSS security for their most valuable assets -- consumers. A good PCI DSS reputation can help a company win a steady stream of business opportunities, while a poor PCI DSS reputation, once formed, is difficult to change.
PCI DSS is designed to help payment organizations implement best practices in sensitive data security, especially for data types specific to this industry. However, it would be remiss of us to ignore the standard simply because we are in a PCI DSS organization or enterprise that does not need to process PCI DSS payment data or related transactions. In fact, the guidelines included in PCI DSS are tailored to virtualization technologies and can be of great help to any enterprise that wants to protect PCI DSS sensitive data.
Compliance reviews using PCI DSS and other industry-specific standards go a long way toward ensuring that private information is covered by best PCI DSS security practices. A secure PCI DSS information environment is critical for enterprises, customers, and employees
2.1.3 PCIDSS eliminates weak links
Fortunately, PCI DSS can be used as one of the guidelines for virtualization technology in the context of PCI DSS business. For example, PCI DSS section 2.2.1 states that a virtual system component or device can only perform one major function.
The PCI DSS guidelines explain in detail the risks that a system with multiple major functions may face. The minimum security level of any PCI DSS function may lead to attacks on other functions. We can compare the situation of PCI DSS to that of a necklace whose strength depends on the weakest link, which can help us understand the actual function of PCI DSS. For example, running both a Web server and a critical database service in a PCI DSS virtual machine is asking for trouble. The best way is to follow the PROVISIONS of PCI DSS, place these PCI DSS functions on different servers, and then customize security levels for different functions on specific PCI DSS servers. In addition, network connections between PCI DSS servers must prevent one server from migrating low-security functions to another PCI DSS server. As you can see, deploying a single PCI DSS server with a single functional requirement means overall planning for the server, other related equipment, and network connections.
PCI DSS These guidelines are well considered prior to publication and can be applied to any industry that needs to enforce the security of PCI DSS systems. PCI DSS virtualization technology improves the efficiency of using hardware resources, eliminates the need to allocate a separate hardware PCI DSS server for all functions, and reduces the difficulty of implementing PCI DSS standards. Following PCI DSS guidelines in the process of planning server resources can enhance system security and improve security control flexibility after the main functions of PCI DSS system are realized.
PCI DSS security is an evolving concept that requires ongoing attention to PCI DSS. PCI DSS provides a good idea for us. PCI DSS, a security standard in an industry, can be applied to specific industries, customers and IT departments in other fields. Separation of major functions on the server following the PCI DSS standard is a good idea that all enterprises should adopt.
[bookmark: OLE_LINK9][bookmark: OLE_LINK8]2.2.1  National Institute of Standards and Technology( NIST CSF )
 The First version of the NATIONAL Institute of Standards and Technology Cybersecurity Framework (NIST CSF) was released in 2014 to help organizations strengthen their cybersecurity defenses, and was recently updated to version 1.1. The framework was developed at the behest of President Obama by cybersecurity professionals from across government, academia and industry and incorporated into federal policy under President Trump.
While the vast majority of enterprises recognize the value of this beneficial collaboration to improve network security for all enterprises, adapting and implementing this framework is easier said than done. The content of NIST CSF is public and accessible to all, and will not be repeated here. Here are five steps that can help companies realistically apply NIST CSF to their situation.
[image: NIST网络安全框架五步走NIST网络安全框架五步走]
Step 1: Set goals
Before starting to think about NIST CSF, companies must first set their goals. The first hurdle is usually a company-wide agreement on risk tolerance levels. There is often a disconnect between senior management and THE IT department over what constitutes an acceptable level of risk.
First, develop a draft agreement on governance that specifies exactly what level of risk is acceptable. Everyone has to be on the same page before moving on. It is also important to plan budgets and set priorities and focus departments.
It makes a lot of sense to start with a single department or just a few. You can see what works and what doesn't, and you can discover the right tools and best practices for subsequent extensive deployments. Pilot projects can help you build deeper implementations and more accurate estimates of your budget.
Step 2: Create a detailed configuration file
The next step is to dig deep and adapt the framework to the company's specific business needs. NIST's framework implementation layer helps you understand where you are and where you need to be. Divided into 3 areas:
Risk management process
Integrate risk management projects
External participation
As with most of the NIST CSF, these are not set in stone and can be tailored to the needs of the company. You can also categorize them as people, processes, and tools, or add two categories of your own to the framework.
Each of the three domains has four levels.
Layer 1 - incomplete: generally represents an uncoordinated and inconsistent reactive network security position.
Layer 2 - Risk-oriented: There is some risk perception, but the planning is consistent.
Layer 3 - Repeatable: indicates the coverage of company-wide CSF standards and consistent strategies.
Layer 4 - adaptive: Refers to active threat detection and prediction.
The higher the level, the more complete the CSF criteria are achieved, but it is best to adjust these levels to ensure that they are aligned with your goals. You can set your goal score with a custom hierarchy, but be sure to get the consent of all stakeholders before moving forward. The most effective implementations are those that have been carefully tuned for specific companies and businesses.
Step 3: Assess the current status
After the first two steps, it's time to perform a detailed risk assessment to establish your current status. It is desirable to have both internal assessments for specific functions and independent assessments for the whole company. Find open source tools and commercial software that can evaluate your target area and train employees to use them, or hire a third party to do risk assessment. For example, vulnerability scanners, CIS baseline tests, phishing tests, behavior analysis, and so on. Make sure that the person performing the risk assessment does not know what your target score is.
The CSF implementation team collects and verifies final scores before presenting them to key stakeholders. The purpose of the assessment process is to provide a firm with a clear understanding of the security risks to its operations (including its mission, functions, image or reputation), assets and personnel. This process should identify and fully document vulnerabilities and threats.
For example, in the chart below, the company identifies three functional areas: strategy, networking, and applications. These may be distributed over the hybrid cloud, or they may be broken up into different environments to be tracked at a more detailed level -- in which case there is additional consideration as to whether different department heads are responsible for the on-site and cloud deployments.
The heat diagram on the left lists the different CSF functions that can be extended to any granularity. A 4-level scale is used, with green indicating that everything is OK, yellow indicating that the area needs some work, and red indicating that it needs careful analysis and correction. Here, the core function of "identification" is broken down for the purpose of comparing evaluation scores between core groups across business lines. The SME and core scores are averaged according to the enterprise objectives and then the risk gap is calculated. The large gap indicates the need for speedy repair. The company has the weakest "protection" and "response" features on the list.
[image: NIST网络安全框架五步走NIST网络安全框架五步走]
Step 4: Gap analysis action plan
With an in-depth understanding of the risks and potential business implications, gap analysis can be performed. To compare your actual score to your target score, you might consider using heat maps to present your results in an intuitive and understandable way. Any significant differences immediately highlight areas of concern.
You need to figure out what needs to be done to bridge the gap between your current score and your target score, identify a range of actions that can be used to improve your score, and discuss with all key stakeholders how to prioritize those actions. Specific project requirements, budget considerations, and staffing levels may all affect your plans.
Step 5: Implement the action plan
The four steps above give you a clear picture of the current state of your defenses, a set of goals that fit your organization, a comprehensive gap analysis, and a series of repair actions, and you are finally on the path to NIST CSF. Use your first implementation as an opportunity to document the process and create training materials for subsequent extensive implementations.
The implementation of the action plan is not the end, you need to set standards to test its effectiveness, and constantly re-evaluate the framework to ensure that it meets expectations. This should include continuous iteration and validation with key decision makers. To reap the maximum benefits, you need to refine the implementation process and further refine NIST CSF to better fit your business needs
[bookmark: OLE_LINK6]2.3 Information Organization for Standardization 27000, (iso27000
)
Accredited certification to ISO/IEC 27000 is an accreditation of an organization's information security management system (ISMS) to MEET the requirements of ISO/IEC 27000. This is an assurance provided after an authoritative third party audit that the certified organization has implemented ISMS and complies with the requirements of ISO/IEC 27000. Accredited organizations will be registered. ISO/IEC 27000 can be used as a basis for assessing an organization's ability to meet information security requirements established by customers, the organization itself, and laws and regulations.
2.3.1 The significance of establishing ISMS to the organization
Organizations may refer to information security management model, according to the advanced information security management standards to establish a complete information security management system and implement and maintain, to achieve the dynamic, systematic, full participation, institutionalized, give priority to in order to prevent information security management mode, with the lowest cost, reduce the probability and the result of information risk to an acceptable level, And take measures to ensure that business will not be interrupted due to the occurrence of risks. The organization establishing, implementing and maintaining the information security management system will:
1, strengthen the information security awareness of employees, standardize the organization of information security behavior;
2. Protect key information assets of the organization comprehensively and systematically to maintain competitive advantages;
3. Ensure business continuity and minimize losses when information systems are attacked;
4, make the organization's business partners and customers full of confidence in the organization.
Three, ISMS information security management system of the three elements
1. Confidentiality: Ensure that only authorized persons have access to information.
2. Integrity: Maintain that the information provided for use is correct and complete, and not damaged or tampered with.
3. Availability: Ensure that authorized users can access and use information when they need to.
In general, all related to confidentiality, integrity, availability, traceability, authenticity and reliability protection and other aspects of the technology and theory, are information security to study the category, but also information security to achieve the goal.
2.3.2 ISMS three elements of information security management system
1. Confidentiality: Ensure that only authorized persons have access to information.
2. Integrity: Maintain that the information provided for use is correct and complete, and not damaged or tampered with.
3. Availability: Ensure that authorized users can access and use information when they need to.
In general, all related to confidentiality, integrity, availability, traceability, authenticity and reliability protection and other aspects of the technology and theory, are information security to study the category, but also information security to achieve the goal.
2.3.3 Why ISMS certification

Visible, our information security means is not effective, information security status is not optimistic.
In fact, only in the macro level of the implementation of good information security management, that is, the adoption of internationally recognized best practices or rule sets, can make the micro level of security, such as physical measures, to achieve its proper role. Adoption of ISO/IEC 27000 standards and certification is undoubtedly one of the solutions organizations should consider. Its advantages are:
1. Prevent information security accidents, ensure the continuity of the organization's business, and ensure that the important information assets of the organization are protected in accordance with their value, including preventing:
(1) Leakage, loss, tampering or unavailability of important trade secret information;
(2) The information system on which the important business depends is interrupted due to failure, virus or attack;
2. Cost savings. A good ISMS can not only save the organization costs by avoiding security accidents, but also help the organization reasonably plan information security expenses, including:
(1) Arrange the investment priority of security control measures according to the risk level of information assets;
(2) For the risk of acceptable information assets, do not invest in security control;
Maintain good competitiveness and successful operation of the organization, improve the image and reputation in the public, maximize the increase of investment returns and business opportunities;
Enhance the trust and confidence of customers, partners and other relevant parties.
3.3.4 The importance of information security

Information confidentiality, integrity and availability are critical to maintaining an organization's competitive advantage, financial flow, effectiveness, legal compliance and business image.
2. Any organization and its information system (such as an organization's ERP system) and network may face a wide range of security threats, including computer assisted fraud, espionage, sabotage, fire, flood and so on. With the development and popularization of computer, computer virus, computer theft, server illegal invasion and destruction have become increasingly common and complex.
3. At present, some organizations, especially some larger companies, have completely relied on information systems for production business management, which means that organizations are more vulnerable to security threats. It is difficult to realize access control because of the interconnection of networks and the sharing of information resources.
4. Although some organizations' information systems may have been designed with security in mind, security is still limited only by technical means and should be supported by management and procedures.
Britain once made a statistics, 80% of the loss of information is related to human factors. Therefore, preventing information risks caused by human factors is regarded as the main control object of information security. Information security is achieved by implementing an appropriate set of controls. It can be realized by policies, practices, procedures, organizational structure and software functions. These control methods need to be determined to ensure the realization of specific security goals of the organization.
3. Discussion and Comparison

Although there is no information security standard or security construction that can guarantee the realization of 100% security risk resistance, according to the accumulation of the industry, PCI DSS can be implemented and the security protection for cardholder data environment can be implemented strictly in accordance with the requirements of PCI DSS, and the possibility of security incidents will be greatly reduced.
The National Institute of Standards and Technology (NIST) promotes and maintains metrics and guidelines that assist organizations in assessing risk. To strengthen the management order of Federal Cybersecurity and critical infrastructure Cybersecurity 13636, NIST issued an architecture to upgrade Critical Infrastructure Cybersecurity (FICIC) month 2014.
ISO27001 is the main standard of ISO27000 series, similar to ISO9001 in ISO9000 series, all kinds of organizations can establish their own information security management system (ISMS) in accordance with the requirements of ISO27001, and through the certification.
4. Applying three security frameworks to solve the information security problem of Caribbean coffee shops
Caribbean coffee mainly sells Blue Mountain Peak coffee from Jamaica, one of the most popular coffees in the world. Caribbean coffee is sold in all regions of the world. With the development of Internet technology, the company is also currently using cloud services to provide IT services to employees and customers. According to statistics, the company currently has nearly 95% of its business completed online. The company also has a large number of networks and social media to promote its activities to stimulate users' consumer behavior. Due to its large staff and international customer base, the company has recently faced tremendous network pressure. Employees and customers have to frequently access the company’s web pages through the Internet to complete transactions. The security of employee data and customer data is the company’s top concern problem. At the same time, the company also owns billions of intellectual property rights, and protecting them is also a vital task. Information security is the company's top priority, but so far everything is chaotic, and there is no established strategy to meet their security needs. Therefore, designing a stable cybersecurity framework is critical to the company's future development.
The framework proposed in this paper, within the scope of PCI DSS, uses NIST CSF as the main line and at the same time uses ISO27000 as a supplement to realize the security framework and solve the information leakage problem of Caribbean coffee.
Conclusions
The research of the three models helps us to understand the security framework more deeply and solve the data security problem effectively. But as soon as possible, in the future, we can still learn more security framework model to better improve the security structure of the project, and further protect the personal information of the company and customers.
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