Securing Websites from Spambots

While web forms are a very useful tool for allowing a user to enter data, they are unfortunately also vulnerable to spam bots.  The aim of a spambot is to get their own data on to a website. This data often contains weblinks, in an attempt to move the spammer’s site up the search engine rankings.

This is very irritating to a webmaster who, for example, suddenly finds a guestbook page full of spam. Additionally, since a spambot is automated, thousands of spam messages may be entered in a short time, making clean-up difficult.

Here is an example of a comment form that might appear on a website:

[image: ]


Spam bots simply analyse the HTML code, locate the <input> tags for forms, add their own text and use Javascript to invoke the Submit button.

<h4>Please sign my guestbook!</h4>
<form action="submit" method="post">
Name: <input type="text" name="nameofuser"><br><br>
Comment:<br>
<textarea name="comment" rows="3" cols="35">
</textarea>
<br><br>
<input type="submit" value="Submit">
</form>


There are a number of ways that spambots can overcome this, mainly by proving that the user is a human being, rather than a bot.

1. CAPTCHA

CAPTCHA (Completely Automated Public Turing test to tell Computers and Humans Apart)

These are pictures, usually of distorted words, that a human can read, but a machine cannot. Some examples are shown below:
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Unfortunately CAPTCHAs are sometimes difficult for a human to read, particular for those with visual impairment or dyslexia. 



2. Use of additional questions

For example, What is two plus two?


[image: ]

The answer should be checked on the PHP side and if the wrong answer is given, the whole form should be rejected. 

This is fairly effective, although spam bots are becoming wise to common questions which are used, and it also suffers from spelling problems. The user may also answer in a number of ways (eg Four FOUR 4 four etc)



3. Use of a hidden field ("Honey Pot")

The use of a hidden field exploits the fact that a spambot will look for <input> tags in the code and complete them all. 

A field can be made, but hidden from the human user using CSS. 

[bookmark: _GoBack]spambotdemo.php
<html>
<head>
<style type="text/css">
.human{display:none; visibility:hidden}
</style>
</head>
<body>



<h4>Please leave a comment!</h4>
<form action="check.php" method="post">
Name: <input type="text" name="nameofuser"><br><br>
Comment:<br>
<textarea name="comment" rows="3" cols="35">
</textarea><br><br>

<input type="text" name="extra" class="human">  <!--extra field-->
<br><br>
<input type="submit" value="Submit">
</form>

</body>
</html>

The human user cannot enter anything into this extra field, as it does not appear on the screen. However, to the spam bot, it’s simple another input found in the HTML code, and it fills it in.  All that remains is to check the content of this extra field on the PHP side – if it is empty, a human was using the form, if there is text inside, it must have been a spambot.
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