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[bookmark: _Toc528501076]Intro
[bookmark: _Int_2FQIaPvr]The significance of cybersecurity cannot be overstated in today's interconnected world, where technology plays a central role in our day-to-day lives. The need to safeguard sensitive data and secure systems has grown to be of the utmost importance in light of the rise of cyber threats such as hacking malware and data breaches. Online protection fills in as a safeguard against vindictive attackers looking to take advantage of vulnerabilities in our digital infrastructure. 






















[bookmark: _Toc2126915031]Part 1 
[1] The National Institute of Standards and technology abbreviated to NIST is a tool that ensures organisations are more prepared and are able to defend from Cyber-attacks. It provides numerous structures and guidelines that helps organisations improve their ability to manage cyber-attacks. This is accomplished by the framework, so the organisations are prepared to identify cyber-attacks. The NIST also provides regulations on how to respond. It can also assess the risk of cyber-attacks. Additionally, it can assist organisations to be able to prevent these attacks from occurring but also helps to recover if a cyber-attack occurred. [2] Moreover, NIST established 4 tiers: Partial, Risk-Informed, Repeatable and Adaptive. The tiers represent the extent organisations follow the issued recommendations. The NIST framework consists of five different functions: Identify, protect, detect, respond and recover.
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Figure 1 : NIST Cybersecurity Framework [1]
 These functions have individual duties that are essential when it comes to cybersecurity incidents and are separated into sub-categories. Furthermore, these functions are implemented to all types of technology such as mobile, cloud and artificial intelligence systems. [3] Additionally, an organisational profile presents the current cybersecurity posture of an establishment. It can be used to assess and amend the outcomes of the core by taking the organisations goals, stake holder and threat landscape into account. The image below displays a method that provides suggestions or data that can be used to strengthen security measures over time. 
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Figure 2: CSF Functions[3]

[bookmark: _Int_yFwbLxbX]This feedback allows organisations to identify vulnerabilities, improve existing security measures and adapt to imminent threats. Because of this cybersecurity methods can continue to adapt to various threats. One function is the identify function which recognises physical and software components in order to lay the framework for an asset management program. Another purpose of the function is to determine asset weaknesses and threats to internal and external resources of the organisation and conducts risk response actions to evaluate risk.[4] Another function is the protect function. Its role is to shield organisations resources from cyber threats. It accomplishes this by introducing protection methods such as security controls to further preclude unauthorised access to sensitive information. The third function is detect. Where systems to discover and supervise for potential incidents are introduced. The ability to detect for threats allows organisations to be warned. Furthermore, the respond function is responsible for responding to cyber-attacks. It also minimises damage if an attack occurs. Recover is another function of NIST that restores after a cyber incident. This is accomplished by introducing procedures to recover standardised operations. This function is important as it detect the impact that potential cyber-attacks may have on an organisation. [5] Furthermore, NIST has a privacy framework. This has been created as a response to the growing concern of data privacy. The purpose of the framework is to protect the organisations associates or customers by presenting standardised procedures and guidelines in order to provide protection for sensitive data. The framework consists of four main parts: organisational responsibility, data governance, risk management and technical controls. 

b) [6] Nmap also known as network mapper is an important tool used by both cyber attackers and defenders. It can discover available hosts in a network and can analyse the security of the network by using raw IP packets. [7] Nmap also allows the user to find out numerous facts about the hosts such as what services the hosts offer and the type of firewalls and operating system they use. Ethical hackers can use this information to search for any weaknesses and to exploit the system. [8] Nmap uses an intricate system of scripts that contact every aspect of the network. These scripts can detect backdoor attacks, vulnerabilities, network discovery and vulnerability exploitation. Nmap acts as a communication method between the users and the network. [9] Another tool that can be used in the reconnaissance stage is Wireshark. It is used in establishments that need to be aware of their network's security including government facilities and schools. Wireshark has several helpful purposes the main one being to analyse the numerous levels of traffic in real time. This allows root causes of issues to be found. An aspect of Wireshark is Packet Capture (PCAP) which transforms the network traffic into a readable format so that it is clearer for users enabling diagnoses and potential issues. Furthermore, there are filtering abilities which allows cybersecurity professionals to focus on a particular type of network traffic [10] Other roles include capturing network packets and displaying at a granular level which can be used for analysis in real time and troubleshooting by inspecting data packets. [11] Wireshark can be a useful tool for penetration testing, an authorised cyber-attack that assists in evaluating and further improving the system’s security. The ways Wireshark helps with this is by performing reconnaissance. This includes recognising targets such as devices, services and ports depending on the amount and type of network traffic. Wireshark also detects signals of precarious activity through analysing network traffic. 

ci) [12] Tele RAT is a RAT that uses python script. [13] Rat or Remote Access Trojan is used by criminals to acquire access in a user’s system including hardware such as mouse and keyboard. They also obtain access to files and network resources. However, cyber criminals who use this tool may be less destructive as they use the access to peruse through their files and applications undetected. As they are able to avoid security measure such as authentication controls, firewalls and detection systems. [14] Tele RAT is a type of Android RAT family that appears to target individuals in Iran that can be used for revoking stolen information. When TeleRAT is installed it creates two files. One includes information about the device such as number of cores, available internal and external memory size and the second illustrates a list of telegram commands. Many argue that TeleRat is an improved version of IRRAT. This is because it eradicates the possibility of network detection. Cyber criminals use a API, a telegram Bot to gather sensitive information such as SMS messages, file listings and call history from certain Android devices. TeleRAT generates and shares numerous files on the SD card and then delivers them to the upload server such as contact information, SMS history, registered google accounts and 2 images one taken from the front camera and one from the back-facing camera. 
[bookmark: _Int_JKomsOGQ] [15] WannaCry is a type of software used by cyber criminals to educe money called a crypto ransomware. Ransomware may encrypt important files so the user is unable to read or display the or locking the user out of their device so they can no longer use it. This is called locker ransomware, and the encryption method is called crypto ransomware. [16] WannaCry confiscates the data and demands a ransom payment in exchange for releasing it. The ransom payment is in cryptocurrency Bitcoin and ambushes people who use Microsoft Windows as an operating system. This attack affected many organisations globally in May 2017. The WannaCry ransomware worm spread to 150 countries including companies such as FedEx, Honda and the NHS which was forced to divert ambulances to other locations.  [17] The worm became problematic for the NHS as it prevented them accessing medical files of patients. It attacked 60 trusts in the UK. This led to a delay in procedures and prevented urgent care. Some may argue that the NHS network’s security was very fragile and could have been easily compromised. This is because their technology was 15 years old and no longer supported by Windows. However, a kill code for the worm was discovered by Marcus Hutchins. 
 
[bookmark: _Int_UFpABdGh]ii) [18] Whaling is a form of phishing. It is aimed at aristocratic corporate executives such as CEOs by sending emails, text messages or through phone calls. The messages or emails are designed to exploit the receiver into scanning corporate information as well as personal information. They may also manipulate the recipient into allowing large payments to cyber criminals. Similar to spear phishing, Whaling targets a particular organisation with a high value such as political office holders and those with more authority. The attacker manipulates the receiver by impersonating an associate in their organisation such as a colleague who may have a higher or equal status. The criminal may attempt to recreate the writing style of the person they impersonate even to the extent of referring to current conversations. The attackers often scrutinise the target’s messages and dictate the receiver’s email or messaging account to send the attack message directly. [19] An example of this is Ubiquity Networks where an attacker sent an email impersonating the CEO and Chief Counsel. 
[bookmark: _Int_EaxMZSt2] [20] Pharming is another type of cyber-attack that tricks people into visiting fraudulent websites, or it alters their computers to acquire sensitive data. There are several techniques used by attackers to mislead the victims to websites that look similar to official websites such as social media platforms, online banking portals and retail shopping pages. The attackers aim to manipulate the user into giving information including credit card details, usernames, passwords and other types if sensitive information. [21] Both pharming and Whaling have the same intention; to manipulate the user giving sensitive information. However, pharming includes attackers executing harmful code on the user’s device to avert them to a website controlled by the attacker. There are several ways to prevent phishing attacks. For example, installing anti-malware and antivirus programmes. [22] While using the internet, users should be cautious of the URL of websites. For example, only use secure websites where the URL doesn’t have spelling errors and begins with ‘https’ meaning that traffic is encrypted, and it can’t be utilised by a hacker. It can also be useful to use a reliable internet provider (ISP) because they automatically remove pharming redirects preventing people accessing pharming websites. Other practices to avoid pharming incidents include use a credible VPN as it will reduce the risk of pharming incidents that target DNS poisoning and avoiding unfamiliar links. Users can also enable authentication to further improve security such as two-factor authentication (2FA) and multi-factor authentication (MFA). 
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a) Points of failure may occur due to relying on only one primary system. To avoid this problem occurring the network has multiple switches and routers. This is a precaution for example, if one fails the other devices can carry out its role and the action can still be executed rather than the entire network failing and security becoming compromised.  Moreover, load balancing is useful as it distributes network traffic among the numerous servers ensuring optimisation and ensuring the servers do not become overloaded,  the network is more efficient as it can follow new paths or routes if one fails meaning the whole network will not shut down or fail. 

b) [27] By enforcing policies to guarantee that only authorized individuals can access the network, NAC lowers the possibility of insider threats and prevents unauthorised access based on IP addresses. [28] Furthermore, hardware such as routers can be used to create LAN. This increases the amount of broadcast domains and builds boundaries. These boundaries can be utilised by organisations to confine network traffic and the boundaries can contain security requirements to obtain access to different sections. Additionally, if a threat or attack occurred the sections could be shutdown to prevent them acquiring authority. [29] Furthermore, software such as VPN can be used which guarantees security when data is sent to a device by encryption. This is helpful when using less reliable networks including the internet. Devices should have antivirus and antimalware software installed as these programmes can help manage unwanted software that may jeopardise the network. To reinforce security when transferring data encryption can be used. The only user who can decipher and access the data are those who possess the key. [30] Moreover, methods such as multi-factor authentication (MFA) and two-factor authentication can be implemented into a network. This is where the user is required to enter extra information to confirm their identity. The information may include a password or a pin, security tokens or a biometric. [31] Firewalls can improve security by creating a barricade between the internet and the private network. They arrange connections on factors including IP addresses and particular ports and obstruct data packets based on guidelines.



















 




[bookmark: _Toc1732110870]Conclusion 
Technology is everchanging including how we use the internet and the dangers that lie within the digital world. It is important for us to keep improving our ability to prevent these dangers as the threats are always evolving. For cyber professionals to keep up with this it is essential to introduce new methods of locating and stopping criminals as well as further developing existing methods. Furthermore, it is important to share the dangers people may encounter and create an understanding so that they remain cautious and proactive in protecting their online information. By using strong and unique passwords, keeping software updated and being vigilant of phishing attempts we can help safeguard out digital presence. 
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The framework categorizes all cybersecurity capabilities, projects, processes, daily activities into these 5 core functions:

Capability Description

What processes and assets need protection?

Implement appropriate safeguards to ensure protection of the
enterprise’s assets

Implement appropriate mechanisms to identify the occurrence of
cybersecurity incidents

Develop techniques to contain the impacts of cybersecurity events

Implement the appropriate processes to restore capabilities and
services impaired due to cybersecurity events

NIST Cybersecurity Framework

Here are some tips on getting started on using the NIST CSF in your organization without getting bogged down and lost in the
minutia of the specification documents.
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