[image: ]
University of Wales Trinity Saint David
School of Computing
10/05/2023/ACCA7005
Assignment
[bookmark: _Toc134653589]Road Tax Service Implementation Report
By Agnes Beviz









Agnes Beviz                   ACCA7005	 Web Services


2

[bookmark: _Toc134653590]Table of Contents  	

Road Tax Service Implementation Report	i
Table of Contents	2
List of Tables	2
List of Figures	2
1.	Introduction	4
2.	Design decisions and approach	5
3.	Entities, attributes, and relationships	6
4.	Constraints and validation	8
5.	Key application logic	10
6.	Searches, Queries and DTOs	11
7.	Security and OAuth	13
8.	Docker containers	13
9.	Unit Tests	14
10.	Discussion and future improvements	14
References	15

[bookmark: _Toc134653591][bookmark: _Toc55849588]List of Tables
Tab. 1 Overview of contents of submitted zip file	3

[bookmark: _Toc134653592]List of Figures
Fig. 1 Entity relationship diagram for the database for the Road Tax Service	7
Fig. 2 Validation and constraints applied to some of the VehicleOwner entity attributes.	8
Fig. 3 Example of error due to constraint violation on VehicleOwner.phoneNumber .	8
Fig. 4 Example of error due to constraint violation on VehicleOwner.email .	8
Fig. 5 Example of error due to unique constraint violation on VehicleOwner.drivingLicenceNumber	9
Fig. 6 Tax band for the POST request shown in Fig.  7	9
Fig. 7 Example of an exception being thrown if a vehicle's date of first registration falls out of bounds of the date range of the tax band that is being set on the vehicle.	10
Fig. 8 Example result for a tax payment DTO	11
Fig. 9 Example result for a vehicle tax status DTO	11
Fig. 10 Screenshot of the road tax service app and database containers running.	12



1. [bookmark: _Ref134636978][bookmark: _Toc134653593]Introduction
This report outlines the implementation of a service to manage vehicle road tax using Java and Spring Boot. The report discusses design decisions as well as any simplifications of the implementation and reflects on potential improvements to the road tax service.
Please see the ‘README.md’ file in road tax service java program for further details and setup instructions. Tab. 1 below shows an overview of the items submitted with the road tax service assignment.
	Item in zipped directory
	Details

	S2-Road-Tax-Management-Service
	Road tax service java program

	S2-Road-Tax-Service-Postman-Collection.postman_collection.json
	Postman collection with requests to query and search the application

	Road-Tax-Service-Docker-No-Auth
	Files to generate docker containers of the application (see README.md of java project)

	Road-Tax-Service-realm-export.json
	Keycloak realm configuration (see README.md of java project)

	Road-Tax-Service-Openapi-docs
	Openapi documentation of the road tax service 


[bookmark: _Ref134627143][bookmark: _Toc134636661]Tab. 1 Overview of contents of submitted zip file



2. [bookmark: _Toc134653594]Design decisions and approach
A comprehensive vehicle road tax management system would need to implement complex logic to account for the tax rates applicable for different ranges of date of first registration [1]. There are also several custom categories of vehicle, with their tax rate determined by a combination of various attributes such as CO2 emissions, weight, fuel type and number of axles [2].
	A number of design decisions were made to focus implementation and deliver the project within the timeframe. These include:	
· In the implementation, tax bands are set with annual tax rates and a range of date of first registration to which they are applicable. The tax bands are then manually assigned to a vehicle, rather than assigned automatically based on the vehicle attributes.
· The project implementation focuses on typical vehicle types and simple tax bands, rather than granular detail for complex tax bands such as those requiring V149 lookup [2].
· The implementation focuses on assigning tax bands, storing registration details, and keeping track of tax payments. In its current form it does not deal with vehicles being registered as off road (SORN) [3] and the tax payment implications of this, or other logic such as assigning a new license plate to a vehicle [4] and how this would impact tax payments.
· In the project, payment for any amount can be processed and updated in the system and the system can record payment type. A comprehensive implementation would need to take payments for either 6 or 12 month periods, with different rates applied depending on whether the payment is made by direct debit or not [1].
The implementation does have logic to ensure that the vehicle date of first registration is compatible with the date range of the tax band, and there are also key relationships and logic applied between tax payments and the vehicle tax status (see section 5). 
It is also assumed that an annual update of the tax to be paid is performed, adding the annual tax rate of the vehicle to the amount of tax due to be paid.  



3. [bookmark: _Toc134653595]Entities, attributes, and relationships
The entities and their relationships to each other are shown in the entity relationship diagram on the next page in Fig. 1. Using hibernate [5] built into the Spring Boot framework facilitates object relational mapping (ORM) [6] between the classes in the application and the database.
The many to one relationships are mapped to each other in the java program to allow lists of owned entities to be returned in the api. For example, the VehicleTaxPayment entity has a one to many relationship with TaxPayments, which means that a list of tax payments made on a vehicle can be retrieved with a POST request on endpoint /vehicletaxstatus/1/taxPayments . Similarly, a list of the vehicles owned by a customer can be exposed. 
The relationships between the entities are further documented in the reference controllers in the Openapi documentation. The Openapi java files are supplied in the zip file, and an interactive version of the docs is exposed at http://localhost:8080/swagger-ui/index.html#/  when running the containerised java program that does not have the authentication layer (discussed further in section 8).
In a comprehensive implementation, the entities would be more granular, for example with separate entities for address and vehicle. A couple of the entities also overlap with the License Plate Management joint assignment, and this is noted in java doc comments. 
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[bookmark: _Ref134630345][bookmark: _Toc134636662]Fig. 1 Entity relationship diagram for the database for the Road Tax Service
4. [bookmark: _Toc134653596]Constraints and validation
Hibernate Validator [7] was added as a dependency to handle validation and constraints on data inputs applied through java bean annotations [8]. In a live service with a client, the validation and constraints would also be applied through restrictions on the form inputs in the user interface.
	An example of the validation and constraints in the project is shown below in Fig. 2. If an input does not meet the validation and constraint criteria, and error message is shown (see Figures 3 - 5) and the record is not added to the database. 
	The ‘unique’ constraint was applied to fields such as driving license number, license registration number, and vehicle identification number (VIN), to keep data integrity. 
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[bookmark: _Ref134633008][bookmark: _Toc134636663]Fig. 2 Validation and constraints applied to some of the VehicleOwner entity attributes.
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[bookmark: _Toc134636664]Fig. 3 Example of error due to constraint violation on VehicleOwner.phoneNumber .
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[bookmark: _Toc134636665]Fig. 4 Example of error due to constraint violation on VehicleOwner.email .
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[bookmark: _Toc134636666]Fig. 5 Example of error due to unique constraint violation on VehicleOwner.drivingLicenceNumber

[bookmark: _Ref134642974]

5. [bookmark: _Toc134653597]Key application logic
The setter methods have built in logic to ensure that for example, the amount of tax due is updated accordingly when a payment is made. There is also logic to restrict which tax bands can be set for vehicles based on the date of first registration, and to auto set and calculate the amount of tax due for the remaining tax year when a tax band is assigned. An example of the date out of bounds exception when the tax band is set is illustrated in Fig. 6 and Fig. 7.
	For further details please see the readme for an overview, and the java doc comments. 
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[bookmark: _Ref134634186][bookmark: _Toc134636667]Fig. 6 Tax band for the POST request shown in Fig.  7
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[bookmark: _Ref134634188][bookmark: _Toc134636668]Fig. 7 Example of an exception being thrown if a vehicle's date of first registration falls out of bounds of the date range of the tax band that is being set on the vehicle.

6. [bookmark: _Toc134653598]Searches, Queries and DTOs

The road tax service has search functionality by driving license number, license plate registration number, and VIN (see the Openapi docs and the postman collection for sample requests).
As the service is designed to be used to manage tax payments, there is also a built-in query to find any vehicles that have outstanding tax payments using endpoint /search/findVehiclesWithOutstandingTax .
The key field groups that would need a view collating attributes across entities are vehicle tax status (showing selected details from the vehicle owner, tax band, registration info, and tax status), and tax payment (showing selected details from the vehicle tax status, vehicle owner, and registration info). Data Transfer Objects (DTOs) were created to implement these views, with examples shown in Fig. 8 and Fig. 9.
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[bookmark: _Ref134635006][bookmark: _Toc134636669]Fig. 8 Example result for a tax payment DTO
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[bookmark: _Ref134635010][bookmark: _Toc134636670]Fig. 9 Example result for a vehicle tax status DTO




7. [bookmark: _Toc134653599]Security and OAuth
Keycloak was used to handle authentication and authorisation, with further details in the readme file.
There are two authorisation levels – basicuser and adminuser. Only the adminuser has authorisation to set or alter the tax bands, as these would be fixed based on policy and do not need to be changed during the day-to-day management of road tax payments. Similarly, only the admin user can delete entities of any type, as giving this permission to a basic user would  create risk of data mismanagement and fraud. 

8. [bookmark: _Ref134643075][bookmark: _Toc134653600]Docker containers
Docker containers are implemented for the application (version with no authentication) with an accompanying database. Instructions for running this are in the readme, and Fig. 10 shows an example of the containers.
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[bookmark: _Ref134635670][bookmark: _Toc134636671]Fig. 10 Screenshot of the road tax service app and database containers running.
Ideally, there would be an implementation with a set of docker containers including the keycloak security layer. Unfortunately, I was not able to implement integrating keycloak with the containers. I thought it would be better to submit a working set of containers with no authorisation (at least also with the interactive openapi accessible!), rather than a set of containers where the app is blocked by security settings.
I lost time attempting make this work but did learn a lot a lot about docker and docker compose in the process [9]. I can see a way to add keycloak to a dockerfile and import the realm settings [10], but ran out of time to attempt this.



9. [bookmark: _Toc134653601]Unit Tests
I was not able to complete the unit tests but have added some initial tests on the TaxBand repository using guides [11] [12]. The crud repositories can be tested by adding the h2database dependency scoped to test to act an as in-memory database.  

10. [bookmark: _Toc134653602]Discussion and future improvements

The project is an implementation of the core elements of road tax management service. A full implementation would need to have application logic that covers all rules affecting road tax management [1] [2], and more granular entities and attributes details.
Key areas where this project can be improved for a more complete implementation:
Additional application logic to cover scenarios outside the design decisions discussed in Section 1, as well as features such as:
· Transferring a vehicle from one owner to another.
· Automated tax band assignment based on vehicle attributes
· Handling late payments and penalties
· More granular validation and constraints, including for examples checks that the registration number, vin and are in the right format with white spaces removed to avoid duplication.
· Audit tables and logging of requests and actions performed.
· An appropriate data type needs to be selected to safely handle currencies with two decimal places, such as BigDecimal rather than Double [13] .

Authorisation would also need to be set on endpoints at a more granular level and would need to be included with the docker containers. The application would also need full unit test coverage. 
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3 usages
@size(max = 208, message = "Number of characters for 'address’ exceeded.")
private String address;

3usages
@size(min = 1, max = 200, message = "Number of characters for 'postcode’ exceeded.")
@NotNuLL(message = "Post code cannot be left blank.")

private String postCode;

3usages
@size(min = 1, max = 15, message

= "Phone number must be between 1 and 15 digits")
private String phoneNunber;

3usages
@Email
private String email;

3usages
@colunn(unique = true)

@NotEmpty (message = "Vehicle owner driving licence cannot be empty")

@size(min = 16, max = 16, message = "UK driving licence must be 16 characters long.")
private String drivingLicenceNumber;
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