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1. Introduction
The background research and journal analysis show that Web applications are an integral part of digital services, such as online banking, e-commerce, healthcare, education and government. As they become even more widespread, they are becoming a major target for cyber criminals. Web application attacks can exploit weaknesses in HTTP requests to compromise applications, steal information, bypass authentication or manipulate databases. These are typically SQL injection, cross-site scripting (XSS), command injection and other attacks involving malicious input. The research defines that traditional signature-based security mechanisms can detect previously known patterns of attack, but do not do well in detecting new or modified attacks (Tadhani et al. 2024). Machine learning (ML) offers a coherent solution that can detect patterns in the historical network traffic and HTTP traffic and then recognise legitimate requests by using those patterns to determine if requests are potentially malicious (Oudah and Marhusin, 2024). The agenda of developing this dissertation is to develop and test a machine learning framework to detect web application attacks on HTTP traffic. The study will be conducted on the CSIC 2010 Web Application Attacks dataset, which consists of abnormal and normal HTTP requests with various features such as HTTP method, user-agent, headers, cookies, content and URL information. The project will underscore the effectiveness of ML models to achieve low false-positive rates and identify malicious HTTP requests.
2. Problem Statement
The research states that there are many volumes of structured and textual information in Web application traffic that is difficult to inspect manually. Attack requests can also be encoded in various ways and changed by manipulating the parameters or altering the structure of the payload, making it harder to detect with basic rules (Uwagbole, Buchanan and Fan, 2017). Thus, automated detection methods that are able to learn from the characteristics of the HTTP request and efficiently detect suspicious traffic are needed. While machine learning has been extensively explored for intrusion and attack detection, a lot of studies have concentrated on network traffic as well as not focused on the case of web applications' HTTP requests (Odumuyiwa and Chibueze, 2021). Also, models can have low error rates overall but have high rates of false positives or be unable to detect minority attack patterns. This research will thus explore various ML approaches and assess them with security-related metrics instead of accuracy.
3. Aim and Objectives
Aim 
The purpose of this study is to create and compare machine learning models to detect attacks on web applications using HTTP traffic. 
Objectives
· To explore existing research on machine learning-based approaches for detecting attacks in web applications and understand the scope of the current research.
· To preprocess and analyse the HTTP traffic dataset from the CSIC 2010 and extract important features of normal and malicious requests.
· To be able to create meaningful HTTP traffic features based on URL, request method, content and textual features.
· To apply and evaluate several machine learning algorithms to detect attacks in Web Applications.
· To assess the models based on accuracy, precision, recall, F1 score, ROC-AUC, confusion matrix and false positive rates.
· To determine which of the models is the most effective in terms of predictive performance and practicality of computation.
4. Research Questions
1. What is the accuracy of machine learning models in differentiating between normal and web application attacks in HTTP traffic?
2. What is the best machine learning algorithm for the selected HTTP traffic dataset?
3. What are the most important features of the HTTP traffic and engineered features for attack detection?
4. What is the detection rate of the selected models, and what is the number of false positives?
5. Proposed Methodology
The research method that will be used is quantitative experimental. The dataset from the CSIC 2010 will foremost be analysed to gain insight into the structure, class distribution and characteristics of HTTP requests. Data pre-processing will involve dealing with missing or inconsistent data, eliminating duplicate data if applicable, cleaning malformed data and converting categorical data into machine-learning-friendly forms (Nguyen et al. 2013). The study will involve feature engineering as HTTP requests have a significant amount of text data. Fields like HTTP method, URL and request content will be used to extract features. Some features will be text-based, which will be defined by Term Frequency-Inverse Document Frequency (TF-IDF), and additional numerical features will be URL length, content length, number of parameters, number of special characters, digits, encoded characters and suspicious character patterns. Sensitive values (including session identifiers and personally identifiable information) will be anonymised or removed as appropriate prior to analysis. The processed dataset will be split into training and testing sets in an appropriate stratified manner to ensure the class proportions (Moradi et al. 2019). If required, cross-validation will be used when developing the model to increase reliability and decrease model dependency on a single train-test split. The five machine learning techniques used will be “Logistic regression, Naïve Bayes, Decision tree, Random forest and Support vector machine (SVM)”. Logistic Regression will give a relatively simple baseline; the other algorithms will give a way to compare probabilistic, tree-based and kernel-based approaches. Where possible, hyperparameter tuning will be performed.
6. Evaluation
The performance of the models will be assessed with multiple indicators. Accuracy will give an overall indication of the number of classifications that are accurate, and precision will give an indication of the percentage of attacks that are detected as malicious. Recall will assess the capacity of correctly identifying malicious requests, a factor of particular importance in cybersecurity as it can lead to substantial security gaps if requests are not identified. F1-score will give a balance between precision and recall (Uwagbole et al. 2017). Confusion matrices will be used to explore false positive and false negative rates, and ROC-AUC will be used as another measure of classification performance (Oudah and Marhusin, 2024). The training and prediction times will also be taken into account to evaluate the usability in practice. The performance of the various algorithms will be systematically compared to find the best model and to see if more complicated models offer useful improvements over simpler ones.
7. Ethical, Legal and Professional Considerations
Sensitive data such as usernames, session identifiers, URLs and other request data can be included in cybersecurity datasets. As a result, the research will not include information that identifies a person, or that is relevant to authentication in the final report. Data will be used solely for academic research and will be managed in compliance with the data protection and research ethics criteria applicable to the research (Nguyen et al. 2013). The study will not involve the development and deployment of attacks to real systems, but will centre on the defensive detection of attacks. Results will be presented in a clear and transparent way, acknowledging any limitations of the data and major bias or limitations of generalisation.
8. Expected Outcomes
The desired goal is to create a comparative machine learning framework that can differentiate between normal and malicious HTTP requests. The research should determine the most successful algorithm and the most useful HTTP traffic characteristics to be used by the attack detection system. The results will offer insights into the potential of machine learning in automated security monitoring of Web applications and the constraints that should be taken into account when using models in real traffic.
9. Tools and Resources
It will be implemented in Python in Jupyter Notebook. Libraries like pandas, NumPy, scikit-learn, matplotlib and seaborn will be used to perform data processing, machine learning, and visualisation. The proposed experiments are computationally feasible on a typical PC having about 16 GB of RAM, and thus fit within the available resources. 
10. Conclusion
It can be concluded that this research will examine the effectiveness of machine learning in attack detection of Web applications by analysing HTTP traffic. The paper will evaluate the effectiveness and the limitations of automated attack detection through a comparative evaluation of several ML algorithms along with feature engineering specific to the HTTP protocol. The results will help to understand the potential of machine learning to assist with web application security and to provide a basis for future studies with larger and more modern HTTP attack datasets. 
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