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  Abstract
The researched topic that this report is following regarding Security, both Physical and online for the assigned scenario company Hyper-Fort and how BYOD policies can be implemented into the desired network. This report also includes the Network system being designed within Cisco Packet Tracer, and a Data Flow Diagram showing how the designed system will work. The research that has been carried out uses different sources amongst own knowledge gathered amongst studies carried out in both College studies and University studies. The final part of this assignment will also contain a Conclusion on the researched topic of Bring Your Own Device.
[bookmark: _Toc534724368]  Introduction

The report that is being carried out will be about Bring Your Own Devices. Included in the report will be research about in cooperating this particular system, and how it would have its benefits for the given scenario company Hyper-fort. In this particular scenario most of the users on the network are wireless based, and also have a big presence online, also meaning that the company has to allow both their customers and employees access to the (companies) network and its resources from their homes.
A main and important factor in this is that Hyper-fort must also be secure, physically and wirelessly, to avoid any damage or theft of important resources. In Problematic formulation & Implementation, it will be discussed that policies, which will cover all smart devices, and access levels will be set in order to prevent data falling into the wrong hands, and ensure that the users only have access to content that is relevant to them, along with a physical implementation to provide additional security for the company. 
Within this report it will also contain a DFD, which will show how the system will work and be implemented. The network for Hyper-fort will also be created on Cisco Packet Tracer, to create a simulation of what would happen if wired/wireless devices were to interact with the network.
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When using BYOD (Bring Your Own Device) in the work place, there a multitude of reasons on how it can benefit the company, such as it being cost effective as it means that Hyper-Fort would not need to buy set computers for each employee, this reason in particular it means that the employees would be more comfortable for using their own device and have more chance of improving their own productivity (Beauchamp, 2017) . 
However, despite the many benefits that the BYOD can bring there can be threats which can impact the networks security when implementing BYOD, this may also lead to having to enforce a mass amount of strict policies for all of Hyper-Forts’ staff members will have to follow. If employees were to bring their own devices to work there if some employees of Hyper-Fort were to leave in a rush or quit the business, the threat of the employee storing any passwords of important information to the company on their devices, meaning that there is a chance of a data breach or possibly any unauthorised access onto Hyper-Forts (Personal) business network, it may also give the chance for ex-employees to sell on this information to Hyper-Forts competitors. To prevent this element of threat from happening Hyper-Fort is able to create a policy which states that all employees must ensure that no important data is to be taken home and only to be used and stored inside of Hyper-Forts building/network.
Another risk that could impact Hyper-Forts’ BYOD implementation, is having a lack of security as an online presence, but by having a Firewall present and installing anti-virus onto all devices (This element is mostly discussed in Problematic Formulation section, which provides a further explanation). Another security factor to be looked at is employees or visitors accessing the Wi-Fi which is at Hyper-Forts building, as anyone could access this an try to gain data stored within the servers, but by implementing two separate login areas, one for employees which allows the correct access onto the network, whilst the visitors login restricts what information and software that they can have access to.
If any of Hyper-Forts’ employees personal devices were to be lost or stolen, but if employees use strong passwords and do not share any of them with unauthorised users it ensures that all data is secure. To make sure that any data which is stored on the device has additional security, this can be encrypted, by doing this it provides additional security to any data which has been stored on the device only those who have the key are able to decrypt this, meaning that even if an unauthorised user gained the password, they would have to go further to recover the data by decrypting it, this knowledge from Presentations made available by (University of Wales Trinity Saint David, N.D).







Mobile Device Management (MDM)
There are differences between both Bring Your Own Device and Mobile Device Management, as BYOD is the policy which companies use so that employees are able to bring in their own devices in order to do their work, whilst MDM is a security software that allows the use smart phone devices no matter what make the device is. 
MDM is most often put in place to provide any additional security gaps that may occur when employees of any company are using their smartphones/tablets or PDAs. Employees of the IT department in Hyper-Fort, have the ability to monitor and manage all employee smartphone devices that are within the network, regardless of the operating system being used.
Another branch of this particular feature is called Enterprise Mobility Management, as described by (Rose & Steele, 2017) this particular software allows companies to securely allow the employees to have access to any data or applications that are available on the network, meaning that the data is also safely secured on the network, rather than on the devices.
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Within networks there are many risks which can take place, whether it be physical or online damage to the network. This particular section will be discussing what could be encountered for the company, and the steps which could be put into place, in order to ensure that if a risk was created by a user of the network, that there would be a counter set in place, in case Hyper-Fort, would need to take any action against them.
There are multiple risks which can be created by both the customers and the employees of the network, by creating malicious software such as Trojans, which could be sent as an e-mail to an employee, once opened it could collect important data about Hyper-Fort. In order to prevent this scenario from happening there are multiple methods which could be implemented, this could be anything from, installing anti-virus onto the employee devices and also creating a policy which informs the staff of Hyper-Fort to not use their work e-mail for anything else aside from work purposes. This could also fall in place with another policy, which enforces that any data must be kept safe and secure and not traded with anyone else, meaning that if this policy is not abided by, the company would be able to take appropriate action against the violation of the policy.

Following the use of policies, if employees of Hyper-Fort were to access any restricted material, they would be blocked for not using the network for its intended purpose, any inappropriate or graphic material can be categorised, and flagged up against the user if they try to access the content, which in turn could go against the created policy or further restricted access when using the network, meaning that the network is only used for business purposes rather than being used for staffs personal use. 
Another method that can be applied which correlates with this policy, is that all users are presented with the terms and conditions which have to be read and agreed to before gaining any form of access to Hyper-Forts’ resources online, which enforces that the all policies must be abided by when using the network otherwise any unauthorised access could result in legal action.

When mentioning restricted access over the network, another implementation which can be applied for physical access is by using either an access code to get into certain rooms, that are relevant for staff, for example, only technicians having access to the server room, and if anyone were to get that code, the use of fingerprint scanners can be put in place, to prevent any important data falling into the wrong hands and being used by the Hyper-Forts competitors. (Markel, N.D)
Even with the chance of customers or employees violating the policies set in place, or creating any damage to the network, whether it’s malicious or accidental, if any natural disasters were to occur there should be multiple options made available for the company, in order to prevent any loss of valuable data for the company, this could be made available by having an additional server which backups all important data for the company so that there is no profit or important data loss. This would also be abiding by a principle of DPA (Data Protection Act), where data must be kept safe and secure. 
When staff members follow the rule of BYOD, a wide variety of devices would be in use for business purposes, in order to ensure that there are no risks of any data breaches due to devices not being supported by the network, a procedure that could be carried out by the users is ensuring that all devices being connected to the network have installed Hyper-Forts’ anti-virus software that is in use and that all devices being connected are completely updated. Another method that Hyper-Fort can implement Mobile Device Management, this is usually a part of a device that can control smart phone devices access on a network, meaning that if employees were to bring in their device it would demand that users have to agree to the policies of the network, and makes sure that all of the data is encrypted.
From researching the possible risks that could threaten the network, the following policies can be implemented to provide the IT department in Hyper-Fort in making Employees understand the importance of security on the network:

· Any personal devices brought into Hyper-Fort, must be used for work purposes ONLY, any personal use will result in permissions being removed from the user or further action taken by the company.
· The attempt of accessing any restricted material, will be flagged up against individual users, these particular users will be stripped of their access for web browsing and will result in being removed of BYOD privileges.
· If Employee, who has agree to these policies, receives a change to their role or no longer works for Hyper-Fort, any knowledge about companies data must be kept confidential, if shared with any persons, this will result in legal action
· All employees are forbidden from taking important data home, and must store it within Hyper-Forts network securely, and that it complies with Data Protection Act, to avoid any data being lost or stolen.
· It is strictly forbidden that Usernames and Passwords for the network are to not be shared with any Employees or those outside of the company.
· All devices that are brought in by Employees must comply with the procedures put in place by the IT department. The device must be updated and has the software (anti-virus software, software needed for the specified role). 
· Any attempts to access any data or breach into areas which are not relevant to the employees role, will result in legal action.
· Employees are obligated to keep passwords strong and secure. These must also be updated regularly to enforce security within the network.
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The Data Flow Diagram which has been created below shows how the network is maintained by the technicians, and how the users are able to interact with the data that is stored within the servers. On this diagram, it shows how each individual would interact with the networks system. The administrators would have the most authority/control over the system, whilst the ‘Visitors’, would have the least, due to security. Whilst other users such as ‘Management’ and ‘Employees’ would have their own access level to ensure that they only see the data that is relevant to their role within Hyper-Fort. 
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For this scenario it was required that a design of the network were to be created, on Cisco Packet Tracer, using the requirements that were needed for Hyper-Fort. As explained in the report, the company tends to have computer inside its buildings, but also wanted to implement a BYOD, for this a Wireless element has been introduced so that Smart phones and Laptops are able to connect to the companies Wi-Fi, which is WPA2, in order to maintain the security levels. By introducing online security such as a Firewall onto the network, it can help to provide additional security whilst the users are carrying out work or research online, this can also help prevent any unauthorised access onto the network by anyone who isn’t assigned as a user. In regards to unauthorised access, a password has been added onto the network, meaning that if a computer was in use, the user would have to enter the correct password in order to gain access, to add further security, on top of this, the password has been encrypted, to prevent any hackers gaining access onto the system.
When it came to physical security ensuring that the server room would be difficult to access was a priority, due to the specifications stating that Hyper-Forts has highly valuable information, in this instance, having an access code in order to enter the Reception (including the other rooms within the building) areas could be put into use, Another form of physical security is having doors in the building which have RFIDs attached to it, meaning that only those who has the correct level of access can open it, for example only technicians being able to open the ‘TECNICIAN’ and ‘SERVER ROOM’ door, preventing any possible chance of visitors having access to any important data to the company. Another feature which could be added is the user of scanners meaning that even if someone were to have had their access card lost/stolen, fingerprints could be store and used to add further security. 
Within the design structure in Cisco, the network created also supports wireless devices, as if they were connecting to the server from another building. This was done by creating a Wireless Access Point and connecting it to the server, to ensure that there is security added on the network, a Firewall package has been attached to the router to protect any incoming data from the WAP. 
Another feature that has been added and applied to all computer which have been connected within the network have had a Banner inserted, that states that if there is any unauthorised access, then the company can take further action against the user that tries to do this. The Wireless Access Point has also been set up so that when any wireless devices intend to connect to it, there is a password set up, in order to prevent unnecessary access to the network.
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Through the research taken to produce this report, it is clear that even with BYOD being set in place, Hyper-Fort will have the ability to introduce a variety of policies in place, to make sure that all possible risks are covered when it comes to allowing access onto the network, and having Mobile Device Management and Enterprise Mobility Management.
Whilst designing the planning for Hyper-Forts network, it is clear that in order to maintain strict security at all-times online, such as creating passwords, which in turn are encrypted, there must be physical security present for the building, by having card scanners, as well as implementing a password when users log on to the server, and in addition to this having a Firewall will be able to ensure that security on the network and the WAP, as stated in the Cisco Packet Tracer section,  is present at all times. 
With the results from the research carried out, it is clear that if no policies or any security weren’t to be put into place for the employees at Hyper-Fort to follow, it would increase the risks of any attacks against the company. By creating policies that specify what can and cannot be done on the network, ensures that all bases have been covered to protect Hyper-Fort if any breaches were to occur.
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