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Abstract
This research was conducted to analyse security methods of computer networks. Within this topic area, there are many existing research papers that were available and were used during this project, these literatures were reviewed in order to build a better knowledge into specific network attacks and security methods. Articles such as “Defending against phishing attacks: Taxonomy of Methods, Current Issues and Future Directions” by Nalin Arachchilage et al. And “Network Security Basics” by Gerald Marin gave a more in-depth outlook into network security in general and assisted in the completion of the project.  An experiment was completed that included the implementation of a simulated local area network and a man-in-the-middle attack, phishing attack and a SYN flood were carried out on that network. The implementation of these attacks on the network was successful, because of this, security methods needed to be implemented to protect against these attacks, these methods were a firewall, VPN, and an anti-virus. The same attacks were relaunched but this time the security methods were active, and the results were that the attacks failed, and the security methods successfully protected the network. The project applied the research onion framework. The research onion was an essential framework used in this project and the process of breaking down each layer and discussing which approach should be taken to support the completion of the project. For the research philosophy, the project used the positivism. In regard to the research approach, the deductive approach was taken. For the methodology, the project applied the qualitative methodology. When it comes to the research strategy of the paper, the chosen strategy was an experiment. For the fifth layer of the research onion called time horizon, the cross-sectional approach was taken. The paper made use of both secondary sources such as journal articles, books, research papers, conference papers etc… As well as primary data in the form of the experiment completed within the project. Using both knowledge gained during the research, and the results of the experiment, an analysis of the firewalls, VPNs, and anti-virus software has been completed and follows the criteria laid out in the objectives.
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[bookmark: _Toc101966308]Chapter 1 - Introduction
 The rapid growth of the internet has fuelled an increase in growth in most professions that are now able to complete their work digitally rather than in person. This is much more accessible and, in most cases, allows more work to be done over a period of time as they are more comfortable in their home environment. With this growth, there has been a push for e-commerce and increased instant messaging capabilities, however, with these new developments, the need for security in these networks is essential. In networks, security methods are constantly being updated and configured to ensure the highest level of protection possible to protect both the network itself and the users on the network. Within the cyberspace, the call for security is loud especially when it comes to network-specific security. With so many attacks such as denial-of-service and distributed-denial-of-service attacks, Man-in-the-Middle attacks, ARP spoofing/poisoning and botnet attacks that are available by professional hackers to exploit vulnerabilities in a network. This is why precautions need to be taken so these attacks are prevented or mitigated in the first place. This project will analyse security methods that are used for computer networks and where possible, include necessary evidence and implementation. These security methods include firewalls, anti-viruses, and VPNs. Attacks on the implemented Local Area Network would be using tools such as Nexphisher, Hping3, and Ettercap. 
[bookmark: _Toc101966309]1.1.	Overview of LAN
 A local area network (LAN) is a network that is usually contained within one building or over short distances in general [1]. A common example of a LAN would be a home network or a small business network [2]. LANs typically connect to the internet via a router. Depending on the size of the network, additional network switches could be used to secure a more efficient packet delivery. A common aspect of LANs is their use of either Wi-Fi or Ethernet, however, it is not unheard of for a LAN to use both Wi-Fi and Ethernet. LANs that allow the use of wireless devices are WLANs. For the most basic LAN to be set up, only a router and a method of connecting a device to the router is required. For a more advanced LAN, switches or additional routers may be used to support more devices and efficiently forward data to the correct devices. An important aspect of LANs is that they do not actually need to connect to the internet. Many LANs are set up to only connect to internal systems as the only requirement of a LAN is that devices on the network are able to share data to each other.
[image: ]
[bookmark: _Toc101966286]Figure 1:	Diagram showing an example of a Local Area Network [3]
The most basic key methods used to protect LANs include methods such as adequate firewalls, antivirus programs, frequent network scans for vulnerabilities, basic network security education to prevent attacks such as phishing attacks and ensuring that all default values such as passwords, usernames etc… are all changed and set to strong alternatives including a strong combination of symbols, numbers, and lower and uppercase letters to protect against attacks such as brute force attacks. 
[bookmark: _Toc92892573][bookmark: _Toc101966310]1.2.	Protection of networks and users
 Within the cyberspace, there is a large call for new and effective security and privacy methods [4]. Many of these security methods have vulnerabilities that give the opportunity for them to be penetrated and bypassed by professional hackers using specific methods depending on what security method they are attempting to exploit. With the bypassing of network security being a possibility, it is essential for new security methods to be constantly developed and implemented to increase the level of security on computer networks [4]. The improved level of security on networks can be achieved by implementing the newest tested security methods and ensuring that everything on the network is modernised. However, it is also vital to not blindly install new updates when available as it is crucial that network administrators wait for tests to be done first to ensure these updates do not cause more vulnerabilities or problems in general.
[bookmark: _Toc101966311][bookmark: _Toc92892572]1.3.	Securing the cyber space 
 Cyber security is the protection of systems such as computers, servers, networks, mobiles phones, etc… Cyber security also covers the protection of data [5]. As the modern world moves towards technology more and more, the possibility of cyber-attacks becomes more common. Hackers will want to access people’s and businesses’ computer systems much more now that the majority of peoples information is stored digitally, they have a lot to gain from successfully attacking computers systems and networks [5]. There are many methods available regarding protecting against these attacks however, as technology improves, so does the ability of these attacks which leads to the need for frequently reviewed and updated security standards and methods. The rapid growth of technology has fuelled an increase in growth [6] in most professions that are now able to do most of their work digitally which is both faster and more accessible to the average person. The growth of technology has pushed forward the rise of e-commerce [6] and instant messaging capabilities that can very easily be used to benefit both professionally and personally. However, with e-commerce and instant messaging becoming an everyday necessity, there is a need for improved security methods to protect both the networks and the users that make use of them.
[bookmark: _Toc101966312]1.4.	IEEE security standards
IEEE security standards cover a large portion of the networking world. These standards cover aspects ranging from IEEE 802.1AE which covers local area networks (LAN). IEEE 802.11 is typically referred to as the wireless LAN standard [7] and has the purpose of providing the basis of wireless networking security by allowing products using the Wi-Fi branding to provide these security features. Using IEEE 802.11 as an example, there have been countless amendments to the IEEE standards over the years in order to ensure appropriate security for wireless networks as technology advances and vulnerabilities are found such as new implementations for WPA technology such as WPA2 and WPA3 [7]. Ensuring the use of better encryption methods such as AES [7]. These standards are essential for network security because, without them, networks do not have the necessary security precautions in place to stop or reduce the impact of an attack. 
[bookmark: _Toc101966313]1.5.	Network security methods
Networking security methods are implementations that can be done to a network in order to ensure its security. These methods are a crucial addition to a network as it is important to protect any potential client data and information that may be stored within the network. These security methods can also influence the reliability of the network including access to the network. Firewalls are a great security method as they are seen typically as a simple and basic method of network security [8]. However, firewalls have a huge role in a network as they are in control of incoming and outgoing traffic throughout the network [8] and can have predefined security rules in place to act where needed. As well as firewalls, another key security method in networks is access controls, sometimes referred to as Network access controls (NAC). Network access control includes many capabilities such as:
· Policy lifecycle management
This is the enforcement of policies for all devices and users while policy changes are managed throughout the network. 
· Profiling and visibility
The finding and identifying of devices on the network, and the placing of them into groups with specific profiles. Unauthorized users and devices that do not comply then have their access blocked.
· Security posture cheque
This is the evaluation of the compliance with security policies sectioned out into the user type, device type, location, what operating system version is used as well as other security criteria that is defined by the network.
· Bidirectional integration
Integration of network access control with other network solutions and security tools through APIs (Open/RESTful) that allow the NAC to share contextual information such as user ID, the user role, location, IP address, MAC address, etc...
· Incident response
This includes the automatic blocking of any suspicious activity, the quarantine of non-compliant devices, and when it is possible, the update of devices in order to bring them into compliance. 
· Guest networking access
The management of guests including providing devices that comply with the network security and typically offer restricted access to the network. 
[bookmark: _Toc92892574][bookmark: _Toc100088571][bookmark: _Toc101966314]1.6.	Aim
 The aim of the project is to analyse security methods of computer networks to better understand their operations, functions, and effectiveness. 
[bookmark: _Toc92892575][bookmark: _Toc100088572][bookmark: _Toc101966315]1.7.	Objectives
 Based on the set aim of the project, the following objectives are derived.
· Research into computer networks focusing on potential network attacks, network vulnerabilities and security methods that can be incorporated. 
· Critical literature review based on the aim, objectives, and any research into the project topic area.
· Using the knowledge gathered from the literature review, design a network.
· Create a simulated network based on the design.
· Launch attacks on the network and record the outcome.
· Propose and implement security methods to overcome the attacks.
· Test the secured network and record the outcome.
· Analyse the security methods focusing on the results of the experiment.
a. How is the security method implemented onto a network?
b. What is the purpose of the security method?
c. What vulnerabilities does the security method protect against?
d. How are the vulnerabilities exploited by attackers?
e. How does the security method prevent these exploits? 



[bookmark: _Toc101966316]1.8.	Structure of the project
The project is structured into separate chapters that will cover areas of the research. The basic overview of the project is split into three sections, the first section is the research and theoretical work completed. The second section is the experiment of the project which is the testing of multiple attacks and the implementation of security methods to prevent these attacks. The final section is the analysis of the security methods implemented based on the results of the experiment.  
Chapter One is the basic overview of the report, it covers the background of the project as well as the aims and objectives that need to be achieved to make this project successful.
Chapter Two is the literature review and research where various areas are to be covered such as IEEE standards, network attacks and security methods. 
Chapter Three breaks down the research methodology of the research, making use of the research onion framework and its layers. 
Chapter Four is the design aspect of the project where the problem formulation will be covered as well as the design and implementation of the experiment for the project.
Chapter Five puts emphasis on an evaluation of the experiment and gives an analysis of the security methods implemented in the experiment. 
Chapter Six has the focus on the conclusion of the research overall as well as the recommendations for further research.
Chapter Seven is the final chapter and will cover the reflections of the entire research 

[bookmark: _Toc101966317]Chapter 2 - Literature Review & Research
[bookmark: _Toc101966318]2.0.	Introduction
 Every network needs to ensure that it has implemented adequate security methods in order to prevent network attacks. Of course, these security methods do not protect against everything perfectly, however, they provide a good basis of protection for an average network. In this chapter, these methods and attacks will be explored. The main goal of these methods is to create a better network experience for users both in terms of usability and security. 
[bookmark: _Toc101966319]2.1.	IEEE Standards
IEEE Standards are documents that have been published that establish technical specifications and procedures [7] that are designed to maximize the reliability of the services people make use of every day. The typical way standards are thought of is an agreed-upon normality by people, government and industry that summarizes the best way to proceed with a task. These standards are important because they form the fundamental building blocks in the development of a product by ensuring that consistent protocols that are universally understandable and adopted are established. This is evident with network security, for example, wireless networks rely on IEEE 802.11 standards that provide security features such as WPA, WEP, and encryption [7]. If these standards were not in place, the time-to-market speed would be too slow and new products that support these new security features will not be implemented fast enough which gives attackers more time to exploit vulnerabilities in older devices that will be in use much longer. 
[bookmark: _Toc101966320]2.1.1.	802.11n
 IEEE 802.11n was created in 2008 with the goal to improve speeds, reliability and also transmission range. This was the first standard to make use of Multiple-Input Multiple-Output (MIMO) technology, which, according to Ioannis Pefkianakis et al [9], [uses multiple transmit and receive antennas to achieve spatial multiplexing and spatial diversity.] Ioannis Pefkianakis et al [9], also state that [Spatial Multiplexing transmits independent and separately encoded, spatial streams, from each of the multiple transmit antennas.]
 According to Sourangsu Banerji and Rahul Singha Chowdhury [10], 802.11n uses [overlapping channels with channel bandwidth of 20 and 40Mhz.] When it comes to the channel bandwidth, the 20MHz channel is incorporated within every 802.11n device whereas the 40MHz channel is optional. In regard to the 40MHz channels in 802.11n, they are two adjacent 20MHz channels that are bonded together. This is taken advantage of because each 20MHz channel has a small section of the channel that is reserved at the top and bottom in order to reduce interference in the adjacent channels. When adjacent channels are combined to form a 40MHz channel, they don’t need to avoid interference and those small sections can be used to carry information. Sourangsu Banerji and Rahul Singha Chowdhury also state that [10] [Peer to Peer (P2P) WLAN links can be established with the help of directional antennas for a few km ranges.] Because the usual range that can be reached for wireless access points omnidirectional antennas is 100 meters. However, this range will vary depending on various factors such as the thickness of walls, insulated vs uninsulated walls, trees, weather etc…  
 802.11n makes use of Orthogonal Frequency Division Multiplexing (OFDM) like its predecessors 802.11a and 802.11g. The difference 802.11n makes in this is it increases the number of subcarriers in the 20MHz channel from 48 to 52. This, according to a Cisco white paper [11] [increases the data rate to a maximum of 65 Mbps. The maximum four transmitters can deliver 260 Mbps. In total, 802.11n provides up to 32 data rates for use in a 20MHz channel]
  802.11n incorporates Wi-Fi Protected Access 2 also known as WPA2 which is a network security technology. WPA2 is an encryption protocol that has the role to authenticate a device to an access point and encrypt the data packets. WPA2 makes use of a 4-way handshake process where the client and the access point authenticate and agree on an encryption key for a session. Every single device that is going to connect to an access point has to undergo this process. According to B. Indira Reddy and V. Srikanth, WPA2 [12][Furnishes information protection by counter mode with cipher block chaining message Authentication Code Protocol (CCMP) utilizing Advanced Encryption Standard (AES) block cipher.] AES is National Institute of Standards and Technology (NIST) certified and is used by the United States government to protect government data. Because of being NIST-certified and used by the US government, it has become highly regarded in the world of network security. 


[bookmark: _Toc101966321]2.1.2.	802.11ac
 IEEE 802.11ac was developed by the Institute of Electrical and Electronic Engineering from 2008 to 2013. With the previous standard (802.11n) there was an obvious increase in the demand for wireless connectivity. Because of this, there were speed slowdowns and high latency problems. The goal for the 802.11ac standard was to achieve a better WLAN experience including faster speeds, lower latency and better bandwidth. In order for 802.11ac to achieve faster speeds compared to its predecessor (802.11n), it did this by working exclusively within the 5GHz band and made use of a good amount of channel bandwidth being either 80 or 160 MHz compared to the 20 and 40MHz on 802.11n. According to Eng Hwee Ong Et Al [13], their results show [802.11ac with a configuration of 80MHz and single (two) spatial stream(s) outperforms 802.11n with a configuration of 40 MHz and two spatial streams in terms of maximum performance throughput by 28% (84%)]. 802.11ac makes use of Multi-user MIMO (MU-MIMO) and operates in up to eight special streams. Not only this, but this standard also uses beamforming which sends signals directly to client devices. According to Robert Dougherty [14], [Beamforming is a powerful, flexible, and continuously evolving measurement technique in aeroacoustics]. Beamforming works by focusing a wireless signal towards a specific device rather than spreading the signal in every direction from a broadcast antenna. Because of this method, direct connections are faster, and the connection is much more reliable. As throughput needed a further boost, 802.11ac introduced 256-QAM (Quadrature Amplitude Modulation) whereas 64-QAM was used in 802.11n. This allows 256 signals over the same frequency which, in theory, should quadruple the spectral efficiency of 802.11ac when compared with 802.11n. 
 When it comes to how secure 802.11ac is, according to Mohammed Farik and Abm Shawkat, [15] [common earlier security vulnerabilities are still available on 802.11ac routers]. Among these vulnerabilities, Mohammed Farik and Abm Shawkat included [15]SSID vulnerabilities, MAC address vulnerabilities, authentication vulnerabilities, backdoor ports, password vulnerabilities and also encryption vulnerabilities. 802.11ac encompasses support for 256-bit AES keys and also the GCMP (Galois/Counter Mode Protocol ) encryption protocol vs CCMP used in 802.11n. According to Farhan Siddiqui Et Al [16], GCMP gives [higher performance than its widely adopted predecessor Counter Mode with CBC-MAC Protocol CCMP]. 
[bookmark: _Toc101966322]2.1.3.	802.11ax
 IEEE 802.11ax also referred to as Wi-Fi 6 is considered a next-generation standard in Wi-Fi technology. Wi-Fi 6 is improved on the earlier standard 802.11ac. The original purpose of Wi-Fi 6 was to respond to the growing number of devices globally. The main aim of this standard was to enhance throughput-per-area in high-density areas such as offices, dense residential apartments, and shopping malls. Because of this, the nominal data rate improvement is not as impressive as expected however, the throughput improvement over an entire network is very impressive which translates to much better latency. 
[image: Table showing correlation between resource units and channel bandwidth] 802.11ax incorporates Orthogonal frequency-division multiple access (OFDMA) instead of the MU-MIMO used in 802.11ac. What this technique does is assign multiple clients different resource units in the available spectrum which allows an 80MHz channel to be split into multiple resource units that allow clients to simultaneously receive different types of data over the same spectrum. According to Sergei Tutelian [17], Within 802.11ax, [resource units could consist of 26, 52, 106, 242, 484, 996, and 2x996 tones]. The amount of resource units is dependent on channel bandwidth. The below table shows the number of OFDMA users for a tone at any bandwidth. In 80+80 / 160MHz, a maximum of 37 users are supported with 26 tone resource units.  
[bookmark: _Toc101966287]Figure 2:	Table showing correlation between resource units and channel bandwidth [18]
 Fragmentation (Dynamic fragmentation) is used to reduce packet errors in specific situations such as noisy environments. Large frames have a higher chance of getting corrupted compared to smaller ones. The error correction mechanism is able to correct some erroneous bits in a received frame however, as the bit error rate increases it is less likely that all the bit errors can be corrected. According to Mathy Vanhoef [19], when a device supports dynamic fragmentation which is a feature of 802.11ax, [a transmitter can split a frame into fragments independent of the fragmentation threshold (30). In particular, when a client is assigned, a fixed duration transmit opportunity, called a source unit in 802.11ax, it can fill the last part of this duration with a fragmented frame.]

 Trigger-based random access is another feature of 802.11ax which allows uplink transmission using OFDMA [20] by stations that are not assigned resource units directly. Access points are responsible for scheduling subsequent transmissions (uplink and downlink). In this entire process, multiple resource units can be allocated for random access which is why Wi-Fi stations that are not allowed resource units directly are able to use randomly assigned ones for transmission. 802.11ax specifies different OFDMA back off procedures in order to ensure that two stations selecting the same resource unit does not occur. 
 In the security standard 802.11ax, guard intervals ensure that trigger frames do not interfere with one another causing overlapping transmissions. This helps improve the immunity of data packets against propagation delays which is the time taken by data packets to reach their destination, reflections, and also echoes. If the delay spread of a Wi-Fi channel does not stick to the standard guard interval, then it will result in a high data packet rate. This will also occur if there are errors in the timing synchronization between the transmitting device and the receiver. In Wi-Fi 6, an extended guard interval of 0.8 microseconds, 1.6 microseconds and 3.2 microseconds enable far better protection against any projection delays which are typically experienced outdoors. 
[bookmark: _Toc101966323]2.1.4.	802.1AE
 According to Hesham ElBakoury, 802.1AE also referred to as MACsec, [21][defines the layer 2 security protocols that provide origin authentication, data integrity checking, and data confidentiality]. Hesham ElBakoury also states that MACsec defines a [21][frame format that includes data encapsulation, encryption, and authentication]. A cisco white paper states that in 2006 it was standardized by the IEEE 802.1 working group [22]. According to the white paper, although [22][MACsec is based on the standard Ethernet frame format, an additional 16-byte MACsec Security Tag or SecTAG was included, as well as a 16-byte Integrity Check Value (ICV) at the end of the frame]. The MACsec frame is able to be both authenticated and encrypted in order to achieve integrity and privacy, regarding encryption, MACsec makes use of the Galois/Counter Mode Advanced Encryption standard (AES-GCM) [22]. When it comes to authentication and no encryption is required, Galois Message Authentication Code (GMAC) is used [22]. Integrity Check Value is commonly referred to as ICV and is designed to protect a frame against tampering. It achieves this by allowing a receiver to detect alterations to the frame. Hesham ElBakoury states that [21][MACsec does not provide guarantees for frames, known as MAC control frames, that re internal to the operation of a particular media access method and cannot defend against abuses that use or affect such frames]. Because MAC control frames are not forwarded by MAC bridges,  any attacks that exploit these MAC control frames can be localized to specific LANs [21]. The original publication of the security standard was in 2006, there were many amendments to this standard, the latest being the 802.1AE-2018 standard.
[bookmark: _Toc101966324]2.1.6.	Overview of Standards
 The Four standards chosen during this literature review were IEEE 802.11n, 802.11ac, 802.11ax and 802.1AE. In regard to the 802.11 standards, these standards are important because of their current use and when they were adopted. The earliest of the standards is 802.11n which was adopted in 2008 and had the goal of improving speeds, reliability, and transmission range. This standard made use of the security technology Wi-Fi Protected Access 2 (WPA2) [23] which is an encryption protocol that authenticates a device to an access point and encrypts the data packets. IEEE 802.11ac was adopted in 2014 and its goal was to improve upon the speed, latency problems, and improve bandwidth that 802.11n suffered from as it became more and more popular and crowded as wireless technology became frequently used. As well as this, the standard also pushed for exclusively making use of the 5GHz band [24] and an increased channel bandwidth of 80 or 160 MHz vs 20 and 40 MHz in order to improve the speeds over 802.11n devices. Finally, 802.11ax was first adopted in 2019 and later revised in 2020. The goal of this standard was to tackle the huge increase in demand for wireless devices globally. The standard had a focus on high-density areas such as offices, residential apartments, shopping malls etc… as the modern population was increasing and with it, the number of devices in one area was also increasing. Because of this, the standard aimed to enhance throughput-per-area in high density [25] areas to try and combat the slowdown caused by the sheer number of devices in one small area. Even to this day, all three of these standards are still used even if people are encouraged to upgrade to move to a newer technology, it seems that for the average user, devices that offer these standards offer adequate protection and performance that someone who just wants internet access and basic needs would be happy with. However, for more advanced users and users who have sensitive data to protect or companies that need to protect users’ data, newer standards should always be used as the cost of upgrading to devices that support these standards is nothing compared to the price of compromised user and company data and information.
 The IEEE 802.1AE standard is also very important as it is a heavily used security standard that is operated within the medium access control layer [21]. The main focus of this security standard is to ensure that each packet on the wire is encrypted when MACsec is configured on a network. This standard is based on the standard Ethernet frame format, however, an addition to this is the addition of a 16-byte MACsec security tag and a 16-byte Integrity Check Value at the end of each frame [22]. MACsec defines the layer 2 security protocols. Layer 2 is the data link layer, which establishes communication among all the different devices in the network as well as identifying the peculiar MAC address of these devices, correcting any errors that occur in the physical layer and then transferring any data on the functional and procedural bases [26]. The layer 2 security protocols that are defined by MACsec are able to provide the origin authentication, data integrity checking, and data confidentiality [21]. There have been many revisions to this standard, such as in 2006, 2011, 2013 and 2017. However, the 2018 revision supersedes and incorporates the previous editions of the standard and is already widespread and supported by multiple vendors [27]. 
[bookmark: _Toc101966325]2.2.	Security Methods
[bookmark: _Toc101966326]2.2.1.	Firewalls
 Firewalls are an important tool in order to protect networks from multiple potential threats. According to Sunil Hazari, Firewalls are [tools that can be used to enhance the security of computers connected to a network such as a LAN or the internet] [28]. However, as useful and essential as firewalls typically are, they also have their fair share of vulnerabilities that will expose the network to potential attacks. According to the study by Kamara, Seny et al. [29], firewall vulnerability is categorized according to causes and effects, but to omit fixes. This omission was made because [An analysis by fix requires access to the sections of source code where the vulnerabilities occur] [29]. For obvious reasons, developers and programmers do not want to make public their source code so any vulnerability descriptions that are publicly available omit any reference to specific details of implementation.  There are multiple types of firewalls such as packet filtering which is a firewall method that works by blocking packets from specific areas [30] for example, if an organisation wanted to ban YouTube access within their network, if someone tried to access YouTube from within the network, the packets from YouTube would reach the packet filter firewall, examine it and because the IP address of YouTube is contained in the header, the packet access would be denied and the web traffic would not be able to go through. Obviously, as fast as this method of firewall is, it has drawbacks such as being easy to circumvent by using a method called IP Spoofing. 
[bookmark: _Toc101966327]2.2.2.	Virtual Private Networks (VPN)
 Saugat Bjattarai and Sushil Nepal state that a VPN is a [31][Private network that uses a public network (usually the internet) to connect remote sites or users together] A VPN works by hiding a user’s IP address, this means that everything goes through the VPN server rather than the network. This includes when surfing online, the IP shown by the user to these websites is the VPN IP address and not the users’ personal IP address [31]. This has many benefits in terms of the security of users on a network and the protection of the network in its entirety. According to Saugat Bjattarai and Sushil Nepal [31], [By using a VPN, businesses ensure security -- anyone intercepting the encrypted data can’t read it]. VPNs are a strong method that can be used to plug the vulnerabilities that man-in-the-middle attacks enjoy exploiting. This is because the IP address of the device being targeted on the network will have its IP masked by the VPN and all the packets encrypted. Because of this encryption and IP masking, the attacker would not be able to locate and launch their man-in-the-middle attack targeting that specific device.
 There are three techniques that are commonly used by mainstream applications that supply VPN services, these are:
Proxy Server. These work similarly to courier services; they are responsible only for transcending messages. Proxy servers work is conducted typically in the HTTP layer and Socket layer in the OSI model (Open System Interconnection). 
IPSec. IP Security also abbreviated as IPSec is a commonly used method by VPN applications, this method works in the Network layer of the OSI model. 
SSH. In order to overcome a blocked network, an encrypted channel needs to be combined with the proxy server. SSH is the tool that is used to scale the blocked network. In regard to the TCP/IP 5-tier model, SSH is the security protocol that is applied to the Application and Transport layer. [32]
[bookmark: _Toc101966328]2.2.3.	Access Controls
 Network access controls (NAC) are the restriction of unauthorized users from gaining access to a network. Network access controls ensure that only authorized users are able to connect to the network and these users will also have to be compliant with any and all security policies that are in place on that network. According to Jason Garbis and Jerry Chapman [33], [Commercial NAC solutions often perform device discovery and can validate device posture checks such as antivirus protection level, system patch level, and device configuration.] What this does is it enables the systems to enforce policies on a network and when the policies set are met, the device is able to access network resources and the internet in general according to policies that are defined by the NAC system. If a rogue device does not meet the requirements of devices on the network, it will not be able to connect to the network at all which plugs a major vulnerability in a lot of networks where the main security flaw is attackers connecting their own devices to the network and attacking it from within bypassing the majority of the security methods implemented to keep them out in the first place such as spotting and stopping any suspicious traffic to the network [34]. When it comes to networks where devices are connecting to a third-party or personal network or even accessing resources from the cloud NAC solutions are of no use. According to Jason Garbis and Jerry Chapman, this is because [33] NAC systems operate at network layer 2, they are hardware-based so they do not work in cloud environments or for remote users. 
[bookmark: _Toc101966329]2.2.4.	Physical Security	 
 Physical security is the protection of the hardware, software, networks and also data from physical events that could potentially cause damage. Physical security includes protection against threats such as fires, floods etc… In regard to attacks on physical security, Tamirat Atsemegiorgis [35] states that the only way to ensure complete computer security is by restricting all physical and logical access to the system. By restricting access to the system, it creates a safe security zone however, by doing this, it completely stomps out any data communications on the system which makes the system practically useless. This is where security methods need to be implemented onto a network in order to protect information and data. According to Tamirat Atsemegiorgis [35], it is important to understand that an attack [might happen from inside the network premises by trusted employees]. It’s key to stay aware of this potential as no matter how secure a network is made from external attacks; internal attackers are able to exploit a much more vulnerable system as they have direct access to the network. The most serious threats to the security of a network in regard to physical security are sabotage and burglary. In order to ensure physical security, methods need to be incorporated to ensure that both when an attacker attempts and when an attacker is successful in attacking the network physically, precautions are in place to alert necessary people to prevent any major damage. Some ways this could be done according to Alfio Pappalardo [36], is having a human operator in a control centre to oversee the network that [may be inundated of warning messages, coming from multiple separated interfaces (one for each management system of the single technology)]. Another method of this is using other security methods such as access control systems to ensure adequate surveillance of the network as they provide an overview of the devices installed onto the network showing information such as diagnostic reports, warnings, alerts etc… [36]
[bookmark: _Toc101966330]2.2.5.	Network Vulnerabilities
 Vulnerabilities of a network are commonly referred to as the weaknesses within a network such as weak passwords, unauthorized access, un-secure backup methods, poor user tracking etc… Each device connected to the network would have to be scanned for vulnerabilities in order to identify the total of potential vulnerabilities within the network. Robert Underwood states that [37][Lucent Technologies identified 1,250 different vulnerabilities in there systems which were composed of computers and network devices]. Because of how the network was set up, the 1,250 different vulnerabilities equal a potential magnitude of 125,000,000 vulnerabilities on the network [37]. This is calculated as their [company was composed of more than 100,000 computers] [37]. So, the equation to calculate the total potential vulnerabilities to the network would be 1,250 x 100,000 which gives the figure of 125,000,000 [37]. As is evident from the figure calculated in the example above, it is very overwhelming which is why Robert Underwood noticed that Lucent Technologies attempted to take the approach called “Vulnerability impact prioritization against zone control” [37]. Using this approach, the highest priority vulnerabilities were located, and Lucent Technology was able to [establish a hit rate with confidence level of 95% in identifying network vulnerabilities]. [37] According to Robert Underwood, there are many different tools that are available that are used in modern networks to assist in identifying vulnerabilities, some examples of the tools would be:
· Nessus
· OpenVAS
· Nexpose
· Core Impact
[37]

[bookmark: _Toc101966331]2.3.	Network attacks 
[bookmark: _Toc101966332]2.3.1.	IP Spoofing
 IP spoofing is the creation of IP packets that have a modified source address so that the identity of the sender is hidden or disguised as something else. According to Sunny Behal and Ritika Arora [38], hackers use IP spoofing, so that they are not caught spamming and to perpetrate denial of service attacks. The reason why IP spoofing is used to perform denial of service attacks is because the origin of the packet is untraceable as it is using an incorrect IP address. According to Toby Ehrenkranz and Jun Li [39], IP spoofing is a severe problem in today’s internet as attackers are somewhat motivated to use this technique as security methods to prevent these attacks are limited. Toby Ehrenkranz and Jun Li also state that [39], [All the spoofing defense mechanisms are able to identify some amount of spoofing traffic, but they show a variety of efficacies including when considering the capabilities of locating an attacker or mitigating an attack.] This shows why IP spoofing is still popular today and will remain so for the foreseeable future as there are no blanket security precautions to prevent IP spoofing.
[bookmark: _Toc101966333]2.3.2.	Man-in-the-Middle Attack
 Man-in-the-Middle attacks are when an attacker secretly relays and sometimes changes communications between two parties that think they are communicating with each other directly by inserting themselves between both parties to trick them. There are many types of Man-in-the-Middle attacks and techniques such as:
· ARP Poisoning
· DNS Spoofing
· Sniffing
· Packet Injection
 DNS Spoofing targets one of the pillars of the web. According to Florent Gontharet, DNS spoofing is described as an [40][interception of a legitimate DNS request and then the attack parses the packet in order to forge the corresponding fake answer]. ARP stands for Address Resolution Protocol. ARP is used to resolve IP addresses to physical MAC addresses within a local area network. If a host needs to communicate with an IP address, it has to reference the ARP cache in order to resolve the IP address to a MAC address. If the address is an unknown address, a request is made for the MAC address of the device with the IP address. ARP Poisoning is the most commonly used technique to perform Man-in-the-Middle attacks because of both the poor security of the ARP protocol and the attack being the simplest way to perform the attack [41].
 To protect against Man-in-the-Middle attacks, the best method is the use of a VPN. Other methods that will help defend against these attacks would be ensuring strong router login credentials, forcing HTTPS, making use of public key pair-based authentication and if using wireless access points, ensuring strong WEP/WAP encryption on these access points. 
[bookmark: _Toc101966334]2.3.3.	Phishing attacks
 Neel Dholakia and Pragati Agrawal state that [42] phishing attacks target users in order to steal their private data such as login credentials. The aim of a phishing attack is to trick victims into revealing private information using methods such as forging emails, websites, or text messages by acting as a third party to trick the unsuspecting person into providing the data directly. According to Fatima Salahdine and Naima Kaabouch, [43] [Phishing attacks are the most common attacks conducted by social engineers]. The reason they are the most common attack conducted by social engineers is because they are relatively easy to pull off. Unsuspecting or non-tech-savvy people will fall for these attacks as they have become very difficult to detect without the experience or training to notice them.  
 Phishing attacks such as email phishing have been around for so long that they have been moulded into an almost undetectable attack on someone who has no experience with them. A common tactic by social engineers with email phishing attacks is to forge a fake email with details of a compromised account on a common site, for example, google. The email would provide a link to change your password to protect the account and, for security reasons, asks you to log in to change the password. However, the link in the email is a fake link, any information sent on that page is a method of getting your email and password. 
[bookmark: _Toc101966335]2.3.4.	Denial of Service Attack (DOS) and Distributed Denial of Service Attack (DDOS)
 Denial of Service (DOS) attacks disrupts the availability of network resources to legitimate users [44]. A denial-of-service attack typically involves attackers sending messages in order to exploit vulnerabilities in a network. According to Dr Ahuja and Kumar Gulshan, [44]these attacks lead to [abnormality or paralysis of network-based systems or sending an enormous amount of regular messages swiftly to a single node to run out the system resources] doing this would result in a crash of the entire system. Denial of service attacks are a significant problem in networking as the attacks are very common as they can be launched easily by exploiting flaws in internet protocols such as TCP/IP and UDP but also with the availability of free attack tools such as Metasploit it simplifies the attack process [44]. 
 A denial-of-service attack becomes a distributed denial of service (DDOS) attack if the origin of the attack came from multiple distributed sources. With the distributed denial of service attacks, a large number of controlled bots which are also sometimes referred to as ‘zombies’ are used from distributed locations to initiate a huge amount of traffic against a victim [44]. According to Anupama Mishra et al. [45], the goal of a distributed-denial-of-service attack is personal. Typically, these attacks are performed by organized criminals targeting financial institutions, e-commerce, and gambling sites. Just like denial-of-service attacks, there are a lot of attacking tools available for hackers to launch these attacks even if the attacker has very little knowledge of distributed-denial-of-service [45]. 



[bookmark: _Toc101966336]2.4.	Related Works
 A journal article by Nalin Arachchilage et al., has given a better understanding of defending against phishing attacks. The article has a lot of depth and concludes that phishing has been around for a couple of decades and is still used to this day to steal personal information such as bank details and personal details such as your name, address, emails, passwords etc… [46] The article also states that [whenever any solution proposed to overcome these attacks, phishers came with the vulnerabilities of the solution to make the attach successful] [46]. This shows that there will never be an ‘end’ to phishing attacks as they keep adapting to avoid any attempts to stop them which means it becomes a constant battle of security improvements vs attacks. The article had a large focus on email-based phishing attacks where attackers link malicious webpages in emails that seem legitimate. A blacklisting method was laid out in the article for stopping these attacks however, many of these email phishing attacks only use the same emails for a few hours so blacklists are not as effective as the sending email address is always changing.  
 Network Security Basics which is a journal article by Gerald Marin has allowed a better outlook on network security in general covering topics such as network traffic, network intrusions, Intrusion detection systems, DDoS attacks and so on. [47] When talking about network traffic, this section covers aspects such as internet protocol (IP), link-layer protocols such as [Ethernet (IEEE 802.3), token ring, frame relay, and asynchronous transfer mode (ATM) forward IP packets] [47], the transport layer, TCP protocol and TCP/IP traffic. In regard to network intrusions, the article states that [network intrusions consist of packets that are introduced specifically to cause problems] [47]. The problems listed within the article are [47]:
· To consume resources uselessly
· To interfere with any system resource’s intended function, or
· To gain system knowledge that can be exploited in later attacks
 When covering DDoS attacks, the article gives an example of a high-profile attack, the example being an attack in February 2000 where hackers attacked high-profile websites such as amazon, buy, CNN and eBay by sending a mass amount of ‘bogus’ packets in order to slow down or interrupting services. The author rounds off this section by stating that the threat of denial-of-service attacks remains high despite all of the work done to protect against and prevent these attacks. 
 In its coverage of intrusion detection systems, the article makes it very clear that no single technique is able to detect all possible types of network intrusions as [new intrusion types are waiting to be exploited] [47]. Gerald Marin states that Smurf attacks cannot be detected on the basis of content from single packets only typically the arrival of the unusually large amount of ICMP echo requests and responses would actually signal the presence of an attack [47]. The article covers the teardrop attack and that it may be discovered by looking for illegal fragmentation within packet trains. Gerald Marin also states that the router or the firewall would have to maintain a significant amount of state information [47]. 
 A simplified defence mechanism against man-in-the-middle attacks is a journal article by Alok Pandey and Jatinderkumar R. Saini which gives a better understanding of defending against man-in-the-middle attacks [48], which was an attack chosen to be tested in this project. In this article, many areas were covered ranging from techniques used for carrying out man-in-the-middle attacks to defences against man-in-the-middle attacks [48]. In this section, Alok Pandey and Jatinderkumar R. Saini discuss some of the techniques that are used for man-in-the-middle attacks which include: ARP spoofing, IP address spoofing, DHCP spoofing, DNS spoofing, Gateway spoofing, ICMP redirection, and stealing of ports [48]. The article goes into detail into each of these techniques explaining how they work in carrying out the man-in-the-middle attack [48]. Regarding the defences against the man-in-the-middle attacks, part of the project is implementing a security method that will protect against network attacks, one of which, is a man-in-the-middle attack. The article goes into detail showing what the defence mechanism covered to protect against the attack were, which in the article, was authentication-based techniques which may be based upon passwords, voice recognition, secret questions, biometrics etc… [48]

[bookmark: _Toc101966337]2.5.	Conclusion 
 The literature review covered IEEE Standards, network security methods, and network attacks. In regard to IEEE standards, the review found that IEEE standards are all useful even if some may be outdated as they all have their own performance and security protocols included such as WPA2, WPA3, AES, etc… The review of the literature showed that all of the standards made use of things from previous standards, for example, IEEE 802.11n made use of OFDM which was used in 802.11a and 802.11g however, 802.11n made changes in order to make sure that there is some level of improvement where needed. 802.11ac for example introduced 256-QAM instead of the 64-QAM used in 802.11n in order to boost the number of signals over the same frequency from 64 to 256 which should quadruple the spectral efficiency of 802.11ac vs 802.11n. 802.11ax incorporated OFDMA which is a technique to assign multiple clients different resource units in the available spectrum. This allows an 80MHz channel to split into multiple resource units. This was instead of MU-MIMO that was used in 802.11ac.
 Moving further along, the security methods researched include Firewalls, which were found to be a crucial tool in the protection of networks, for example, access can be blocked to specific websites by introducing a packet firewall which can help prevent many dangerous sites that may be used to launch attacks to a network. VPNs were also covered, and three commonly used techniques used by mainstream applications that supply VPN services were Proxy servers, IPsec, and SSH. Access controls were another topic covered and researched, and it was found that when it comes to networks where devices are accessing resources from the cloud, network access controls are of no use as network access controls are hardware-based so they will not work in cloud environments. The final security measure covered was physical security which was found that the only way to ensure complete computer security is by restricting all physical and logical access to the system to create a safe security zone. However, this is unrealistic as it makes the system practically useless.
 Finally, moving on to network attacks, the chosen network attacks to be covered were IP Spoofing, which is the creation of IP packets that have a modified source address in an attempt to hide or disguise the identity of the sender. IP Spoofing was also found to be used in order to perform denial-of-service attacks. Man-in-the-middle attacks were a topic reviewed and it was found there were many types of this attack and techniques including ARP poisoning, DNS spoofing, sniffing, and packet injection. Phishing attacks were the next topic to be covered by the review of the literature and went over what they generally target e.g., they target users to steal private data such as login credentials and these phishing attacks can be launched via fake webpages that trick users to enter details that get sent to the attacker. The final attacks covered in this research were denial-of-service (DOS) attacks and distributed-denial-of-service (DDOS) attacks. Although these are both similar attacks, the difference between them is that DOS attacks typically involve an attacker sending messages to exploit vulnerabilities on a network whereas DDOS attacks are if the attack origin came from multiple distributed sources. Apart from how the attacks are launched, the attacks have a very similar goal which is to disturb a service by overwhelming it. 

[bookmark: _Toc96619734][bookmark: _Toc101966338]Chapter 3 – Research Methodology
[bookmark: _Toc101966339]3.1.	The Research Onion
[image: The research onion (Saunders, Lewis, & Thornhill, 2016)] The research onion was developed by Saunders et al. The proposed research onion framework explains all the various aspects of research in order to come up with a solid research design through the breakdown of steps to be taken when developing a methodology [49]. 
[bookmark: _Toc101966288]  Figure 3:	The research onion (Saunders, Lewis, & Thornhill, 2016) [50] 
 After researching and trying to understand the research onion, it helped gain a better understanding of the multiple layers that need to be explored for research in this project. The layers of the research onion in regard to this project can be broken up as:
[bookmark: _Toc101966340]3.1.1.	Layer 1 Research philosophy
 For the research philosophy, the approach that was adopted is called Positivism which is where research questions and hypotheses that can be tested are thought of [51]. For this project, the research philosophy of Positivism is used as it follows what the project is about. The project is based on testing network attacks and ensuring that these attacks are protected against using various security methods which will be analysed after the results of the experiment have been completed. Positivism allows the project to be completed in the way the author has planned and allows an analysis of the security methods to be completed using the results of the experiment. With this project, the initial research of topics in order to gain a better understanding of the project idea is available in multiple different sources such as videos, reports, experiments etc…  
[bookmark: _Toc101966341]3.1.2.	Layer 2 Research approach
 Typically, analysts would lean towards the inductive approach as it is a common choice as typically analysts will only observe an issue and attempt to come up with the solution. The research approach that was chosen for this project, however, is the deductive approach as it fits the concept of this project better than the inductive approach. The reason for this is because the deductive approach is the researching based on what others have done [52] in order to gain knowledge from reading these theories and then use this knowledge to experiment. And although an experiment was completed, research was still used to assist.[image: ]
[bookmark: _Toc101966289]Figure 4:	Drawing showing Deductive Approach [53]
 The above image outlines the process of the deductive approach where the researcher theorises a task and then creates a hypothesis based on the research. This hypothesis is then observed or tested to see if it was effective, after the observations or tests, confirmation is needed, if it was successful, it is then confirmed however if it was unsuccessful, it is rejected. 
[bookmark: _Toc101966342]3.1.3.	Layer 3 Choices 
 The third layer of the research onion covers if it is better to mix two methodologies which are qualitative and quantitative or if it is better to pick one and stick with it. For this project, the mixed research methodology is the best suited as it allows the use of both qualitative and quantitative methodologies [54]. The reason why the mixed research methodology is the best choice for this project is because both research and an experiment will be utilized for the project. Qualitative will be used to ensure that the research is carried out correctly. For example, if someone wanted to implement a security method for a network security risk, they would reach out and find other people who have also wanted to implement that same security method to find out their experiences with it. This project will focus on the gathering of research by experienced people in the same field as the project topic which is security methods of computer networks as well as an experiment which is why a mixed methodology is better suited. 
[bookmark: _Toc101966343]3.1.4.	Layer 4 Research Strategy 
 An Experiment is the research strategy chosen for this project. The reason for this is that the project includes an implementation in order to successfully analyse the security methods of computer networks. The experiment of this project is the creation and deployment of a local area network, launching of network attacks, and the implementation of security methods and testing if they are effective in their purpose. Although within the project, research using sources such as in-proceedings, conference papers, books, journal articles etc… has been essential, the main strategy of the entire project is an experiment rather than an archival strategy. The project will still make use of academic sources however, the main analysis of the security methods will be achieved through the results of the experiment. 
[bookmark: _Toc101966344]3.1.5.	Layer 5 Time Horizon
 Layer 5 is called the time horizon which is the time frame in which the project is intended to be completed within. When it comes to this project, the chosen time horizon method is cross-sectional which, in the case of this project, allows the researcher to gather data over a specific point of time. Because cross-sectional has the focus on a specific point of time which works well with the use of an experiment in order to gather results and achieve an analysis based on the results and research. 
[bookmark: _Toc101966345]3.1.6.	Layer 6 Techniques and procedures
 The final layer of the research onion is the techniques and procedures layer [54]. This focuses on data collection and analysis to ensure that it is all done accurately so that the project can be completed. Data collection can focus on two main types of data, this is primary and secondary [54]. In this project, both primary and secondary data will be collected and analysed because the project focuses on sources such as books, academic journals, proceedings etc… as well as the results of the experiment that will be completed as part of the project. As the project benefits from both primary and secondary data it is crucial that both of these data collection techniques are used in order to ensure the project is completed.


[bookmark: _Toc101966346]3.2.	Gantt Charts
[bookmark: _Toc101966347]3.2.1.	Initial Gantt Chart
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[bookmark: _Toc101966348]3.2.2.	Final Gantt Chart
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[bookmark: _Toc101966349]3.3.	Risks and Limitations 
 Ensuring that risks and limitations of the project are properly reviewed and discussed is crucial for the project to succeed overall. As the project is designed, there are few risks and limitations however, there are some. A possible risk of the project is that the security method chosen may not be able to be implemented fully or would not adequately secure the network from the attack. To counter this, the security methods chosen for the project were chosen because they are unlikely to cause issues while implementing and are able to protect against the attacks needed. A limitation of this project is that the results of the experiment may not be fully accurate compared to a physical network. A real-world network may react differently to a simulated network using VMware. The reason why the project is completed using a virtual machine is down to costs. The virtual machine allows the simulation of a real-world network without the costs associated with a physical network.

[bookmark: _Toc101966350]Chapter 4 – Design and Implementation
[bookmark: _Toc101966351]4.1.	Introduction
 The focus of this chapter is primarily on the practical aspect of the project. The network topology will be mapped out to give an idea of the type of network the project is aiming for, and after the topology has been mapped out, it will be created on VMware as the virtual machine environment is safe and isolates the attacks to an isolated area where no harm can occur. This chapter covers the design stages laid out for the project and problem formulation will be discussed. 
[bookmark: _Toc101966352]4.2.	Problem formulation 
 For this project, the problem that will be solved is analysing security methods in order to identify what they do, and how do they do it? What vulnerabilities do these methods have? In order to solve this problem, there needs to be a network implementation where attacks can be launched in order to show what these security methods do, how they do it, and if they are effective in what they do. The reason why VMware is used in this experiment is purely down to convenience and how it is an isolated network that will not cause issues for the main network of the user. The benefit of a virtual environment is its safety, everything is controlled by the user and unless the user makes a grave mistake, the chances of any security concerns occurring to the main network are very unlikely. For the experiment, a variety of different software will be used to create the virtual network, attack the virtual network, and then secure the virtual network, the chosen software for this is: 
· VMWare
· Windows 10 OS x2
· Windows 8 OS x1
· Kali Linux x1
· Anti-virus software (Zone alarm & Bitdefender)
· Hping3
· Nexphisher
· Ngrok
· Nmap
· Ettercap
· Wireshark
· Avira VPN
[bookmark: _Toc101966353]4.3.	Design 
 After looking into networks and security methods, the initially planned network type was a wireless local area network, however, due to physical limitations and time, that was not possible so the final choice for the network type was a local area network. Because of this change in the project, changes had to be made to the literature review in order to accommodate the new topic, however, not all of the literature review had to be changed, as topics such as the IEEE 802.11 standards were a good area to look into in to get a general view on security standards of computer networks and many of the other aspects covered within the literature review did not need to be changed. The main change for the literature review was researching different types of security methods that could be incorporated into a local area network such as firewalls, VPNs etc…. The local area network works well for this project as every attack that was planned could be done on the LAN. As well as this, it gives a very accurate example of a widely used network type globally which was stated previously in chapter 1, local area networks are typically used within home networks and smaller company networks which make up a large chunk of networks. In the literature review, security methods and attackers were covered and reviewed, and the conclusion drawn from this chapter is that the attacks and the security methods that were researched could in fact be applied and tested to local area networks which reinforced the decision to go with that network type. 
 As seen in Appendix A, the network is designed with four clients which are split into two Windows 10 clients, one Windows 8 client and one Kali Linux client. All of these clients connect directly to a switch that has a direct connection with a router which has a connection to the Internet. Although it is not necessary for the network to have Internet access, for attacks such as the phishing attack, not having internet limits room for potential testing methods, especially the chosen phishing attack method for this project. 


[bookmark: _Toc101966354]4.4.	Implementation
 For the implementation of this project, an experiment is to be completed where the local area network is attacked using various different methods such as man-in-the-middle, denial-of-service, and phishing attacks. The steps taken to launch these attacks would be explained as well as the security measure implemented in order to protect against each of the attacks. The implementation of these security methods is to be discussed and covered to ensure clarity in order to create a secure network. 
[bookmark: _Toc101966355]4.4.1.	SYN flood denial-of-service attack
 For the denial-of-service attack, a SYN flood was chosen which has the goal of making a server unavailable to any legitimate traffic. It achieves this by consuming all of the available resources of the server by repeatedly sending SYN packets which will overwhelm all available ports on the target. In turn, the device will struggle with responding to legitimate traffic and will either not respond at all or will respond slowly.
SYN flood attacks exploit the handshake process of a TCP connection [55]. The process of a TCP connection goes as follows:
1. The client sends SYN packets to the server to start the connection.
2. The server responds to the initial packet with a SYN or ACK packet which then acknowledges the communication between the two.
3. The client returns an ACK packet which confirms the server packets receipt. After the process has been completed, the TCP connection is officially open and is able to send and receive packets between the two. [56]
 With the denial-of-service attack, the attacker will exploit that after the first SYN packet is sent and received by the server, the server will respond with another SYN or ACK packet and await the final handshake step. The process of the attack can be seen below:
1. The attacker sends a large volume of SYN packets to the server
2. The server responds to each and every request and leaves a port open ready for the response.
3. While the server wits for these final packets, they are never actually coming, and the attacker continues to send more SYN packets which cause more ports to be temporarily opened and held which eventually causes performance issues and causes the server to not be able to function correctly.

[bookmark: _Toc101966356]4.4.2.	Phishing attack
 The next attack that is part of the experiment is a phishing attack that makes use of a fake webpage to trick the target into entering their credentials willingly. These types of attacks are very common [43] in modern times as they are very simple to launch and are surprisingly effective at stealing data. Although many people will spot a phishing website instantly, many people just do not know how to spot these sites and will unknowingly give their private credentials to an attacker directly.
 These attacks can be launched in a magnitude of ways including fake emails with fake links that take you to these phishing sites, fake SMS can be used to trick you into thinking they are someone else [43]. A very costly phishing attack for the target is whaling which is an attack where the hacker attempts to find out the name of a high-ranking person in a business such as the CEO or COO, this may be done by using social media sites or company websites etc… The attacker will then impersonate this person [43] they found by creating an email address that is almost identical or at least similar. This email is used to send an email to the organisation authorizing something such as a wire transfer [43] or even something as simple as a password reset. The attackers can then follow up the email with a phone call in an attempt to confirm the email as legitimate to the organisation. In some cases, attackers have done this type of attack to launch W-2 phishing attacks where they request W-2 information to file fake tax returns [43] or to leak the information to specific people or the public.
 Using the information gained from any of these phishing attacks, serious damage can be done to the organisations’ networks as essentially, the attacker will have direct access to an account directly connected to the network and in some cases, this person may be a high-value target and will have a lot of permissions that could cause serious long-term damage to an organisation. If an attacker has this access, they could gain data such as financial records, private keys to company servers, and any company documents. Depending on the target of the attack, in the case of a large power grid supplier, the result could be as dangerous as causing power outages by manipulating systems they have access to because of the lack of training and awareness of employees in the organisation. 



[bookmark: _Toc101966357]4.4.3.	Man-in-the-middle attack
 A Man-in-the-middle attack was utilized in the experiment for this project, these attacks are where hackers intercept an existing conversation or transfer of data. They achieve this either by eavesdropping or pretending to be a participant [40]. The victim targeted will just believe that there is a usual exchange of information from their end however, the attacker “inserts” themself into the middle where they are able to silently hijack all of the information and data. The goal of a man-in-the-middle attack is to steal confidential data such as bank account details, login credentials [57] etc… All of the data stolen can be used to carry out further crimes.
 There are two phases of a successful man-in-the-middle attack, these are interception and decryption [40]. Interception involves the attacker interfering with the legitimate network of a victim by using a fake network to intercept it before it reaches its target destination. A common way this is achieved by attackers is by the creation of a fake Wi-Fi hotspot in a public area that is unlocked for anyone to connect to. Anything a victim does when connected to this hotspot; the attacker is able to gain access to it. When the attacker is successful in inserting themselves between the victim and the target destination, they are able to use various techniques to continue the attack such as IP spoofing, ARP Spoofing and DNS spoofing [57]. IP Spoofing involves the altering of packets by the attack in an attempt to impersonate the victim’s system. If the victim attempts to access a URL that is connected to that system, they are unknowingly redirected to the malicious website instead. 
 The second phase of the attack is the decryption phase. This stage occurs after the attacker has gained access to the victims’ data, in most cases, this data is encrypted which is why the decryption phase is needed. The data needs to be decrypted in order for the hacker to gain access to the details and use the data. Many methods can be used to decrypt the data without alerting the user, an example of a method that could be used would be HTTPS Spoofing. This method works by tricking a browser into thinking a website is safe and authentic when it actually is not. When a victim attempts to gain access to a safe and secure website, a fake certificate is sent to the browser and leads the victim to the malicious site instead where any data shared by the victim on that site is accessible to the hacker. 


[bookmark: _Toc101966358]4.4.4.	Anti-Virus
 Viruses have always been a crucial worry for computer users [58] as there is always someone who will attempt to gain from an unsecure system. Regarding protecting computer systems and networks from viruses or malicious code in general, there are two options available for the user.
 The first option is to isolate the entire network or system into a bubble. This is done by disconnecting from the internet or any other transmission method [58] such as CDs, USBs, portable hard drives etc…   If this isolation is completed, then the user has the maximum level of protection available for a network or system however, there are immense limitations such as not being able to do anything with the network or system. Without access to internet or devices such as USBs and portable hard drives, nothing can be transmitted which means that nothing can really get done [58]. 
 The second option, which is a much better option, is to install an anti-virus software onto the system. This software will offer protection for the network or system by scanning all of the files on the system or network to find any malicious or infected files [58] and then dispose of those files depending on what the user asks when alerted. A common way modern anti-virus software does this is by “quarantining” the infected file so it cannot infect anything else on the computer or network and the user has the option to either restore the file if they know it is a false positive, or permanently delete the file if it is malicious. 
 There are many ways that anti-virus software is able to detect infected files, some examples of these would be the size of a file [58]. The software will be able to detect if the file has been altered or infected because the file size will not be correct [58]. The anti-virus scanner would scan the file before and after so if there are no modifications done to the file by the user, the software would flag the file size difference as malicious. Another way the software is able to detect if a file is infected is down to pattern matching [58]. Pattern matching works because viruses have unique signatures which are used to infect the files or systems in the first place [58]. The anti-virus software would compare the information of the file to a virus database [58] and if the information matches a virus signature from the database, the item would be treated as malicious. 


[bookmark: _Toc101966359]4.4.5.	Firewalls 
 Firewalls are an important security component that are used to monitor incoming and outgoing traffic and to ensure no unauthorized access to the network occurs [59]. The purpose of a firewall is to provide “Confidentiality, Integrity, and Availability of data” [59]. Breaking these three points down, Confidentiality is to ensure that only authorized parties are accessing information [59]. Integrity is to ensure that information cannot be modified or moved [59]. Availability is to make information readily available when requested [59]. Firewalls act as a type of “network guard” because they actively filter authorized traffic according to pre-determined security rules or policies [59] and block any traffic that is not deemed “authorized”. 
 Firewalls work on three communication protocols, these are: TCP, UDP and ICMP [59]. The reason why firewalls work on these communication protocols is because they all have source and destination addresses [59]. Because of firewalls working with source and destination addresses, they also work with internet traffic as in order to connect to web pages, IP addresses are used, as well as typically, internet traffic travels through one of the three listed communication protocols [59]. 
 There are many techniques for security provided by firewalls, some examples of these would be packet filters where data packets are checked via the inspecting of source and destination IP addresses as well as port numbers [59]. Another security technique would be Proxy servers, these act as an intermediary between the client and server. Proxy servers are also used to hide the original network addresses [59], this is done by ensuring direct contact between the device and other systems never occurs [59]. 


[bookmark: _Toc101966360]4.4.6.	VPNs 
 A VPN is a secure, reliable, and logical connection created over the internet [60]. VPNs are typically seen as encrypted connections between private networks over a public network [60]. VPNs as the name suggests, are a virtual connection [60], they enable a device to send or retrieve information and data safely over a public or shared network regardless of if the device is directly connected to the private network [60]. VPNs work by hiding a devices IP address which means that everything connecting to or from that device is going through the VPN rather than the device’s network. VPNs also ensure that if anyone attempts to intercept the packets when a VPN is being used, the data is encrypted and cannot be read. [31]
 There are many types of security services that are provided by VPNs through different security protocols, these are: Confidentiality, Integrity, Authentication, Availability, and Anti-replay [60]. Confidentiality is a technique where the original data may be hidden or replaced with other data so that the data is not disclosed during transmission to anyone whether it is intentional or not [60]. Integrity is a technique that is used to make sure that data is not modified or changed during the transmission by any device or person that is not authorized to do so [60]. Authentication is a technique that is used in order to verify the identity of a user [60]. Any users that are not authorized to access any data or services are restricted because the credentials provided by the user are compared with those stored in the main database [60]. Availability is a technique that ensures that reliable and timely access to resources and data is provided [60]. Finally, anti-replay is a technique where each packet is verified to ensure they are unique and not duplicated [60]. 


[bookmark: _Toc101966361]4.4.7.	SYN flood denial-of-service attack implementation
 Starting with the first attack which is a denial-of-service attack making use of the Kali Linux tool hping3 to launch a SYN Flood attack on a windows 10 client that is part of the local area network. Another tool that is used for this attack is Wireshark. Wireshark is used to monitor packets to see where they came from and what their destination is. 
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[bookmark: _Toc101966290]Figure 5:	Screenshot of Wireshark captured packets prior to the attack
 This image shows captured packets via Wireshark before the denial-of-service attack was launched. Everything in this looks typical for a network. 
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[bookmark: _Toc101966291]Figure 6:	Screenshot of the command used to launch a denial-of-service attack
 Above is an image of the command that was used to launch the attack. The command can be broken down into sections, hping3 is what allows the tool hping3 to be run, and the -S stands for the SYN attack and is used to set the SYN flag. The first IP address is the source machine’s IP address so in this case, the Kali Linux machine. -a is used to spoof the source IP address. 
 The final IP address is the target IP address which in regard to the experiment is the windows 10 client that will be attacked. -p is for the port and finally, the final parameter is --flood which states that the type of attack is going to be a flood attack. On the windows 10 client, the result of this attack can be seen below. [image: Graphical user interface, application
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[bookmark: _Toc101966292]Figure 7:	Screenshot of Wireshark packets & System performance during the attack
 Wireshark shows the mass number of packets being sent from the same source address to the same destination address. Wireshark also shows the protocol which in this case is TCP. In the image above you can also see the task manager window showing CPU usage during this attack which is spiked to 100% which proves the attack was successful. In order to protect against this attack, A simple free version of ZoneAlarm was installed because of its firewall. The attack was relaunched after this software was installed and as is shown in the image below, it shows the firewall is enabled and the firewall events which show information about what has been blocked by the firewall.  





[bookmark: _Toc101966362]4.4.8.	Implementation of ZoneAlarm Firewall
[image: ]
[bookmark: _Toc101966293]Figure 8:	Screenshot showing the firewall enabled and showing what has been blocked
 In this example, it shows the routed IP address as 192.168.134.128 which is the IP address for the Kali Linux client and the outgoing IP address as 192.168.134.129 which is the windows 10 client. The firewall was able to block these to avert the denial-of-service attack from occurring. Below is an image of Wireshark during the attack after the firewall was installed and enabled. [image: A picture containing table
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[bookmark: _Toc101966294]Figure 9:	Screenshot showing Wireshark after the firewall was installed and enabled
 As evident from the image, there are no more red packets from the source address 192.168.134.128 to the destination address 192.168.134.129. Compare this to the previous Wireshark image that was filled with flooded packets flagged as red, it shows the attack was unsuccessful after the firewall was implemented. 


[bookmark: _Toc101966363]4.4.9.	Nexphisher phishing attack
 The next attack covered is a phishing attack using Nexphisher which was installed on the Kali Linux client. This attack works by creating a fake webpage that mimics a chosen webpage, which, in this experiment was the gaming platform Steam. 
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[bookmark: _Toc101966295]Figure 10:	Screenshot showing Nexphisher interface
 The next step for the attack is to choose the port forwarding option, for the first test on the kali Linux client, localhost was chosen to see how the attack would fair without any security methods in place. 
[image: A screenshot of a computer
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[bookmark: _Toc101966296]Figure 11:	Screenshot showing the port forwarding options
 After the port forwarding option was chosen, a link is generated that takes the target to a fake webpage resembling the website chosen by the attacker. Although someone with experience in computing would most likely not fall for an attack of this nature, many unsuspecting people will not find anything suspicious about this page which is what makes it dangerous.   [image: ]
[bookmark: _Toc101966297]Figure 12:	Screenshot showing the fake steam webpage
[image: ]
[bookmark: _Toc101966298]Figure 13:	Screenshot showing the successful phishing attack
 After the users have entered their username and password, which in this case, the entered username and password were ‘test’ and ‘test’, the webpage redirects to the official site to fake that you have entered something incorrectly however, everything you entered had been logged and stored by the attacker.
[bookmark: _Toc101966364]4.4.10.	Implementation of Bitdefender
 The image below shows the result of the same phishing attack but targeted the Windows 10 client that had preinstalled “Bitdefender” which is an anti-virus that specialises in threat prevention, detection, and response. And offers phishing protection built in. 
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[bookmark: _Toc101966299]Figure 14:	Screenshot showing the dashboard of Bitdefender
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[bookmark: _Toc101966300]Figure 15:	Screenshot showing the blocked phishing webpage

[bookmark: _Toc101966365]4.4.11.	Man-in-the-middle attack
 A man-in-the-middle attack is the next covered attack as part of this project, the attack made use of Kali Linux tools Nmap and Ettercap as well as Wireshark. Nmap was used to scan the router address to see all devices on the network. As highlighted in the screenshot below, that is the address of the Windows 10 client that was to be attacked. 
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[bookmark: _Toc101966301]Figure 16:	Screenshot showing the Nmap network scan
 After locating the device Ettercap is used to launch the man-in-the-middle attack. The below command can be broken into sections, the important sections of the command are -S which is for not using SSL, -I specifies the interface which in this case is eth0 (Ethernet). -M is for man-in-the-middle attack and the method is arp:remote. The first IP address is the router, and the second IP address is the target address.  
[image: ]
[bookmark: _Toc101966302]Figure 17:	Screenshot showing the command used to launch the man-in-the-middle attack
 After launching the man in the middle attack using Ettercap Wireshark is loaded up on the Kali Linux machine to capture the packets. In the image below, a filter has been added to the packets which only shows packets linking to the chosen IP address 192.168.134.129 (Windows 10 client). 
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[bookmark: _Toc101966303]Figure 18:	Screenshot showing Wireshark with a filter of the target IP address
 The image below shows information about the packet. In this case, the website was an insecure HTTP webpage, so it shows a lot of information about the webpage such as the web address and all of the information about the website layout and links.  
[image: Text

Description automatically generated]
[bookmark: _Toc101966304]Figure 19:	Screenshot showing information about the chosen packet (HTTP) from Wireshark
 The below is an image showing access to a secured HTTPS website, there is a massive difference as everything is encrypted to the point where the attacker cannot even see what the webpage accessed was. Only accessing HTTPS websites is something that every website accessed using the network machines should be doing, however, this is not enough to protect users on a network as there are tools available to decrypt the HTTPS traffic. 
[image: ]
[bookmark: _Toc101966305]Figure 20:	Screenshot showing an encrypted packet using HTTPS
[bookmark: _Toc101788747]
[bookmark: _Toc101966366]4.4.12.	Implementation of VPN
 To add more security to the network and protect users against these man-in-the-middle attacks, A VPN was installed onto the Windows 10 client machine which was able to encrypt the IP address when re-accessing the same websites to retest. The chosen VPN was Avira which is a free VPN which is not the perfect choice, however, for this experiment it did its job.  
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[bookmark: _Toc101966306]Figure 21:	Screenshot showing Avira Phantom VPN enabled and connected
The following image shows the results of Wireshark while filtering the target IP address as well as HTTP. Because the VPN was used, the packets are not flagged as that IP address, the VPN works by encrypting the IP so that it is hidden and also ensuring that any internet history is secure from any prying eyes. 
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[bookmark: _Toc101966307]Figure 22:	Screenshot showing the Wireshark results after a VPN has been enabled

[bookmark: _Toc101966367]4.5.	Conclusion 
 When it comes to the problem that was to be solved during this project, which is the analysis of security methods, it was vital that an experiment had to take place in the form of launching attacks and implementing security methods to protect against these attacks. VMWare was the best software to use in order to complete these attacks as it was a simple method with no costs that a physical network implementation would have. VMWare also allows a very safe and controlled environment that is isolated so these attacks would not leak out and cause any damage to the main computer network. Many different tools were used in order to complete the experiment including tools such as Hping3, Nexphisher, Ngrok, Wireshark etc… The reason the project revolves around a local area network is down to the limitations discovered with the use of a wireless local area network instead. As well as the fact of how common local area networks actually are in everyday life and that all the chosen attacks could be launched against this network type.  
 In order to implement and analyse security methods, attacks needed to be launched. For the implementation aspect of the project, the attacks chosen were a man-in-the-middle attack, a denial-of-service attack, and a phishing attack. The reason for these attacks was because they are protected against via the implementation of security methods. For the man-in-the-middle attack, a VPN was implemented, for the denial-of-service attack, a firewall was used and for the phishing attack, an anti-virus was implemented. All of the attacks were successful initially until the implementation of the security methods was completed, after that the attacks failed which proved that the security methods were effective at their job. By using the results of the implementations of both the attacks and the security methods, an analysis can take place. 


[bookmark: _Toc101966368]Chapter 5 – Evaluation
 From the results of the tests run in this project, it is clear that all of the security methods implemented were successful. With the denial-of-service attack that was launched using hping3, a firewall was used to protect against it. The firewall is implemented via the installation of software named ZoneAlarm which is a free firewall that did the job it needed to well. Previously in the literature review, Firewalls were covered and were said to be [28] [used to enhance the security of computers connected to a network] In this test, the firewall did exactly that, it blocked the IP addresses that were used to launch these attacks which made the attack unsuccessful. The firewall is also good for more possible attacks as found previously in the literature review, Habtamu Abie stated [30] there are multiple different approaches taken by firewalls such as packet filtering, circuit proxy etc… these approaches show that the firewall is an extremely effective security measure as they are able to protect against a multitude of different attacks. When attackers see either no firewall or an ineffective firewall, it makes their job much easier as there is a clear vulnerability within the system. For example, if a firewall was not implemented on this system, then the IP addresses would not have been blocked which would mean the denial-of-service attack could continue for as long as it wanted to which would cause mass system instability and a huge risk to overall network security. 
 Moving on to the next attack, which was a phishing attack, the attack was launched using Nexphisher which is a free tool that was installed on a Kali Linux client machine. In order to protect against this attack, a free anti-virus that offered protection against phishing attacks was installed called Bitdefender. As found in the literature review, an article by Nalin Arachcilage et al. found that [46] phishing attacks are still used to steal personal information such as emails, passwords etc… Fatima Salahdine and Naima Kaabouch found that phishing attacks are [42] “the most common attacks conducted by social engineers”, this is because they are easy attacks to pull off. Neel Dholakia and Pragati Agrawal [42] found that phishing attacks can also be used to forge websites to trick unsuspecting users into giving their details willingly which is what the attack completed during this test was. The anti-virus had a goal to block the forged website that was created using the phishing tool and it was successful. The main vulnerability that this method protects against is purely human error. People without much experience on the internet would click these phishing links and enter details onto them as they look like the correct web pages. Many of the phishing attacks launched are targeted towards young people or older people, mainly people who have little to no experience in IT and would not be able to spot a fake website from a real one. The security method prevents this by blocking the webpage from even loading in the first place which prevents the user from having the risk of entering their details.
 The final attack launched was a man-in-the-middle attack using the tools Ettercap and Ncap. Ncap was used to locate the target device on the network by scanning the router’s IP address. Using the results from Ncap, the full attack using Ettercap could be launched and the results of the attack could be viewed on Wireshark in the form of packets. To protect against this attack, a VPN was implemented onto the network, the chosen VPN was a free VPN called Avira which did the job it needed to. A VPN is meant to encrypt communications [31] as well as stop the user from leaving traces on the internet e.g., search history and cookies. The main vulnerability that this security measure protects against is unencrypted traffic. If a user is able to get into the network, they are able to launch a man-in-the-middle attack and view all traffic going through their chosen target. A VPN protects against this by encrypting the IP address. As seen from the results of the test, prior to the implementation of a VPN when the packets were filtered in Wireshark, all of the traffic was visible and could be explored further. However, when a VPN was implemented into the system and the tests were run again, the filters showed no results. This is because the IP address was encrypted when visiting these sites.   


[bookmark: _Toc101966369]Chapter 6 – Conclusions and Recommendations
[bookmark: _Toc101966370]6.1.	Summary
 In this report, many different areas were covered, within the introduction of the project, an overview of local area networks was provided covering aspects such as what a local area network was and, where they are typically used. Deeper into the introduction, a look into the protection of both networks and users was covered such as a brief view on network vulnerabilities, security and privacy methods, the bypassing of network security as well as the how an improved level of security in networks can be achieved. Securing of the cyber space was another area looked into with things such as that cyber security is the protection of systems such as computers, networks, servers etc… As well as this, A brief view into how technology is changing and along with it, the ability of hacks improves which leads to needing frequently reviewed and updated security standards and methods. IEEE security standards and network security methods were other areas looked into within the introduction, the IEEE standards looked over during this section were IEEE 802.1AE which covers local area networks (LAN). As well as IEEE 802.1AE, IEEE 802.11 standards were covered as it they are a good example of a standard that has had many amendments to ensure appropriate security including features such as better WPA technology such as WPA2 and WPA3, better encryption methods such as AES etc…  The network security methods section covered what security methods actually are, including that they are a crucial addition to a network as protection of any potential client data and information is vitally important. Specific security methods covered within this area are firewalls and network access controls and their capabilities. 
 Moving on to the aim and objectives of this project, the aim of the project was to analyse the security methods of computer networks to better understand their operations, functions, and effectiveness. This aim was achieved during the project experiment of launching attacks, implementing security methods to protect against those attacks and then relaunching the attacks and recording and analysing the results as well as the evaluation. The objectives of the project were also achieved throughout the entire project. Research into computer networks focusing on the parameters set out within the objectives was achieved, as well as a critical literature review based on the aim and objectives. A network was designed based on knowledge gathered during the literature review, and security methods were to be implemented also based on this. A simulated network was created, attacks were launched on the network and the outcomes were recorded. Mitigation methods were proposed and implemented and then testing was commenced after the network had been secured and the outcomes of the testing were recorded. An analysis of the secure methods was completed based on the results of the experiment covering how the security method was implemented, what the purpose of the method was, what vulnerabilities does the method protect against, how are these vulnerabilities exploited by hackers, and how the security method prevents the exploits. A brief structure of the report was outlined going over each chapter and what it included.
 The next chapter was the literature review where many different areas such as IEEE standards such as 802.1AE, 802.11n, 802.11ac, and 802.11ax were covered and researched and an overview of these standards was completed. Security methods were also covered within the literature review where firewalls, VPNs, access controls and physical security were all researched and network attacks such as IP Spoofing, man-in-the-middle attacks, phishing attacks, and denial-of-service / distributed-denial-of-service attacks were researched and reviewed. Some related works were covered in this section and a conclusion of the literature review was undertaken. 
 The third chapter covered the research methodology of the project, where the research onion framework was covered including a breakdown of each of the layers and from each layer, what was used within this project. The layers included layer one research philosophy where positivism was chosen for the project. Layer two research approach where the deductive approach was taken. Layer three choices where the mixed research methodology was chosen. Layer four research strategy where an experiment was chosen for the project. Layer five where the cross-sectional time horizon was chosen and the final layer and layer 6 techniques and procedures, where the focus was on data collection and analysis, in this layer, both primary and secondary data were to be collected in order to ensure the project could be completed. 
 The fourth chapter was the design and implementation where the problem formulation was covered. The problem to be solved was to analyse security methods in order to identify what they do, how they do it and how effective are these methods. This chapter also covered what software and tools were to be used during this project including VMWare, windows 10, Kali Linux, anti-virus software, hping3, Nexphisher, Ngrok, Nmap, Ettercap, Wireshark, and Avira VPN. The design of the network was covered including the topology of the local area network and why the desired network was a local area network was chosen. The final section of this chapter covered the implementation of the experiment where three attacks were chosen which were a denial-of-service attack, a phishing attack, and a man-in-the-middle attack. These three attacks were walked through and tested and then security methods were implemented that offered protection against the attacks. The implementation of these security methods was shown as well as the results of the attacks after the security methods were in place.
 The fifth chapter included the evaluation where the experiment results were evaluated in-depth and broken up individually. Each attack had its results covered including which security method was implemented to prevent the attack and the security methods were covered following this framework:
· How was the security method implemented?
· What was the purpose of the method?
· What vulnerabilities did it protect against?
· How were these vulnerabilities exploited by the attacks?
· How did the method prevent the exploits?
 For each of the implemented security methods, this framework was used in order to analyse the method using the results of the experiment to ensure it was factual and not based on opinions or assumptions.  
[bookmark: _Toc101966371]6.2.	Conclusion
 This research was focused on looking into areas of network security and network attacks and creating a simulated network using VMWare to launch attacks and record the results. After seeing how the attacks were launched and the results of the successful attacks, security methods were implemented with the goal of squashing out any security risks when it comes to the chosen attacks. These were implemented and the same attacks were carried out and recorded to see what the security method does, how it works and how effective it was at stopping the attack. The main outputs of this research are the initial research into the topic areas covered, the initial design of the experiment, the implementation of the experiment and results of the tests conducted as well as the analysis of the security methods implemented in the experiment. 
 The literature review of this research made sure to cover even aspects that were not directly included within the experiment of the project however, they were connected in some way. For example, IEEE standards were covered including standards for wireless networks however, these were never implemented within the network. Security methods and network attacks were also covered including some which were not directly implemented within the network. Some methods such as network access controls and physical security were not covered in the experiment but were covered within the literature review. For the network attacks, some attacks were researched even if they were not to be used within the project, this is due to the importance of understanding and gaining knowledge on these attacks. Some examples of attacks that were not covered during the experiment but were covered within the literature review would be distributed-denial-of-service attacks, IP spoofing, DNS spoofing etc…
 The design and implementation chapter for this project had a focus on formulating a problem that was to be solved, in the case of this project, the problem was an analysis of security methods. It was crucial that some sort of experiment took place in order for the security methods to be analysed correctly using results gathered from tests carried out in the project. The chapter also covered why the network was a simulated network rather than a physical network and why certain tools and software were used. The reason why VMWare was used over a physical network was down to the fact that a safe isolated experiment environment was essential, and the simulated network provided this with no risk to the main network of the researcher. The software and tools used during this experiment were also chosen as they were essential for the implementation of the type of attacks and security methods needed for the project. The goal was to ensure that this experiment could be carried out by other researchers which is why all of the tools and software are freely available online.


[bookmark: _Toc101966372]6.3.	Recommendations for further research
 In terms of recommendations for any further research, the significant areas that could be covered to further this research would be to launch more complicated attacks that are specifically targeted at one area. For example, covering different types of man-in-the-middle attacks, for example, for attacks on encryption, the following could be used during an experiment to test the security of a network: 
[bookmark: _Toc101966373]6.3.1.	HTTPS Spoofing
 This could be covered to further the research as HTTPS Spoofing is a very dangerous attack where a user can be manipulated into thinking they are accessing a legitimate secured website when in reality, they are on an imposter website. This is done by using special characters that are visually identical to the English language alphabet. 
[bookmark: _Toc101966374]6.3.2.	SSL Hijacking
 This attack would be a good attack to cover to further the research, the goal of this attack is to gain control of the session so that they are able to do everything users are authorized to do within the account. This can mean that an attacker would be able to transfer money, purchase items or even in some cases, change users’ account details. 
[bookmark: _Toc101966375]6.3.3.	SSL Stripping
 SSL stripping is another good attack that could be covered in order to further the research of this project, this attack is seen as a downgrade attack as it is an attack where the attacker reduces the security of a website’s connection so that they are able to access the communications between the target client and the server that it is connecting to. 
 Using these attacks as a basis, more complex security methods such as encrypting data in transit using SSL/TLS, employing HTTP strict transport security, implementing a precise password policy etc… could be implemented on to the network in order to prevent these attacks from being successful. If they could not be stopped, this could be covered in order to explain why these attacks could not be stopped and what could be done in order to avoid these types of attacks.



[bookmark: _Toc101966376]Chapter 7 – Reflection
 Overall, the of the aim of the project which was to analyse security methods of computer networks to further understand their operations, functions and effectiveness and the objectives of this research have been achieved. Although more advanced and complex attacks and security methods could have been chosen in order to tunnel the research in one direction to ensure a better in-depth understanding of the area, the decided implementation of the project was chosen as to ensure that it was not too convoluted to the point of being an information overflow for people without in-depth knowledge into the area. An example would be as listed within the previous chapter in the recommendations for further research. These changes could have been implemented into the research to ensure the project could link to the aim and objectives under one uniform experiment where a specific attack method was chosen such as man-in-the-middle and that attack could be tested and prevented using multiple security methods instead of spreading the experiment over multiple different attacks.
 In the end, the project was a success and security methods were implemented and analysed with testing and result gathering. At first, there was indecisiveness to what the project was going to be. Initially, it was going to be the implementation of IEEE 802.11 standards to a wireless local area network, however, due to certain limitations, this was abandoned and instead, a local area network was selected, and various different security methods were chosen instead of IEEE wireless standards. To overcome the issues caused by this, changes to the literature review had to be completed which included adding more topic areas to review as well as researching further into security methods. No problems that were pre-empted in the risk and limitations section were a problem as the only issues that occurred during this project are down to the what the implementation of the project was going to be e.g., physical limitations and time limitations in the creation of a wireless local area network so a local area network was chosen instead. The main issue from this was that the IEEE standards that were to be covered were for the wireless local area network, so the research had to shift towards security methods that could be implemented within a local area network. Overall, the simulated network worked well and allowed the network attacks to be launched and provided smooth implementation of the security methods that successfully prevented the attacks. 



 The objectives originally laid out for this project were: 
· Research into computer networks focusing on potential network attacks, network vulnerabilities and security methods that can be incorporated. 
 This objective was achieved during chapter one and two, where all of these topics were researched and covered. 
· Critical literature review based on the aim, objectives, and any research into the project topic area.
 This objective was achieved during chapter two, where research covering the aims and objectives as well as the project topic area, in general, was completed.
· Using the knowledge gathered from the literature review, design a network
 This objective was completed in chapter four where the network was designed, and the topology was created. 
· Create a simulated network
· Launch attacks on the network and record the outcome
· Propose mitigation methods to overcome the attacks
· Test the secured network and record the outcome
 The four listed objectives above were achieved during chapter four where the implementation of the experiment was completed, which included creating the simulated network, attacking the networks, recording the results, implementing security methods to prevent these attacks and then re-testing the same attacks and recording the results.
· Analyse the security methods focusing on the results of the experiment.
a. How is the security method implemented onto a network?
b. What is the purpose of the security method?
c. What vulnerabilities does the security method protect against?
d. How are the vulnerabilities exploited by attackers?
e. How does the security method prevent these exploits? 
 The final objective was completed during chapter five, the evaluation covered all of these points using the results from the experiment as well as using academic sources found during the literature review to support the analysis. 
[bookmark: _Ref101856650][bookmark: _Toc101966377]Appendix A

[image: ]Local area network topology:
 A basic local area network design using the software “Packet Tracer”. It allows the creation of an easy, easily understandable topology. The topology above is constructed of four client PC’s, at the design stage of the project, the chosen client devices were two Windows 10 PCs, one Kali Linux PC and one Windows 8 PC. As well as the clients, A switch and a router are used in order to complete the network and connect the devices. The topology of the above-designed network is the Star Topology. The reason this was chosen for the project is because it allows the management of the entire network to be done from a single location which makes it much more convenient when working on the project, another reason this topology was chosen is because of what the network is supposed to represent. It is meant to represent an average local area network, in these networks, devices are often removed, added, and modified constantly which the star topology excels at without having to take the entire network offline to be able to do these changes. 
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[~] Victim IP: 127.0.0.1
Password
[~] saved: ip.txt

0

Forgot your password?
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[ BY : https://github.com/htr-tech ]

I~] Successfully Hosted at : http://127.0.0.1:5555

[~] Waiting for Login Info, Ctrl + C to exit.

[~] Victim IP Found !

[~] Victim IP: 127

[~] Saved: ip.txt

i~ Login info Found !
~] Account: test

I~] Password: test

i~ saved: logs/steam.log

(~] Waiting for Next Login Info, Ctrl + C to exit.

« Steam Support - I forgot X+

.—)eﬁ

© @ hitps://help.steampowered.com/en/wizard/HelpWithLogin

9 STEAM’ STORE COMMUNITY ABOUT SUPPORT

Steam Support

Home > Find Account

| forgot my Steam Account name or password

Enter your email address or phone number

- I'm not a robot e

1eCAPTCHA

Search
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B Bitdefender Total Security 30 daysleft Buy Now > Q loewiliams @ -

You are safe

We're looking out for your device and data.

Autopilot Recommendations

Autopilot, your personal security advisor, provides contextual recommendations based ‘
on your device usage and needs. This way, you'll get to benefit from everything your

S

Protection

- @
S Quick Scan System Scan
VPN Safepay Add a quick action

& You can protect 9 more devices with your subscription. Install Bitdefender on a new device
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[0 | @ Web Protection by Bitdefender X | & = O

& C & https://4015-82-0-133-24.ngrok.io/login.htm!

Web Protection by

Bitdefender

Phishing page blocked for your protection

https://4015-82-0-133-24.ngrok io/login html

Phishing pages attempt to obtain sensitive information such as login credentials or credit card details by
disguising as trustworthy entities. The stolen data can be then used for financial gain.

TAKE ME BACK TO SAFETY

Lunderstand the risks, take me there anyway

If you know this page is not dangerous, you can add it to your Exceptions list of trusted websites. Be aware that you will

ot be warned about any threats existing on this page.
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[(ali®kati)-[~]
$ sudo nmap -sn 192.168.134.2/24
[sudo] password for kali

Starting Nmap 7.92 ( https://nmap.org ) at 2022-04-07 11:38 EDT

Nmap scan report for 192.168.134.1
Host is up (0.00030s latency).

MAC Address: 00:50:56:C0:00:08 (VMware)
Nmap scan report for 192.168.134.2
Host is up (0.000060s latency).

Nmap scan report for 192.168.134.129
Host is up (0.00014s latency).

MAC Address: 00:0C:29:8F:A3:22 (VMware)
inap scan report for

Host is up (0.000079s latency).
MAC Address: 00:50:56:FE:C2:83 (VMware)
Nmap scan report for 192.168.134.128
Host is up.

Nmap done: 256 IP addresses (5 hosts up) scanned in 2.02 seconds
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E(kiliskili)’[']
$ sudo ettercap -T -5 -i ethd - arp:remote /192.168.134.2// /192.168.134.129//R
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1 [ip.addr == 192.168.134.129

No. Time Source Destination
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23 0.710899290  20.44.10.123 192.168.134.129
24 0.720062746  20.44.10.123 192.168.134.129
25 0.951779527 _ 20.44.10.123
e

850568623 192169 134.120 20.44.10.123
30 2856807705 192.168.134.129 204.79.197.203

Protocol _Lengtt Info

Tnitial, DCT

Application Data

50241
54 443 - 50241
54 443 - 50241
54 443 - 50241
54 443 - 50241
54 443 - 50241
Application

=8ad91c4de9D560a9, PKN:
209/c4de9p560a9, PKN: 8, CC, PADDING
50241 - 443 [ACK] Seq=1 Ack=1 Win=63157 Len=1460 [TCP segment of a reassi
880 Application Data
50241 - 443 [ACK] Seq=2287 Ac
50241 - 443 [ACK] Seq=3747 Ac

Win=63157 Len=1460 [TCP segment of a re:
Win=63157 Len=1460 [TCP segment of a re:
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GET / HTTP/1.1
Host: www.nilliondollarhomepage. com
Connection: keep-alive L
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win6d; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.4896.60 Safari/537.36 Edg/100.0.1185.29
Accept: text/html, application/xhtml+xnl, application/xnl;q=0.9, inage/webp, inage/apng, */*;q=0.8, application/signed-exchange;v=b3;q=0.9
Accept-Encoding: gzip, deflate

Accept-Language: en-US, en;q=0.9

ayers! MLN to 4 levels!">

<area onmouseover="d(this)" onmouseout="e(this)" shap

MONEY BONUSES -betED- GREAT WAGERING ACTION!">

<area onmouseover="d(this)" onmouseout="e(this)" shap

title="ORION SHIPPING - instant shipping rates from uk">

<area onmouseover="d(this)" onmouseout="e(this)" shap
. travel management services">

<area onmouseover="d(this)" onmouseout:

quality design and web solutions">

<area onmouseover="d(this)" onmouseout="g(this)"

class speedy service UK company formations”>

<area onmouseover="d(this)" onmouseout="e(this)"

small planet....... e

<area onmouseover="d(this)" onmouseou

updaters update your website>

<area onmouseover="d(this)" onmouseout="e(this)" shape="rect” coords="900,909,910,0910" href="http://ww.allasiandates.con/" titles

singles at Wi.Allasiandates.con - Real People for Real Dates">

<area onmouseover="d(this)" onmouseout="e(this)" coords="120, 200,140, 210" href="http://outlet.cty.it/" titl

informatica”>

<area onmouseover="d(this)" onmouseout="g(this)"

<area onmouseover="d(this)" onmouseout="e(this)"

freephone 0845 phone ... Planet Numbers">

carea onmouseover="d(this)" onmouseout="e(this)" shape=
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EREE
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rect" coords="300,490,310,500" href="http://w.first-business-systems.co.uk/" title="ist

rect” coords="449,140, 460, 150" href="http://wmw.futonworld.co.uk/" title="furniture for a

et the web

o(this)" rect” coords="320, 480, 400, 499" Nref="http://ww.vebupdaters.co.uk/" titl

Meet real Asian

negozio online di

coords:
coords:

'310, 480, 320, 490"
"740, 960, 750, 970"

7/Pending¥200rder” title
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"ending Order”>
0870 0800

rect" coords="400,520,410,530" href="nttp://w.pastaebasta.nl/" title="Pasta e Basta? Italian _

| Entire conversation (298 kB) -] Show data as | ASCIl -]

Find: | | [ Find Next |

Fiter Out Tis Stream || _Print_ || Saveas.. || Back || Xclose || SiHelp |
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