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Introduction

The need to develop reliable, efficient and interoperable networked applications is essential
in the current era of computing. Understanding the underlying protocols and technologies
used when creating anything from messaging apps to online multiplayer games is essential to
modern day programmers, as understanding protocols and technologies used to govern
communication between devices will inevitably lead to more stable and efficient applications.
Socket programming and concurrency can be viewed as the backbone of these systems,
allowing processes to interact across networks in both synchronous and asynchronous
contexts. This assignment report will look at several core concepts within this domain, for
each section there will be an emphasis on their practical implications for programmers and
software development.

The first section will examine the Transmission Control Protocol (TCP), in particular, how
the protocol guarantees the delivery of data and the different mechanisms it uses to achieve
this, such as the three-way handshake, acknowledgements and retransmission strategies. The
Two Generals Problem, which is essentially a conceptual model for understanding the
limitations of absolute certainty, will also be analysed.

Following on from TCP, the impact of Maximum Transmission Unit (MTU) size on the
efficiency of data transfer, looking at its place in the OSI model and also the challenges of IP
fragmentation.

Synchronicity and asynchronicity in networking will then be examined, including looking at
the suitability of each approach when used for different types of applications. Dispatch
models




Finally interoperability will be researched to find the importance of creating interoperable
applications and systems, and ways that programmers can endeavour to ensure the products
they create are as interoperable as possible.

TCP and Guaranteed Delivery

700 words

The Transmission Control Protocol (TCP) is a protocol which along with the Internet
Protocol (IP) form the foundation of internet communication, although we often see TCP/IP,
the focus here will be solely on the TCP. TCP operates on the transport layer of the OSI
model, whereas IP operates on the network layer to actually deliver packets.
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Figure 1 Shows relationship between protocols, including TCP/IP [1]

How the TCP Operates

TCP provides a connection-oriented and reliable service which connects two endpoints. It
achieves this reliability through providing ordered, error-checked delivery of a stream of
bytes. TCP incorporates mechanisms like sequence numbering, acknowledgements and
retransmissions which ensure data is transferred fully and in order [1]. Prior to transferring
any data, TCP establishes a connection between sender and receiver, to do this TCP utilises
the three-way handshake, which also contributes to its reliability and confirms that both
parties are ready to communicate.

The Three-Way Handshake

The three-way handshake is the secure method which TCP uses to establish a reliable
connection for two end point to communicate with each other, such as a client and server. As
we can see in Figure 2, the client initially sends a SYN (synchronise) packet, which contains
a sequence number (x). The sequence number is essentially a reference point which will let
the client and server track data which is to come. The server then responds with a SYN ACK
(acknowledgement) packet, which both acknowledges the clients SYN by confirming its
sequence number plus one (x + 1), and sends a SYN packet with its own sequence number
(v). The client then finally responds with an ACK packet, which is the servers sequence
number plus one (y + 1), at this point the connection is established [2] [3].
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Figure 2 Three-Way handshake Sequence [4]

Once this is established, data can begin to be sent, to ensure reliability the
synchronise/acknowledgement method is used to track the number of bytes to be sent [3].
Both client and server will now use sequence numbers and acknowledgements which were
established during the handshake to track the information being transferred, to ensure
completeness. Figure 3 below shows that after the connection is established, the server sends
a “Hello Client” PSH (push) message, which includes a sequence number and length, the
length tells the client how much data has been sent. The client then sends an ACK,
confirming the data has been received in full. Each new piece of data sent increases the SEQ
(sequence number) by the value of LEN, which is equivalent to the number of bytes sent. As
seen in figure 3, a SEQ of 1 when combined with a LEN of 12, returns an ACK of 13, this
confirms all the data which was sent has been received. This method ensures that no data is
missing, and if data is missing, that exact data can be resent.

Once the data has been transferred. the server sends a FIN (finished) message, which the
client acknowledges before sending a FIN back. Once the server acknowledges the clients
FIN, an ACK is sent, and the session is terminated.
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Figure 3 Three-Way Handshake and Data Transfer (2]

For programmers it’s essential to have a basic understanding of how TCP works,
programmers will be able to troubleshoot and rectify any errors, as well as build more reliable
applications from the start [5].

The Two Generals Problem

To understand why the somewhat complicated three-way handshake is necessary, we can
look at the Two Generals problem for a real-world example. The Two Generals problem is a
fictional computer science scenario which, although is impossible to fully solve, pertectly
demonstrates why the three-way handshake is necessary.

Figure 4 - Two Generals Problem [6]




In the scenario, two generals are trying to co-ordinate an attack, but they must agree on a
time, as if only one attacks, their army will be defeated. The two generals are either side of a
fortress and can’t communicate directly with one another due to the distance and danger
between them. To arrange the attack and decide upon a time, General A sends a messenger
through the battlefield with a note to General B - “Attack at 1 0am™.

Herein lies the problem, General A doesn’t know if General B received the message.

The note is amended to “Attack at 10am, reply to confirm.”. If General A receives a response,
he knows General B knows the plan, but how does General B know that General A received
the acknowledgement? He doesn’t, and this loop could go on indefinitely.

In terms of TCP, the three-way handshake is the practical answer to this issue, once both
sides send, receive and acknowledge a message, TCP deems the connection reliable enough
for internet communication.

MTU and Data Transfer

MTU, or Maximum Transmission Unit, is the largest size of data or packet which can be sent
over a network. The data link layer of the OSI model enforces MTU, and the MTU can vary
depending on what technology is being used. For example, Ethernet usually has an MTU of
1500 bytes, if a packet is larger, it may be rejected or split up which can affect performance

[7].

To understand how MTUs work in the process of transferring data, we need to look at where
MTUs fit in the OSI model and how the Protocol Data Unit (PDU) handles data.
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Figure 5 PDU at Each Layer [8]

Each layer of the OSI model passes data down in PDU format, depending on what level of
the model the data is at, PDU is referred to differently. Figure 5 shows that at the application
layer, it’s called data, at the transport layer, it’s called a segment, at the network layer, a




packet. at the data link layer, a frame and at the physical layer bits [9]. MTUs apply to frames
at the data link layer and so controls what size a frame can be while on the physical network.

As programmers, MTUs are important to know about as any data which is being sent, such as
a picture or a message, often need to be broken down as it moves through different layers of
the OSI model. If MTU isn’t considered, data being sent can exceed the MTU at the data link
layer, if this happens the data could be dropped, or the data may be fragmented. Being aware
of MTU allows programmers to create more efficient and reliable networked applications.

MTU and IP Fragmentation

When data is sent across a network, it needs to fit within the MTU size which is set by the
data link layer. If the data is larger than the MTU limit, the network layer can break the
packet into smaller pieces, in a process called IP fragmentation. Once the data has been
fragmented, it can be sent across the network in smaller pieces and reassembled at the
destination. If any of the fragments get lost in transit or delayed, the whole packet is
considered lost and it may need to be resent, this can affect performance and reliability [10].

Fragmentation can happen at any of the routers a packet passes on its journey to the
destination, if it reaches a router which has a smaller MTU size than what was set by the
original router. Some drawbacks to fragmentation include increased overhead as
fragmentation adds headers to each new segment and increase processing time at routers,
with multiple segments, there’s also an increased chance of one or more of the fragments
becoming lost which requires retransmission of the entire original packet [10].
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Figure 6 Example of Fragmentation from Cisco [10]

Due to these drawbacks, a process called Path MTU Discovery (PMTUD) is often used,
PMTUD tries to discover the smallest MTU along the path a packet will take and adjust the
packet size accordingly to avoid fragmentation. If a packet which is too large reaches a router
and has its Do Not Fragment (DF) flag set, the router will drop the packet and an ICMP
(Internet Control Message Protocol) will send back a “Fragmentation Needed” message,
which will prompt the sender to reduce the packet size and try again.

This isn’t without its flaws, as PMTUD isn’t always reliable, and some routers on the path
could block ICMP messages from reaching the sender, this results in multiple packet drops
with no feedback to the sender, causing failed or delayed connections [10].




Programmers can avoid IP fragmentation by being aware of and implementing a Maximum
Segment Size (MSS) during TCP set up. An MSS defines how much data can be sent in a
single packet. My implementing MSS, developers can ensure that data packets remain under
the MTU and avoid fragmentation altogether.

Synchronous vs Asynchronous Protocols

Understanding Synchronous and Asynchronous Communication

Synchronous and asynchronous communication are the two main ways networked systems
exchange data, they both have different use cases and methods of transmitting data [11].
Synchronous communication requires the sender to wait for a response from the receiver, this
essentially blocks the sender, ensuring it stays idle until the data has been exchanged. With
synchronous data transmission, everything happens in order, and the previous operation must
finish before the next begins. Asynchronous data exchange on the other hand allows the
sender to complete other tasks while the data is being processed by the receiver, making
asynchronous non-blocking, this is the key ditference between the two methods [11].
Asynchronous data exchange doesn’t necessarily happen in order, similar operations can run
concurrently, and we don’t have to wait for tasks to finish before starting another [ 12].

A real-world analogy to simplify the difference between synchronous and asynchronous
could be, if you are on a phone call, you begin the connection, exchange information, and
then hang up, this could be compared to a synchronous exchange of data. If you are using MS
Teams or texting, you can send a message, go about your day and receive a message back
once the recipient of your message responds, this could be viewed as asynchronous.

Below is a basic table showing some general synchronous and asynchronous applications.

Synchronous Asynchronous

Phone Call Instant Messenger (text, Teams, WhatsApp etc)
Video Conference Email

Telnet/SSH Social media

Telnet is an old remote CLI controller, it has multiple safety concerns and has been widely
replaced by SSH, which is also synchronous. Social media is under asynchronous as if we
were to load Facebook for example, if every time we came across a larger piece of data, such
as a longer video were to be synchronous, the whole Ul would freeze while waiting for the
entire video to load, it would destroy the usability of the site [13].

Network Protocols and Synchronicity

Various network protocols also follow either synchronous or asynchronous architecture. As
mentioned SSH and Telnet are synchronous, when a command is sent, the client will wait for
a response before continuing. HTTP is also synchronous, it only processes one request at a
time, although other technologies can be used such as AJAX and promises in JavaScript
which can do some asynchronous tasks on top of HTTP [14] [15]. The Simple Mail Transfer
Protocol (SMTP) used for sending emails is asynchronous which allows us to send emails
without immediately, or ever, receiving a response.




I/0O Dispatch Models

In low level 1/O dispatch models, synchronous I/O means that the program waits for every
read and write operation to complete before continuing, in what Microsoft refer to as a wait-
state [16]. While asynchronous I/O (known as AIQO) allow operations like read and write to be
called and run in the background on a thread and continue processing without waiting for a
response, the kernel will notify the thread once the process is complete [16] [17].

Windows has ReadFile and WriteFile calls which can be either synchronous or asynchronous,
depending on use case, when CreateFile is called, a ‘FILE FLAG _OVERLAPPED’ flag is
used to declare if the associated calls will be synchronous or asynchronous. This is where
developer knowledge is required, as if the program needs to continue running without waiting
for the thread to become free, the developer needs to know to use asynchronous I/O [16].
IBM refers to aio_read and aio_write which are asynchronous I/O relating to the
Asynchronous I/O interface [17].

Understanding when to implement synchronous vs asynchronous dispatch models is a critical
skill for a creating scalable networked applications, with IBM stating that AIO allows for
overlapping processing and I/O which in turn improves throughput [17].

Interoperability

Interoperability when talking about software development and networking refers to the ability
of different systems or applications to communicate and exchange data, even if they are built
by different developers or operate on different operating systems, they need to work together
[18]. A good example of interoperability would be iPhone running iOS communicating to a
Linux server using the HTTP protocol. If these devices only had system specific protocols,
they wouldn’t be able to communicate outside of their ecosystem. To be interoperable,
devices and systems need to ensure they are compatible, this can be achieved through using
standard protocols, formats and standards [19].

Today’s global reliance on interconnected devices means almost all applications, programs or
devices need to be interoperable to connect with devices outside their ecosystem. If we take a
generic web application, it will typically need to accept payments through a payment
gateway, access external API’s to fetch relevant data and even be accessible by crawlers to be
indexed and appear on search engines such as Google [20]. If modern applications and
systems weren’t interoperable, communication and data exchange would be very different,
with potentially large monopoly’s appearing which could cause price increases, and a lack of
innovation.

The format of information and data can increase interoperability, many systems and APIs will
return data in JSON or XML format, these are widely known and interpretable file types,
allowing applications or systems using a variety of platforms and programming languages to
access the services. This is beneficial for developers, as it means that as long as these file
types stay consistent. legacy applications will work and won't necessarily depreciate when
technology advances.




If developers ensure they use widely accepted protocols, such as HTTP, TCP/IP, HTML and
formats like XML and JSON, they can create interoperable applications and systems which
will be able to communicate and exchange data, despite what operating system or
programming language was used to create or host the application.

Conclusion

Throughout this report I have looked at various concepts which enable programmers to build
reliable and efficient networked applications and systems, These included TCP — including
the three-way handshake and sequence numbers and how they ensure reliability; MTU and [P
fragmentation and their effect on data transfer and packet loss; the key differences between
synchronous and asynchronous protocol and where each could be used, including how a
synchronous application could lead to poor UX if used in the wrong scenario; And finally the
importance of interoperability and the importance of using interoperable protocols and
common data formats to ensure different platforms can work together.

It all of the areas covered were to be understood and applied correctly within a networked
application, programmers can build networked applications which are reliable, efficient and
scalable whilst also being easier to maintain and integrate with other platforms. With the
correct level of understanding, many of the issues in networking can be anticipated,
diagnosed and resolved effectively.
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