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[bookmark: _Toc561576924]Task 3
[bookmark: _Toc1534975947]Scope Time Division Calculations 
Frequency (λ) of wave = 50Hz
Period (P) of wave =  =  = 0.02


[bookmark: _Toc819539980]Function Generator output square wave 
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Figure 1 square wave from function generator
Figure 2 shows the square wave display from the function generator which has a peak-to-peak voltage of 3.71V









[bookmark: _Toc1618820494]Capacitor charge and discharge wave marked at correct points. 
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Figure 3 Capacitor Charge and Discharge Wave
Figure 3 shows the charge and discharge wave from the capacitor which has a peak-to-peak voltage of 3.53V
[bookmark: _Toc842479063]Basic Capacitor Calculations 
Percentage to find time constant voltage is 63.2%, therefore 3.53V x 0.632 = 2.21V
[image: ]
Figure 4 Time constant on charge wave
Time constant ( in wave = 155µs
 
R = 100Ω
 


[bookmark: _Toc1350365357]Capacitor discharge table 
Table 1 Capacitor Discharge Table
	Time (s)
	Voltage (V)
	ln (V)
	dy = y2 – y1
	dx = x2- x1
	dy/dx

	
	
	
	dy = ln(V)2-ln(V)1
	dx = Time2 – Time1
	

	0.002394
	3.3862
	1.219708349
	x
	x
	x

	0.002427
	2.696
	0.991769193
	-0.227939156
	0.000033
	-6907.247141

	0.00246
	2.1941
	0.78577194
	-0.205997253
	0.000033
	-6242.341012

	0.002493
	1.7549
	0.562411875
	-0.223360064
	0.000033
	-6768.486801

	0.002526
	1.3784
	0.320923406
	-0.241488469
	0.000033
	-7317.832394

	0.002559
	1.1274
	0.119914097
	-0.20100931
	0.000033
	-6091.191199

	0.002592
	0.9078
	-0.096731189
	-0.216645286
	0.000033
	-6565.008655

	0.002625
	0.7509
	-0.286482792
	-0.189751603
	0.000033
	-5750.048573

	0.002658
	0.5941
	-0.520707624
	-0.234224832
	0.000033
	-7097.722174



[bookmark: _Toc86404349]Plot log(V)
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Figure 5 Graph of ln(V) against time

[bookmark: _Toc919190893]Gradient Calculations and Compare
[bookmark: _Toc89976508]Gradient Calculations
 
 
 

[bookmark: _Toc2119254253]Comparison table
Table 2 Comparison Table
	
	Capacitance
	Delta
	Percentage difference

	Actual
	1 µF
	x
	X

	Marker Calculation
	1.55µF
	0.55 µF
	35.4%

	Gradient Calculation
	1.55 µF
	0.55 µF
	35.4%



[bookmark: _Toc1098054841]Capacitor Uses 
	#
	Application Area
	Use Case
	Technical Function

	1
	Electrical
	Power supply smoothing
	Filters AC ripple after rectification to stabilise DC voltage.

	2
	Electrical
	Energy storage for pulses
	Stores charge and releases it rapidly (e.g., camera flash, UPS).

	3
	Electrical
	Decoupling / noise filtering
	Suppresses voltage spikes and EMI near ICs for stable operation.

	4
	Electrical
	Timing / oscillator circuits
	Forms RC networks that define timing intervals and oscillation frequency.

	5
	Electrical
	Motor start/run capacitors
	Creates phase shift in single‑phase AC motors to generate starting torque.

	6
	Automotive
	Ignition condenser
	Prevents arcing at contact points and improves coil discharge efficiency.

	7
	Automotive
	ECU and sensor voltage stabilisation
	Smooths supply voltage to prevent data corruption in control modules.

	8
	Automotive
	Audio system power conditioning
	Reduces voltage sag for amplifiers, improving transient response.

	9
	Motorcycle
	CDI ignition systems
	Stores and rapidly discharges energy into the ignition coil for strong sparks.

	10
	Motorcycle
	Battery‑less electrical systems
	Acts as a voltage buffer to stabilise stator output for lights/ECU.



[bookmark: _Toc447793484]Inaccuracies Question (4)
Measurements may differ from specified or theoretical values due to several types of experimental inaccuracies. One major cause is measurement error, defined as the difference between the observed value and the true value (Bhandari, 2021). These errors are commonly divided into systematic and random errors.
Systematic errors occur when there is a consistent bias in the measurement, such as mis calibrated equipment or a zero error, causing all results to be shifted in the same direction (Bhandari, 2021). This reduces accuracy, meaning results are consistently above or below the true value. In contrast, random errors arise from unpredictable variations such as environmental changes, instrument noise, or human estimation, causing measurements to scatter around the true value (University of Maryland, 2019).
Additionally, all measuring instruments have inherent limitations in precision and resolution, meaning exact values can never be obtained. External factors like temperature or pressure, as well as human factors such as reading errors (parallax), can further affect results.
Overall, these inaccuracies are unavoidable in experiments, which is why repeated measurements and uncertainty analysis are used to improve reliability and estimate the true value more accurately (Farrance and Frenkel, 2012).

















[bookmark: _Toc1389743909]Risk Question (10)

Mitigating cybersecurity risks in a vehicle’s CAN bus requires a layered, standards-driven approach aligned with ISO/SAE 21434, which emphasises risk-based security engineering across the full vehicle lifecycle (Applied Intuition, Inc, 2025). 
A fundamental challenge is that CAN lacks built-in security features such as authentication and encryption, making it vulnerable to message spoofing, replay, and injection attacks once access is gained. 
Firstly, Threat Analysis and Risk Assessment (TARA) is central to ISO/SAE 21434. This process identifies critical assets (e.g., ECUs controlling braking or steering), potential attack paths, and impact levels. By systematically analysing risks early in development, organisations can prioritise appropriate controls and design secure architectures from the outset rather than retrofitting security later (Luo et al., 2021). 
Secondly, secure in-vehicle network architecture is essential. Segmentation of CAN networks (e.g., separating infotainment from safety-critical systems) combined with secure gateway ECUs limits lateral movement by attackers. Gateways can filter, validate, and restrict traffic between domains, reducing the likelihood that a compromised external interface can reach critical control systems (Hoppe, Kiltz and Dittmann, 2011). 
Thirdly, cryptographic protections help address CAN’s inherent weaknesses. Techniques such as Message Authentication Codes (MACs), rolling counters, and lightweight encryption improve message integrity and authenticity, mitigating spoofing and replay attacks. Although constrained by CAN bandwidth, these mechanisms are increasingly implemented in modern vehicle architectures (Andreica et al., 2024). 
Fourthly, Intrusion Detection Systems (IDS) provide runtime protection. IDS solutions monitor CAN traffic patterns (e.g., timing anomalies or abnormal message frequencies) to detect malicious behaviour. Research shows anomaly-based IDS models can effectively identify deviations in CAN traffic, enabling rapid response to a cyberattack (Macher et al., 2020). 
Additionally, secure software and access management are critical mitigation measures. ISO/SAE 21434 highlights the need to secure external interfaces such as OTA updates, Bluetooth, and diagnostic ports. Ensuring firmware authenticity, enforcing access control, and protecting credentials reduces entry points for attackers (Applied Intuition, Inc, 2025). 
Finally, continuous lifecycle cybersecurity management is required. The standard mandates ongoing monitoring, vulnerability management, and incident response throughout the vehicle’s operational life. This is crucial as vehicles remain in use for many years while threats evolve. 
In conclusion, safeguarding CAN bus systems in line with ISO/SAE 21434 involves integrating risk assessment, secure architecture, cryptographic safeguards, intrusion detection, and lifecycle governance. This defence-in-depth strategy is essential to mitigate modern automotive cyber threats and ensure both system integrity and passenger safety.
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