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Report on the types of devices used in an IoT connected home, The field of the internet of things is rather wide and every appliance in the home could become “smart” and because of this the level of security required must increase. In this report the types of “smart devices” used in the home environment are investigated and the security risks associated with them. 
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[bookmark: _Toc40140263]Types of smart devices
In this section the types of smart devices that are commonly seen are investigated, for information about previous exploits and other issues associated with them. 
[bookmark: _Toc40140264]Smart plugs
In an article from 2018 they disclosed the details of an exploit in the Belkin “insight SmartPlugs” that allowed the attacker access to the network through a flaw in the provided software [1] that allowed access to the UPnP service to send commands to other devices on the network. 
This is a great example of the type of vulnerability in an IoT device where the included software is flawed and leads to exploits being found.  This is a prevalent threat on the internet of things, because of the mass amount of cheap “smart” products that are very likely poorly configured and riddled with flaws [2]. 
[bookmark: _Toc40140265]Smart fridges
This is the exact device you do not want to be compromised as this could effectively tamper with your food kept in the fridge with adjustments to temperature leading to being poisoned. 
And with some smart fridges having the capability to monitor stock levels and make orders automatically to replenish the stock, so the device can also have financial implications if breached because of the sensitive data required to make these transactions. 
In an article from 2017 they discussed the underlying issue of IoT devices not including software updates in warranties. The warranty being the binding contract for the manufacturer to maintain the product. Without the warranty the manufacturer is not legally obliged to patch the issues that arise out and because of this a customer could purchase a device and within seconds of it being set up it could be compromised [3]. This really emphasises the importance of aftersales support and the insurance provided by a warranty and without the support required. 


[bookmark: _Toc40140266]Smart Televisions 
A smart TV is widely considered a soft target with sensitive information, as with all IoT devices having the potential to have vulnerabilities at many different levels and with the more features added the level of risk increases. The main risks associated with them are within the provided software with that being a software attack with a virus, 
 The smart televisions are often considered a larger threat because of the sensitive information contained within them [4], such as sensitive data, privacy risks associated with devices that have the means to record audio.
[bookmark: _Toc40140267]Smart Keyless entry  
a well-documented series of breaches on an amazon device called “ring”, and it ended up being labelled “riddled with flaws” [5]. Some of the vulnerabilities allowed unauthenticated remote access to the device and even allowed to see the users Wi-Fi credentials [6]. 
The security breaches of the device went so far that people were using them to harass and stalk people that own the devices, and in some case make threatening statements towards the users and threatened to release personal information captured through the devices audio and video capture that if a ransom of bitcoin was not paid the data is released. 
Another article discussed a different lock that faced a much different type of threat, where the potential hackers were able to intercept the traffic between the app and the device and get the required authentication to gain access to the house [7], this was achievable with a network-sniffing device. 
The article then goes on to talk about how this type of security hole can’t and won’t be fixed because of the nature of the design the issue is a physical flaw and not something that can be fixed with software and then the lack of regulation on these types of gadgets lead to these types of exploits because the level of security is down to the creators of the device and the configuration of them in the home environment. 
Vehicles are also vulnerable to these types of threats and are often sought after targets, where an intruder would use a similar technique used on the ring to unlock a vehicle, where they repeat the signal of the car key using a RF repeater. 

[bookmark: _Toc40140268]Smart lights 
A vulnerability within a smart bulb from Philips, the exploit was labelled “CVE-2020-6007” and this exploit was considered “the most serious security flaw in a smart bulb we’ve ever seen” according to researchers at kinetic solutions [8], the exploit was allowing an attacker access to the network through the bulb from there being able to gain access to other devices on the network. 


[bookmark: _Toc40140269]Smart heating 
An exploit was discovered with a smart thermostat by heatmiser [9] that had its devices ip address range leaked allowed an attacker to connect to the Ips to see if they’re up and then go to a web page called “networkSetup.html” this would then give the attacker access to the credentials being stored in plain text, in one case hackers then went on to take control of the thermostat and increase the temperature demand to 35C, this has since been patched.
[bookmark: _Toc40140270]Smart energy meter
A smart energy meter would make a great target for any would be attacker as it would be capable of denying the premises electricity or even starting fires and with these devices being pushed on home owners by their governments with a contract that gas and electricity suppliers will have their customers using smart meters by the end of 2020 [10] so there needs to be a higher level of security governing them before they become a pinnacle of every homes electricity. 
There have been efforts to create a program to improve the security of these devices, in one case by researchers at the university of Columbia where they’ve created an automated program to address the vulnerabilities they’ve labelled as software-interface attacks [11], it uses two detection methods using design level analysis and code-level analysis and in their testing their application found 12 different vulnerabilities on their test unit. 
The program was created for the use of vendors to test their designs before they’re mass produced, this will ultimately increase the security of the devices and create awareness of the types of vulnerabilities that need to be looked at closely when designing an IoT device. 

[bookmark: _Toc40140271]Smart speakers &Voice assistants
In a paper from 2019 the amazon flagship voice assistant “alexa” and googles very own voice assistant were vulnerable to an access level vulnerability that would keep the devices “listening” for a would-be hacker to spy on the user or to phish the user [12]. 
To phish the user, they would typically play a notification sound and prompt the user for the password. 
Harvesting these details for the hacker. 
Amazon then went on to state they have implemented new technology to ensure the devices applications are unable to have malicious code through their equivalent of an Appstore, where anyone can make their own “skill” and previously this marketplace was lacking in regulations and checks to see if the applications had malicious means. 

[bookmark: _Toc40140272]Conclusion
There are Security risks associated with any smart device is simply people with the knowledge and intent to cause malicious actions. Each device carries its own specific risk with exploitable software, and even negligent security, sometimes no security at all and because of this every IoT device is susceptible in one way or another due to the amount of failure points [13]. 
[bookmark: _Toc40140273]Physical attacks
An example of the types of physical vulnerabilities are exposed ports or simply connecting to the devices network card with your computer and accessing the operating system the device was built on would give an intruder access to information a typical user wouldn’t know exists. A great example of this is in an article from 2017 where they were able to send commands through a prompt to change the devices name, and after some exploration they found they could connect right in and access the root of the device [14]. 

[bookmark: _Toc40140274]Exploitation of provided software 
A large portion of problems will come down to a flaw in the design and maintenance of a product and how fast a vulnerability can be patched, some companies will just cease to update because there is nothing in place forcing them to maintain a products software after sale, unless it is rarely included in a warranty. 
[bookmark: _Toc40140275]Exploitation of poor configuration 
Without proper configuration of a network becomes vulnerable, to build a more secure smart home you would implement your own policy to manage the devices, ensuring devices are updated, encrypted and passwords are changed somewhat frequently [15]. 
For the best security you would have products that are not connected directly to the internet, going through a firewall and or through a second network / virtual local area network [16], specifically for the smart devices
[bookmark: _Toc40140276]Social engineering 
Social engineering will be used as a tool in many arsenals to acquire information on the victim [17], the information can vary in terms of volume and getting some small little bits of information can have a snowball effect when it comes to finding more information about the target, getting the victims name and location would be sufficient enough to look for a digital footprint and that could lead to more information that could be used to lure a victim into a false sense of security and ultimately disclose information that would be considered sensitive or valuable.
These types of vulnerabilities are often used against the target in an attempt to blackmail them, but in some more serious cases the devices are enslaved and added to a huge botnet of devices to be used in a larger scale attack.  
At the heart of any smart home the key devices that connect the network together are the router and the controller, the router is the device that connects them all together and to the internet, once the physical security of this is compromised it’s a safe assumption that the rest are accessible.  And the controller is typically a mobile device or a web portal that links all the devices together for universal control over the internet, creating a network of devices or an Internet of things.
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