


Introduction
In this report I will be investigating into how the field of computer networks has moved towards a greater emphasis on software and how cloud computing has played a major role in the movement of the industry. The report will discuss how the Networking industry has been impacted by the shift towards cloud computing as appose to traditional networking methods. This report will also investigate how cloud computing has effected the rob roles of networking professionals and how they have needed to adapt in order to meet the technical challenges that cloud networking offers. The way in which RESTful web services have been used to facilitate changes to the industry will also be discussed, along with the reasoning behind the heavy implementation of software defined networks despite the need for network engineers to adapt and learn new skills in order to work with new technology. Finally the report will discuss the reasoning as to why standards such as json and REST are being utilised so frequently in the industry with a focus on interoperability.

How the shift towards cloud computing has impacted the industry.

[1]Cloud networking is a kind of IT architecture in which company's  host network resources and capabilities in a public or private cloud platform, maintained in-house or by a service provider, and available on demand. Organizations are able to use either cloud networking recourses on premises in order to build a private cloud network or have the option to use the public cloud in order to use cloud networking resources. There are a number of different cloud networking resources which can be utilised by organizations, to improve their network such as virtual routers, firewalls, network and bandwidth management software and more depending on the specific needs of the company. Cloud networking and has impacted the networking industry today by driving agility, accelerating time-to-market and allowing companies to increase the scale of their networks in an easier and more efficient manner. The industry is moving towards or even considered the standard approach to help or create and deliver networks and application for modern organisations. Not only has it effected the way in which companies can help deliver products and services to the market but has proved as an affective way for organizations to build and improve their on their own network infrastructures by helping to address their increasing needs and regional expansions. Cloud networking is also allowing many companies to adopt a multi-data centre strategy [2]. Multi-data centre strategy allows companies to use both storage that Is in an external facilities and in house in order to meet their operational needs. By using a multi-data centre strategy dedicated off-site backup facilities can be used to reduce downtime by backing up mission critical data and help to protect companies from data loss if an attack was to occur. Many organizations also use multiple clouds from different cloud service providers (CSPs) in order to meet their needs depending on what the CSPs provide. [3] In a study conducted in 2017 by ESG it was found that 78% of midmarket and enterprise organisations were using public cloud services and is on an up trend so by now an even higher percentage is likely using these services. This shows that cloud computing has been widely adopted by the majority of industries.  When 300 [3] “IT decision makers in North America responsible for evaluating, purchasing, and managing campus and data centre networking technologies for their organizations” were surveyed on the impact of public Cloud on networking strategies 51% of leading edge consumers said that they had integrated their data centre and WAN links in order to create a network that is seamless which connects in-house and external resources. While 37% of average consumers and 20% of conservative consumers had integrated their networks. This shows that cloud networking has likely had a positive effect on the companies that have integrated as the bigger and more successful the companies have integrated their networks with cloud computing. The Companies that have an integrated network are able to have seamless connectivity between in house and external networks, this not only secures cloud connectivity but allows for a greater connectivity giving a greater user experience. Another impact cloud networking has had on the industry is that it has allowed for organizations to save money as they have the option to no longer need to buy as much equipment and software, the CSPs often take care of all hardware and software needs allowing IT teams in organisations to focus on more important aspects of the job, cloud networking has also been considered an improvement for the environment as less equipment and space is being used while improving the networks at the same time. Productivity is another impact cloud networking has had as IT staff have more time to focus on other tasks and are not needed as much to focus on cloud Network maintenance, updates and configuration as the CSPs team will take care of this for the company. Data needed through the network can also be viewed at any time making jobs more mobile as network related data can be accessed from anywhere at any time due to the fact that it is accessed through the internet, this can save companies costs and productivity by allowing employees to work from personal devices in office, at home or on the go. Cloud networking has also made the scalability of networks a lot quicker, as appose to waiting for in house networks to be set up and configured CSPs can often add more data in shorter periods of time allowing for faster deployment without having to spend time installing and configuring network equipment. Finally cloud Networking often has strict security measures in place including encryption and authentication, data loss preventions, firewalls, malware protection and strong physical security of the data centres allowing for confidential data to be kept confidential in a secure manner.
(2)How the job role of network professionals has evolved to meet the technical challenges of the cloud.
[4]With the development of organizations and the increased demand for cloud networking the job role and responsibilities of network professionals is changing rapidly in order to meet the needs of a cloud based network. Cloud Networking has changed the way I which organizations work and how network engineers manage their network withing their company. As the demand for cloud networks increase organisations are in high demand for network engineers with the understanding and skills of how cloud networking works. A conventional network engineer would work within a company configuring devices in order to allow the nodes on a network to communicate with each other through an intranet or LANs. This includes regularly upgrading and installing software which is less common for cloud network engineering. With the integration of cloud networking engineers are expected to be able to integrate cloud-based solutions. It is now important for network engineers to analyse and select the best suited solution to clients needs whether its cloud networking, conventional networking or an integration of both. A network professional is now expected to be able to move networks and functions to public, private and hybrid cloud infrastructures depending on project in order to optimise their efficiency and flexibility. The role of network professionals often include more job responsibilities, examples of these are finding an appropriate CSPs for the organisation to use. Plan and execute cloud solutions requested from clients. Ascertain that the cloud network can respond to user requests. The ability to scale cloud networks depending on the needs of the organisation and users. Monitoring the use of the cloud network and introducing security strategies to the network in order to protect sensitive data.
[5] As networks are becoming larger and more complex at an exponential rate the traditional methods of networking are no longer sufficient to match the growth and need of organisations. In order to deal with this cloud networking is used in order to increase efficiency and scalability, this means that network engineers have needed to adapt to the evolving workspace and learn new skills in order to keep up with the growing industry. Network engineers are now needed to learn and know how to program in in languages such as Perl and python in order to have a job in their profession, as appose to traditional network engineering where these skills were not as often required a few years ago. One downside to the move to cloud networking is that the networks have become so large and complex that creating a network diagram manually can take a long time, this means that security implementations and trouble shooting can take a longer time however automatic ways of creating and mapping networks are being introduced in order to increase efficiency and productivity for network engineers. Network engineering also means that there is a greater need for IT collaboration meaning that more and more Network engineers are working together in order to develop networks, this means that network engineers have not only needed to develop technical skills in order to meet the technical challenges of the cloud but have needed to rely on skills such as team work and communication in order to effectively implement cloud networking for organizations.
(3)How RESTful Web Services have been used to facilitate these changes
[6]Rest (Representational State Transfer) is an architectural style which is used to help build web services and Cloud networks. The main use of REST is to allow software programs to communicate with each other and to request and exploit resources from the other program. REST is developer-friendly because it is easy to implement and use due to its simpler design. When connecting between two endpoints, REST isn't expressive and sends small amounts of data making it more user friendly. Rest helps by showing the correct way for a Network engineer to develop a programme that requests services from an operating system (OS) or other application. The reason REST is used over other similar technologies is that it has an efficient internet usage compared to other similar technologies and can be built using languages such as JavaScript and Python. One reason REST stands out as a protocol for its scalability, due to the separation between the server and the client the network or product can be scaled by network engineers easily. Rest also allows the use of multiple environments to be used across a project due to the fact that the REST API adapts to the working syntax making it easier and more efficient for developers.
(4)Why software defined networking has become so heavily adapted by industry, despite meaning an adaptation to the job role of network engineers.
[7] Software-Defined Networking (SDN) is a networking technique that communicates with underlying hardware infrastructure and directs traffic on a network using software-based controllers or application programming interfaces (APIs). This is appose to traditional network models which use specific hardware like routers and switches in order to direct the traffic of a network. A virtual network can be created and controlled by an SDN but it can also control traditional hardware through the use of software. SDN allows the control of routing packets through a network through the use of centralized servers. Software defined networking is an improvement to traditional networking for a number of reasons. The use of SDN removes the need for Network developers to program numerous hardware devices as it allows them to program an open standard software-based controller in order to control how the data flows throughout the network. This also allows Network engineers to choose one protocol in order to communicate with a large number of devices through a central controller giving them more flexibility in the choice of networking equipment that they want to use with better control over the network with faster speeds. The use of SDNs also allows for a network infrastructure which is more customizable, the reason for this is that network services can be configured and have virtual resources allocated in order to change the infrastructure of the network, this is done in real time and allows for it to be done from one central location. The flow of data can be optimized through the network allowing prioritization of application that need more availability by Network engineers. The use of software defined networking also allows for insight into the whole network, this means that there is a comprehensive view of security threats in the network allowing for more robust security. This also means that network engineers can create different layers for devices which need different levels of security and allows instant isolation of any infected or compromised devices stopping the spread of a possible infection to the remainder of the network. The use of SDN allows software engineers to exceed the limitations of previously software based networks and create innovative networks which can offer greater services, increase the flexibility of a network and allow for a network to be more flexible and easily scaled. SDN improves the connectivity of networks while allowing businesses to have a customized network with hardware and software from the vendor of their choice in order to meet their needs. This also means that the deployment of services and application is sped up giving it the edge of traditional networking methods.
(5)Why standards, such as json and REST have been selected and utilised. Specifically consider interoperability.
Interoperability is the term used for the power for computers to be able to communicate and interchange information in order for it to be used and manipulated. Web services such as JavaScript Object Notation (JSON) and REST are used in order for machine-to-machine communication to take place more efficiently. When building API keys rest is a popular choice, one reason for it being such a popular choice is that the majority of social media sites give REST APIs which allow them to integrate these into their networks and apps. JSON is a popular standard as it is a light and easy to use data interchange format. Although JSON has JavaScript in its name it can be used with any programming language making it a popular way of transmitting data in web applications. Interoperability is an important factor to these standards due to the importance of being able to seamlessly exchange data between software in order to utilise the information that is provided to have the most efficient network or product as possible.
Conclusion
In conclusion this report has discussed how the shift to cloud computing has effected the industry along with the adaptation needed for network professionals in order to work meet the necessary needs of their evolved job role. The report has also investigated the use of Restful Web services and why standards such as json and REST are so popular in the industry. Finally the report discusses why software defined networking is used so frequently in the networking industry.
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