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Research Context

» Primary Target are Web ]
application like SQL, XSS, RCE, OWASP Top 10 I "I‘ ',g |

!
|

> WAFs protect web apps by filtering
HTTP/HTTPS traffic.
> Traditional WAFs use rule-based detection

» Recentresearch uses ML and deep

learning to improve detection accuracy
» Limited evaluation of WAFs in real-world

deployment scenarios




Research Problem

» Focus on lab based datasets
» High detection accuracy reported,
but limited real-world evaluation

> Key missing elements

Latency and throughput impact

False positive behavior under mixed traffic

Operational complexity and configuration




Research Aim

> Aim
Evaluate operational performance
and effectiveness of WAFs in simulated

real-world environments




Objectives

» Objectives
Review existing literature on WAFs (rule-based and ML-based)

Deploy a test environment with a WAF
Simulate legitimate and malicious traffic (OWASP Top 10)

Measure detection accuracy and false positives
Evaluate system performance (latency, CPU, memory)

Analyse trade-offs between security and performance




Brief Literature Review

» Most papers focus on ML-based detection accuracy
» Some compare commercial WAF products such as AWS vs Akamai

» Common gaps
Lack of deployment evaluation

No performance overhead metrics

Minimal false positive analysis




Research Gap

» WAF studies focus on lab datasets, not real fraffic
» Performance impact under real-world load is largely unknown

» Operational usability and configuration challenges are underexplored




Research Methodology

» Environment: Web server + vulnerable web application + WAF deployment
> Traffic Simulation: Legitimate + OWASP Top 10 attacks

> Metrics: Detection rate, false positives/negatives, latency, CPU/memory,
throughput

» Data Analysis: Statistical analysis, graphical performance comparison




Project Planning and Resources

» Literature Review 4 weeks
» Environment Setup 3 weeks
> Traffic & Attack Simulation 4 weeks
» Data Collection 3 weeks
» Data Analysis 3 weeks
>

Writing & Revision 4 weeks




Expected Impact

» Practical insights on WAF deployment performance
» Guidance for organisations selecting WAF solutions
> Bridge lab-based studies and real-world implementation

» Contribution to cybersecurity evaluation research




Limitations

» Simulated environment may not replicate full enterprise-scale infrastructure
> Limited WAF solutions evaluated
» Results may vary with fraffic patterns and hardware configuration

» Time constraints limit extended long-term testing
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