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Introduction 
Background: The networking industry is an ever-growing industry that prides itself on ensuring that all connected devices and machines can communicate effectively and effortlessly, being able to share and store data while also providing high quality security, however, traditional networks require basic configuration which means all devices need to individually be configured for the network to work. Thankfully there is a new approach that networkers are starting to use. It is called SDN or software defined network; this is a technique used in networking that can use a software-based controller or application that allows communication to be made to the hardware’s infrastructure and direct the flow of traffic on a network [1].  



Aims and Objectives 
After some careful consideration, The Aim for this project is: To develop a robust security framework for SDN that enhances threat detection and mitigation. With all systems, new or old, security becomes a highlighted factor that needs to be addressed. SDNs offer great features to configure the network as needed with ease, however, security is something that needs to be developed, physically protecting a network is far easier to accomplish, technologies such as cameras, access specific doors (key card access), security guards ETC. these can stop those unauthorized accessing machines or networks. However, this doesn’t secure the network internally, one with enough knowledge can gain access using the internet and create disarray by tampering with the network, or worse leak sensitive information, in addition to this, the network is also at risk of getting viruses, as multiple users, both physically and virtually, are connected to the network, if not properly secured, a user’s device could be infected with the virus and spread throughout the network, which can cause countless issues. With this understanding, the aim will be broken down into multiple objectives to make the process of the project easier to follow, here are the objectives that have been selected:
Objectives:
· To analyse existing security challenges in SDN – Researching into current SDN security challenges to find out what vulnerabilities there are in SDNs security.

· to design and implement a security framework using machine learning techniques. – A new security framework will be developed in guidance with the researched vulnerabilities, using specific software and tools to achieve this.

· To evaluate the effectiveness of the proposed framework through simulation and real-world testing. – To test the SDNs new security framework, the SND controller will be ran of a virtual machine that will overlap a traditional network. In addition, fake viruses will be placed on the network to test the SDNs reaction to threats and how it will respond.
 



Literature Review 
Introduction to SDN: The networking industry is an ever-growing industry that prides itself on ensuring that all connected devices and machines can communicate effectively and effortlessly, being able to share and store data while also providing high quality security, however, traditional networks require basic configuration which means all devices need to individually be configured for the network to work. Thankfully there is a new approach that networkers are starting to use. It is called SDN or software defined network; this is a technique used in networking that can use a software-based controller or application that allows communication to be made to the hardware’s infrastructure and direct the flow of traffic on a network [1].  With the use of an SDN, virtual networks can be created in the absence of a traditional hardware, likewise SDNs can also control the traditional hardware for a network by using software. [1] What makes SDNs so important is how easier it makes customising and directly interacting with the network, SDNs are able to allow network engineers to control the flow of network traffic by simply programming an open source software based controller instead of having to configure multiple devices manually [1]. SDNs are also capable of allowing network administrators to configure the networks infrastructure in real-time by allocating virtual resources from one location, this allows for other applications on the network to be given more resources when needed without stopping or interrupting the data flow of the network [1]. SDNs also allow full visibility of the whole network, so all data within the network can be seen, this gives network administrators more of a chance to detect threats and terminate them quicker, in conjunction with that SNDs offer administrators the ability to sanction or zone off devices that require different security services and can also quarantine devices that may be compromised with a virus as to stop it from infecting the rest of the network [1]. SDNs are capable of decoupling the control plane from the data plane, this means that routine configuration can be conducted on the network without interrupting the entire network, also it allows configuration to other parts of the network, meaning individual configuration can be done to the devices without stopping or slowing down the network.
Current Research: Review recent studies on SDN, focusing on security challenges and advancements. – As with all IOT devices, security becomes a high priority, protecting them from malicious intent, such as attackers and viruses. SNDs are no different, in fact it’s been recorded that SDNs have some concerning vulnerabilities that make gaining access to the SDNs controller rather easy. there are quite a few vulnerabilities that come with the use of SDNs, they include:
Data modification – SDNs use controllers to control the network devices, being able to change the traffic flow in the network, in essence controlling the network through one means. As the SDN allows for very easy programmability, attackers would be able to gain control of the controller and modify the flow of the network, either disrupting the flow or setting the network to open flow which could create traffic slowing or even causing an internal DDos attack [2] [3].
Malicious threats from applications – If applications are to be used, they will be installed above the control plane in the SDN. This can be an issue as most, if not, all applications are created by a third-party, which can limit how much can be done to these applications. If an application were to be vulnerable, such as, hasn’t been updated to current systems, it could open a direct path to the control plane, allowing attackers to obtain access to the controller, as the controller doesn’t have much security. Furthermore, if an application is glitchy, it could spell more threats to the whole network [2].  
Configuration issues – An SDN network has the same basic security as a traditional network; by configuring each device the security of the network will become stronger, as to why protocols and policies are implemented into the network. If these protocols and policies were to be configured without the knowledge of how they work, there will be issues with configuration and could have the opposite effect to the network [2].
Methodologies: Discuss the various methodologies employed in the studies, highlighting their strengths and limitations. – as discussed previously, SDNs come with a high security risk, which is highlighted in referenced studies, but they are very similar to traditional networks. It is clear to the researcher that the main vulnerability for SDNs is the control plane, which ironically is its main feature. As there is only one control plane, it makes it a likely target for hackers. There is no way of being able to secure the controller directly, however, is suggested to implement applications that make mitigating and preventing far more advanced, this is what separates SDNs to traditional networks. By increasing visibility to threats, being able to prevent them before they become a vulnerability, will in its self-increase the security of the whole system, not just the controller [2] [3].

Relevance: Explain how your research contributes to the body of knowledge and aligns with existing studies. – in my opinion, SDNs are the future of networking, being used along side traditional networks. Of course, the concept of SDNs is not new, in fact it was created in 2011, which is over 10 years ago, since then applications and SDNs have been further developed as time has gone on. However, a vast majority of network administrators/engineers prefer traditional network over SDNs simply because they are simple, as traditional networks are what we learn over the course of our career, and as such SDNs remain a concept. The existing studies give opportunities to further them, the project outcome should highlight the benefits and practicality of SDNs over traditional networks. 
 




Project Design 
The project design is the most important part of the project, a list of everything that will be used to create the SDN framework will be created, not only benefiting the reader of this report, but also the project developer, as it keeps track of the resources needed.
Components: Detail the components of your system, such as the SDN controller, threat detection module – The SDN wouldn’t be able to run without a controller, as it is the CPU of the system. There are 2 controllers that have been considered for the project, while 2 controllers can be implemented into one system, 1 controller will be enough, they are:
Floodlight; floodlight is an open-source controller that is backed by a large developing community, it is very popular for training purposes with its ease of use. it also has demo applications for switch learning and load balancing made for educational purpose. [4]
Ryu; Ryu, much like floodlight, comes with is own APIs that heavily support network engineers/administrators. While also being open-source to allow independent changes to the controller. While this controller has great functions, it is run off the command line interface which can prove difficult if one isn’t proficient in programming or commands. This also means visually seeing the traffic of the data, switch status is much harder. [4]
Controller of choice: Floodlight will be used as the controller for the system, as it is regularly used for training purposes.
Data Collection: For data collection purposes, Wireshark will be used to collect data from the network. it provides very valuable data that can show the flow and communication protocols of the data.
Testing and Evaluation: Testing the Security framework will involve placing “fake” viruses into the network to see how the system reacts. Multiple tests will be conducted to ensure that there are no false results.
 




Resources and Planning.
Resources Needed:
1. Hardware: The resources that will be needed to be able to start developing the project would be, multiple computers to create a network, in addition to that, cisco switch and router, with multiple cables. This is the basic hardware needed to start
2. Software: The software that would be needed would be a virtual machine software such as VMware, this is where the SDN will be run off. As for the SDN controllers, Floodlight will be used as it is used for training purposes. The main software that will be used for data analysis will be Wireshark, as this can clearly show how the data flows through the network, under which communications protocol.
3. Timeline: Provide a detailed timeline with key milestones and deadlines. Break down the project into phases, such as design, implementation, testing, and evaluation.
4. Budget: The use of the university’s equipment will be used which will cost nothing. Software as well will cost nothing as all the software is free and open sources.
5. Risk Management: development will be conduced in a controlled environment, so the risk of the network being attacked by hackers are very low, however, as applications will be involved, some could be out of date or buggy which could leave the network vulnerable.
 
Conclusion
The purpose of this project is to create a comprehensive security framework for an SDN, that will make mitigation and prevention of malicious attacks far easier than traditional networks. With the proper software and applications, the SDN with supervision, should be impenetrable as all data that could lead to vulnerabilities will be wiped out before.
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