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[bookmark: _Toc237214775]Introduction
Over the six weeks, Piero and I designed and built SecureLog AI. This unsupervised machine learning system flags anomalous log events without relying on brittle, rule-based alerting. I served as Frontend and API Lead, and this journal is my personal reflection on that experience: what the project could mean for organisations beyond our own two-person team, how well we worked together, and what I have learned about myself as a developer and a collaborator, working under real-time pressure rather than in a classroom exercise. Independent evaluation of enterprise Security Information and Event Management systems continues to show that high volumes of low-quality alerts remain one of the most persistent operational problems in the sector, with real incidents routinely lost in the noise [1]. At the same time, the commercial tools capable of addressing this properly incur licensing costs that make them entirely out of reach for small organisations [2]. Reflecting honestly on both the technical and interpersonal dimensions of this project has helped me understand why closing that gap, even at hackathon scale, felt worth the effort.
[bookmark: _Toc237214776]Team Collaboration and Working Experience
From the outset, Piero and I divided ownership formally: I took the Frontend and API Lead role, covering the upload interface, results presentation, and security hardening, while Piero led the Machine Learning and Data pipeline. This division was not accidental. Recent research into long-running student development teams shows that clear role division and lightweight, tool-mediated coordination are strong predictors of steady progress once other academic and personal commitments compete for time [3], and that description matches our experience closely; alongside this hackathon, I was also balancing my responsibilities as a private hire driver and community obligations, so a fixed weekly call with asynchronous updates in between made the difference between steady progress and drift. We used MS Teams for topic-specific discussion, GitHub for branch-based development, and a shared Planner board to keep actions visible to us both, a pattern consistent with studies of hybrid Agile teams that combine synchronous and asynchronous coordination across academic and industry contexts [4].
Looking back honestly, I think Piero and I performed well as a team, though not without friction. Piero's grounding in the machine learning literature meant he could justify model choices quickly, while I was sometimes slower translating those choices into an interface a non-technical analyst could trust. Where I contributed most was in pushing back on assumptions, insisting our disclaimers and thresholds were stated honestly rather than oversold. Structured reflective assessment of project-based work has been shown to strengthen exactly this kind of teamwork and problem-solving capability, by asking students to evaluate the reasoning behind decisions rather than only the outcomes [5]. Applying that discipline throughout the project, rather than only at the end, is something I would build into any future team from day one.
[bookmark: _Toc237214777]Technical Contribution and Personal Learning
My direct contribution centred on upload handling, validation, and the results interface, plus the security-hardening decisions that kept the prototype's attack surface small. Working alongside Piero's unsupervised isolation-forest model deepened my understanding of why unsupervised approaches are gaining traction in real security research: recent work on isolation-forest detection over high-volume network traffic confirms that this family of methods scales to real-time settings without needing any labelled attack data [6], which is exactly the property that made our own approach viable inside a six-week timeline. I also learned how much of the real difficulty in log-based anomaly detection sits upstream of the model itself. Diverse and inconsistent log formats remain the main obstacle to automated analysis, and standardising that intake is treated as essential groundwork in the wider literature [7], a lesson I only appreciated fully once I was the one writing the parsing and validation logic that fed Piero's model. Presenting anomaly scores as a short, ranked list rather than a raw table was my own design decision, informed by evidence that unsupervised, text-based anomaly detection needs to stay interpretable if it is to generalise usefully beyond the training sample [8]. That single choice, more than any other, is what analysts responded to positively when we demonstrated the prototype.
[bookmark: _Toc237214778]Community and Societal Impact
Beyond the hackathon, the aspect of this project I feel most strongly about is who currently cannot access decent anomaly detection at all. Independent evaluation of commercial Security Information and Event Management platforms puts three-year total cost of ownership at fifty thousand dollars or more for mid-tier products, and past a quarter of a million dollars for enterprise suites [2], a figure that puts genuinely capable detection out of reach for small businesses, charities, and community organisations of the kind I am involved with outside my studies. Because SecureLog AI runs entirely on a single CPU-only machine with no licence fee and no cloud dependency, it directly addresses that gap for exactly the organisations least able to absorb a data breach. Wider reviews of machine learning in cybersecurity increasingly frame accessible, open tooling as necessary rather than optional, given how unevenly resourced organisations are when defending themselves [9], and any production version would still need to be built against a recognised risk management framework before being trusted with real data [10]. On a personal level, this resonates with my role as President of Nzuko Obodoukwu UK: community organisations run on volunteer time and modest budgets, and they are exactly the kind of body that could benefit from a tool like this without needing a dedicated security analyst on staff. I do not think SecureLog AI in its current prototype form is ready for that kind of deployment, but the direction it points in, cheap, local, and honest about its own limitations, is one I would like to keep developing well beyond this hackathon.
[bookmark: _Toc237214779]Reflective Evaluation: Challenges and Growth
The hardest part of this project for me was not technical but personal: learning to say clearly, in front of an audience, what the prototype could not yet do. Guidance on reflective practice in higher education stresses that genuine reflection has to move past simply describing events and towards analysing why they happened the way they did, feeding that analysis forward into future work rather than only summarising the past [11]. I found that far harder to do honestly under time pressure than I expected. Writing this journal has been useful precisely because it forced me to separate what went well from what I would change, rather than let the two blur into a single positive account, in the same spirit as the structured evaluation and action-planning stages recommended for reflective assessment of project work [5]. For me, that means carrying the habit of naming assumptions explicitly into whatever project I take on next, technical or otherwise.
[bookmark: _Toc237214780]Conclusion and Future Application
Working on SecureLog AI has changed how I think about both teamwork and technology. I now see clear role division, honest disclosure of limitations, and low-cost accessibility as connected values rather than separate design choices, and the hybrid, tool-mediated way Piero and I coordinated across a busy six weeks is one I would deliberately repeat on any future team project [4]. We built something modest, but the underlying idea, that good detection should not require a large budget, is one I intend to keep exploring, both technically and through the community organisations I am part of, long after this hackathon report is submitted, since the need it responds to will not have gone away [2].
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