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Complete the following tasks:
	Task 1: Updating DNS Resource; Dynamic Updates/Configuring the DNS Server.

	DNS is a system used to access network resources, in terms of mapping domain namespace names – to IP addresses.  It is therefore vitally important to keep these resources up to date.  

When DNS records are entered manually, the administrator is responsible for ensuring that the resource records reflect any changes (in terms of the IP address of the resource changing)

Within large networks this is a very time consuming task that could overwhelm the administrator. As a consequence manual updates are not a good solution.

We therefore need to create a system/method to allow DNS Clients to automatically maintain and update their own Resource Records in DNS.  

Dynamic and Manual Updates.

When we create, register and then update Resource Records in DNS, there are two approaches we can use; Dynamic and Manual.

We saw previously that Resource Records are stored in DNS Zone files.
Dynamic updates; is the process whereby DNS clients dynamically create, register and update their own records.  The records are stored in Zones maintained by DNS Servers that are configured to accept and process messages for dynamic updates.
Manual Updates – is where administrators manually create Resource Records in zones at the DNS Server by editing resource records in the Zone file.  
The main argument for using Dynamic updates is that administrators would find it difficult to maintain resource records for large organizations where records are frequently being updated. 
In reality the only suitable contexts for using manual updates would be where (a) Smaller less frequently changing environments exist and (b) where administrators require complete control over every address on every host.

The process of Dynamic updates involves clients interacting with the DNS Server in order to update their own Resource Records.
As demonstrated in the lecture this involves a series of steps that initiates with the client
sending out a SOA QUERY (for further info on SOA; see last weeks lecture on DNS Resource Record types) to the DNS Server that is authoritative over the Resource Record that the client wishes to register with.  

A series of steps then take place where the client verifies that this registration does not exist.  Finally the DNS client sends the dynamic update to register the resource record.  
Using Dynamic Updates as a Solution when maintaining DNS in your Network.
There are a number of things we need to consider before choosing to use Dynamic Updates:
1. DNS updates are supported in Primary DNS Zones.
2. We need to decide whether we will use the DNS Clients for dynamic updates or whether we will use DHCP server for dynamic updates (where Down-level clients are present).

[Complete this Task from both Servers].

To Configure DNS Server to accept dynamic updates for Forward Lookup Zone:
· Open the DNS Console - Start – Administrative Tools - DNS
· In the console tree view – select the Primary Forward Lookup Zone srv.nwtraders.msft (where SRV is the first three letters of the Computer Name).
· Right click on this zone – choose Properties.
· Under the General category – from the Dynamic updates drop down list – choose Nonsecure and Secure.
· Click Ok and then Close DNS Console.

If we are using DHCP to dynamically update DNS Resource Records on behalf of a DNS client we need to configure the DNS Server to accept dynamic updates and the DHCP Server to Create Dynamic Updates on behalf of the client.
[Complete this Task from both Servers].

To Configure DHCP Server to dynamically update Resource Records in DNS (on behalf of DHCP clients):

· Open the DHCP console – Start – Administrative Tools - DHCP
· In the DHCP Console view – choose your DHCP Console

· On the Action menu – click Properties
· Select the DNS tab – ensure that Enable DNS dynamic updates according to the settings below – is selected.
· Chose the option: Always dynamically update DNS A and PTR Records.
· On the DNS tab – ensure that the option Discard A and PTR Records when lease is deleted – is selected. (This ensures that DNS will not keep resource records for clients that no longer exist in the DHCP Scope).
· On the DNS tab – select the option Dynamically update DNS A and PTR records for DHCP clients that do not request updates.
· Choose Ok

· Close the DHCP Console.

[Complete this Task from both Servers].

The other side of the Coin; Manually Creating DNS Resource Records:
· Open the DNS Console - Start – Administrative Tools - DNS
· In the DNS Console Tree view – right click the Forward Lookup zone; srv.nwtraders.msft (Where srv is the first three letters of your Computer Name e.g. GLA for GLASGOW).
· Select New Host (A).
· Within the New Host dialog window – in the Name field, type: ComputerName2 (Where ComputerName is the name of your Partners Computer, so for example
E.g.

When working at Denver – you would type Vancouver2 into the New Host Name field.
· In the IP Address field type the IP Address of your Partner’s Partner Network Connection.
· Choose Create associated Pointer Record.  This means that we will create an additional pointer record in a reverse zone for this host, based on the IP address – Name mapping information just created.

· Click the Add Host button to add this record to the Forward Lookup Zone.

· Click Ok
· Click Done
· Close the DNS Console.
Another DNS Perspective: Active Directory Integrated Zones.
This is a DNS Zone that is stored within the Active Directory Service (AD Database).  When we configure Domain Controllers in Active Directory it is a requirement that DNS be installed. 
Zones are automatically created on a DNS server that is an Active Directory Domain Controller. We can either choose to make the Zone an Active Directory Integrated Zone or Non-Active Directory Integrated Zone.
Active Directory Integrated Zones use Active Directory to store the zone configuration information in the AD database instead of a single zone file.  Active Directory Multi-Master Replication means that other Domain Controllers automatically receive a copy of the file as part of the AD database when the Replication process occurs.
Replication takes care of updates (in oppose to using zone transfers). An AD service known as KCC (Knowledge Consistency Checker) will take care of updates by running automatic Site Replication (every 10 mins by default).
Remember in Non-Active Directory Integrated Zones, there is a single Master copy of zone data (Primary DNS Zone) and any number of additional copies (depending on the number of Secondary Zones) you have defined.



	Task 2: Configuring DNS Clients.

	We have seen thus far how to configure DNS Servers (including configuring properties and creating and managing DNS Zones).  We now need to ensure that DNS clients can register/create/update their own resource records in DNS and that they can use DNS to resolve queries.
Preferred and Alternate DNS Servers.
The preferred DNS Server is the server which immediately receives DNS queries sent from the DNS client.  This server is where DNS client Resource Records are updated from.
Alternate DNS Server is the subsequent Server that a DNS client will call upon if (a) because the preferred DNS server is unreachable (b) Because the preferred DNS Server cannot resolve DNS queries from clients because the DNS service has failed.

The Importance of DNS Suffixes.

You will remember that the DNS suffix is appended to the host name to form part of the Fully Qualified Domain Name (FQDN)
By not having the DNS Suffix properly configured on the client, we risk Name Resolution and updates not being able to function properly.
Suffix Selection Option – This option specifies that resolutions for unqualified names on this computer are limited to domain suffixes of the Primary DNS Suffix up to the Second Level domain;
E.g. Primary DNS Suffix is nwtraders.msft, we attempt to contact Server1.  Computer queries for Server1.nwtraders.msft in addition to suffixes configured in the Connection Specific Suffixes.
Append Parent Suffixes – This option allows resolutions for unqualified names on this computer, to be limited to domain suffixes of the Primary Suffix and Connection Specific Suffix 
Example:  You attempt to contact Server1, your Primary DNS Suffix is sales.south.nwtraders.msft.  The computer will query Server1.sales.south.nwtraders.msft to see if the query can be resolved (to see if it can establish the IP address for Server1).

If the query remains unresolved, the computer will query Server1.south.nwtraders.msft.  Finally if the query still remains unresolved the computer will query Server1.nwtraders.msft

The steps involved with applying suffixes:
User enters a Fully Qualified Domain Name, the DNS Resolver queries DNS by using this FQDN as follows:
1. DNS Client Resolver (part of the DNS Client Service) sends query to the Primary DNS Server specified, using the Primary DNS Suffix.  
2. If resolution is not successful, DNS Client Resolver appends each Connection Specific DNS Suffix.
3. If there is still no success, DNS Resolver devolves the FQDN by appending the Parent Suffix of the Primary DNS Suffix name and the parent of that suffix, working through the FQDN until only two labels are left.
4. Where the user has entered a domain suffix search list, the following process occurs.  Primary DNS Suffix and Connection specific domain name are ignored.  The primary DNS suffix name nor connection specific name are appended to the host name before the FDQN is submitted to DNS (as part of the query).

5. What happens instead is that DNS Resolver appends each suffix from the domain search list, in order and submits this to the DNS Server.  The DNS will either find a match or reach the end of the list.

Configuring the DNS Client:

The DNS Client needs to be configured so that the client can use DNS Servers to resolve and update information related to its resource records.
In this scenario we have added 2 DNS Servers to our subnet.  We need to configure lab computers on the subnet to use a preferred and an alternate DNS Server.  We will configure DNS Client with the appropriate settings.
[Complete this Task from both Servers].

To manually configure DNS Clients to use Preferred and Alternate DNS Servers:

· Ensure that you are logged on as Administrator onto NWTRADERS domain

· Choose Start – Settings – Control Panel.
· Double Click Network Connections
· Right click on the Classroom Network Connection
· On the General tab – select Internet Protocol (TCP/IP) click Properties
· In the TCP/IP properties dialog box – select Use the Following DNS Server Addresses
· In the Preferred DNS Server field – type the IP address of the Classroom Network Connection of your machine.

· In the Alternate DNS Server field – type the following IP address: 192.168.1.200
(This is the London Classroom Network Connection IP address, so if your client cannot resolve the query for resolution with the Preferred DNS Server, it will try to resolve it with London).

· Click the Advanced tab – Select the DNS category.  
· In the DNS Suffix for this connection field type: nwtraders.msft (This is the DNS suffix that will be attached to the Host Name for this computer).
· Click Ok
· In the Internet Protocol (TCP/IP) Properties dialog box – click Ok.
· Close any other windows that are left open.
[Complete this Task from both Servers].

· Log off at the Server
· Log back on using the following credentials:

· User Name: ComputerNameUser 

· Password: P@ssw0rd 

· Domain: NWTRADERS

· Choose Start – Run – cmd

· At the command prompt, type ipconfig
· For the Classroom Network Connection Interface; Take down the fields of interest that are displayed.
Example:

Here we will apply the knowledge we have acquired from the last 2 worksheets, to solve a practical real world example.
Previously in our company, a fileserver named FileServer2 held all the file shares for the dept.  Our administrator has decided that this Server is near its capacity so the file shares will be moved to another lab computer. 

At present our labs computers are all configured to access the original file server using the Host Name: FileServer2.
We therefore need to create an Alias DNS Record for this Server, so that our clients can continue to associate accessing file shares using the old host name of FileServer2.

[Complete this Task from both Servers].

· Start – run – cmd
· At command prompt – type ping FileServer2
· Simple question: Note the command is unsuccessful, why is this?

To solve this problem first we need to create an Alias Name for FileServer2.  To do this we first need to create a Primary Forward Lookup Zone.  

We then need to use the FQDN of FileServer2.srv.nwtraders.msft within our Primary Forward Lookup Zone.
We already have a Primary Forward Lookup Zone called srv.nwtraders.msft (Where srv is the first three letters of your Computer Name (e.g. DEN for DENVER).

[Complete this Task from both Servers].

· Open DNS Console – Start – Administrative Tools – DNS
· In the console tree view – select the Primary Forward Lookup Zone srv.nwtraders.msft (where SRV is the first three letters of your Computer Name, e.g. LON for LONDON).
· Right click on this zone – choose New Alias.
· In the New Alias (CNAME) field; enter: FileServer2
· In the Fully Qualified Domain Name; enter the following:
· ComputerName2.srv.nwtraders.msft (Where Computer Name is the name of your Partners Computer (e.g. LONDON) and srv is the first three letters of your computer Name (e.g. LON)
· How can the alias record ‘FileServer2’ be resolved to an IP address, if the alias record is mapped to the Fully Qualified Domain Name (FQDN) for the Host Record ComputerName2.srv.nwtraders.msft?
[Complete this Task from both Servers].

· Start – run – cmd
· At the command prompt type: ping FileServer2
· Verify ping command is unsuccessful
· Type ipconfig to view your DNS Suffix, make a note of it.
· At command prompt type: ping FileServer2.srv.nwtraders.msft
· Why was this ping command successful?
Task. 

Here we will base our work on a different scenario, each of our subnets will have a Domain Controller and a Member Server.  We will promote the Low Number Server – to be the domain controller and then join our other server to this newly created sub-domain.  

We will use Intra-Site Replication in this scenario, to represent the fact that we are all communicating over with each other over one Subnet (or Site) the 192.168.1 network.

Complete this Task from the Low Number Server:

· We have to first remove ourselves from the nwtraders.msft domain; do this by right clicking on My Computer and under the Computer name tab – join a workgroup called test
· Choose Ok and restart the machine.

· When the machine restarts – choose Start - run

· Type in: dcpromo

· Essentially we will form a Parent – Child domain infrastructure where nwtraders.msft is the parent and each of our domain controllers represents our own subnets.

· Select Domain controller for a new domain, Click Next.
NB:  If we are asked at any stage to specify any DNS settings: ensure that these are set to:

192.168.1.200 (DNS is configured at London)

· Select Child domain in an existing domain tree. Click Next.
· The parent domain is nwtraders.msft
· The child domain is an appropriate name that represents your Subnet (e.g. DenPerth)
· You should see the FQDN emerge something along the lines of DenPerth.nwtraders.msft
· Type in the appropriate network credentials (This must be a member of the domain administrators in the parent domain). 
· Username: nwtraders\administrator 
· password P@ssw0rd
· Accept defaults for the remaining parameters; except Restore Mode Password: Use the Administrator account credentials here (User name: Administrator, Password: P@ssw0rd)

· Finish – Restart the Server.

· Active Directory Users and Computers – Computers – > Right click – > New Computer – create a new computer account with the name of your partner’s machine.

Complete this Task from the Low Number Server:

· Remove the server from the nwtraders domain; add it to a workgroup (the name for the workgroup is up to you)

· Restart the machine

· When the machine restarts – join the new subdomain you just created (remember to use the correct DNS name)

Multi-Master Replication: Forcing Updates to occur.

· The tool we will use is called Active Directory Sites and Services; so click on Start – Administrative Tools and Active Directory Sites and Services.

· By default all, of the domain controllers we have created will be put into a site called Default First Site Name – (if you expand the Sites folder, then click onto the Default-First-Site Name, you should see all the domain controllers created in our Tree Domain in here, they are in the Servers Folder.
· If you expand the Servers folder, in the tree view (left hand pane), you will be able to select any of the servers (e.g. xxx.nwtraders.msft, yyy.nwtraders.msft)

· Expand the domain controller for your domain (click on the NTDS settings, these show the details of the Intra site replication process.

· Right click on the NTDS settings – Choose Replicate Now to dynamically force replication to occur.  (Essentially this does not wait the default 10 minutes)

* NB: In order to check this you would need to create appropriate Forward & Reverse lookup zones again and check whether or not these settings are being maintained correctly by the chosen Primary and Secondary Lookup zones. 



	Task 3: Observational Tasks.

	Q). What is the process involved when DNS Clients wish to dynamically update their own Resource Records? 
Q). What are the advantages/disadvantages of using Active Directory Integrated Zones or Non-Active Directory Integrated Zone.

Q). We have identified the use of Active Directory Integrated Zones to provide a more manageable (via Site Replication) and secure DNS system (using checks for Identify and permitted levels of access to the system).  With Security and Manageability in mind, investigate the terms Replication and Kerberos and briefly summarise how they are used to achieve Security and Manageability in Active Directory Service/Windows 2003 Server.
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