 



Contents
Risk Management	2
Risk Exposure	2
Sustainability	3
First order sustainability	3
Second order sustainability	4
Third order sustainability	4
Legal and ethical issues within the project	5
Legal issues with in the project	5
Ref	5



Introduction 
This report will be on the Cloud me project and will be on the risks, sustainability and  the legal and ethical issues also quality assurance issues for the project I will also be bringing up how we intend to solve or negate the issues completely using tolerance lines on what is acceptable to leave such as broken hardware on one device this would be a negative but would not “kill” the project as that issue could easily be solved with a replacement device and send the broken copy to see if it was a defect and what we could do to solve the issue. 
	This report will also bring up issues with sustainability such as first, second and third order issues within the project such as reduction of travel and the issues with production of the device such as the use of plastic for the PCB and other components.
	It will also cover legal and ethical issues within the project and how we will eliminate as many as possible if not all the issues there wont be many due to reliance with third party applications to make the device work. I will also be linking the BCS code of conduct and where the device follows the code.
	Quality Assurance will also be looked at in this report and what we can do to make sure that the device is what we describe and does what we want to do and it runs smoothly without and major problems and that it is what the customer would want the device to be and what they would expect it to be and to the standard a user would expect.  

[bookmark: _Toc27670599]Risk Management 
Throughout this project there will be risk, this has to be addressed so that if the worst is to happen what effects would it have financially and how much should be set aside for this scenario; one way I could calculate this is with a risk evaluation matrix to see the exact amount to set aside for this. 
	 Risks for this project could include hardware malfunction, unstable code, and exposed electricals which all would have an effect on the business such as: law suits, hacking, lack of trust in products if the code was unstable or edited easily by a user with malicious intent. This could cause some users data to be stollen or even leaked.
	To ensure that these risks are minimised, the group has brought in someone who specialises in software development and web design, joined with this we have a cyber security expert – by having such people in our group, extensive testing will be able to be conducted-  the primary aim is for the data code to be tested to make sure it is as functional and as secure as possible. Other tactics will be used to process the quality. 
		 Google could also go out of business this would render the device useless as it relies on the google drive for cloud storage. This would make the USP for the device obsolete and then would cause the potential business to go under unless another storage platform was used this would cause downtime for the device as it would have to be reprogrammed and have a recall to update the software to allow another provider. The chances of Google going out of business is very unlikely, but the impact would be severe; however, if this did happen, Google would likely give ample time for its clients to change the way in which they store information, so the group could convert to an alternative without too much issue. 
[bookmark: _Toc27670600]Risk Exposure 
If a user’s data was leaked this could cause the business to get sued about £400,000 by the ICO (Information Commissioner’s Office) [1] or possibly more as there is an unlimited fine. This could also breach GDPR and cause fines and other legal issues other than by the ICO. As this has the possibility of leaks on our fault. The risk exposure for this would be £400,000 X 0.01 = £4000.
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The way in which the risks will be managed varies in regards to the situation; firstly, the chances of google going out of business is very minor, however should this issue occur, Google will notify the service users of such a happening with plenty of time, in this case all the information stored on google will be then stored on OneDrive. 
	Currently the code is stable as it can be, however should the code become unstable for any reason a swift and direct debug will be conducted to weed out the problem areas – the issues will then be corrected, with an entire-reprogramming of the problem sections, testing will then be conducted on the code and will then be uploaded onto the device with further testing to see how it works.
	Should the hardware fail and break, a simple replacement of parts would occur. As they are all off the shelf components so swaps are all possible the only part which would be difficult would be the case as it will be 3d printed.
	The chance of hacking would be very low as we have a computer networks and cyber security student this limits the chance of the device being compromised  by having a team member that can use the tactics a hacker would use to test security of the device.

[bookmark: _Toc27670601]Sustainability 
[bookmark: _Toc27670602]First order sustainability 
This project will have several issues with sustainability at first, but I believe that the benefits will outweigh the cons I believe this because the average HDD and memory stick lasts only 4 years [13] and sometimes even less if lost. This is clearly an e-waste problem our device tackles this issue as it limits the use of memory sticks and also makes people less likely to buy them as the device does the same and automatically backs up to the cloud so the user is also even less likely to need more than one memory stick for backups. This effect will lower the global problem in the world which is e-waste as the majority of electronic devices end up in third world countries where there are little workforce laws. [2] Workers in these areas often melt down the PCBS’ in open fires to reclaim gold and other precious materials. This cause hazardous materials such as lead fumes and other fumes that cause environmental issues such as the greenhouse effect.
[image: ]
[3]
The above picture shows the amount of hard drives sold in Germany alone this shows the market for portable data storage. 
[image: ]
[6]
The above picture is the total in billions for user for the top four cloud storage platforms.
	 I believe the device will lower emissions from the factory’s that produce the memory sticks due to the amount made, for example you can literally buy a memory stick for a pound online these make them very accessible and use plastic for the frames this adds to the ever growing plastic problem.[4] 
[bookmark: _Toc27670603]Second order sustainability 
	This project could potentially, as a side effect, reduce the amount of vehicles on the road as a user would be automatically backing up to the cloud and could work from anywhere as the manager could also have access to the files via a shared google drive account this solves the issues caused during the production of the device as it would involve less travel to an office or meeting place for example.
The average daily driving distance of the average driver is 29.2 miles a day even with a reduction of a mile a day[9]. This would reduce the average person’s average driving by 365 miles a year the average co2 of 120.4 grams per mile[10] this would reduce the average users emissions by 43.95 kilograms of co2 a year.

[bookmark: _Toc27670604]Third order sustainability 
Less strain on the grid as the user could use this when demand on the grid is low the device also can use a 12V battery for power so it can be used on the move and set to upload at a certain time of the day. This could also cause the use of office space to go down as there would be more people working from home and could lead to more housing as buildings would be converted due to the lower demand for offices. This would have a positive impact on the world as more houses would be available thus would help the housing crisis [7] as there are not enough houses in the UK Currently. 
[bookmark: _Toc27670605]Legal and ethical issues within the project 
[bookmark: _Toc27670606]Legal issues with in the project 
The project largely does not have many legal issues due to there not being any data stored by the project itself as it uses apis for the majority of the work which rely on other service the service at launch would be google drive and possibly others would be added this allows the project to not have any legal issues that are breached by ourselves however this does involve us trusting other businesses that they will follow GDPR and other laws as the data is stored on tier system .  
	One of the most threatening issues as of this time is the issue of Brexit – as our data is physically stored within Southern Ireland which is a member state of the EU – once the UK leaves the EU and we are no longer a member state, the threat lies within the fact that no data can be shared outside of the EU, currently as of January 2020, the UK is a member state with a 1 year transition period, so this issue is currently not that large an issue – but this issue can be expected to pose a large threat over the next year to year and a half.[5]
	The project does follows the British computer association guidelines as we will describe the device to the customer what the device does as this is part of the code of conduct it also will have the scope and constraints these were previously mentioned in the PID from the previous assessment.
Also we must not leak information from customers as this comes under both the computer misuse acts and the BCS Code of Conduct specifically this clause “NOT disclose or authorise to be disclosed, or use for personal gain or to benefit a third party, confidential information except with the permission of your relevant authority, or as required by legislation;”[8]
However we would still need to add security to the device to prevent man in the middle attacks as it would be possible for them to intercept the connection to the API as this would be the only vulnerability that could cause any legal issues due to the project leaving users data unsecure.
Quality Assurance
  This part of the report will cover Quality Assurance for the project such as what is acceptable levels such as reliability and other metrics. For example, we would prefer as little downtime as possible as even 1 hour a month downtime per month is to much as this would cause issues for our stakeholders as they would not to be to back data up to google drive. This would make us lose potential business.
	Another issue would be dropped packets as this would cause issues with customers as it would lead to the device having to reupload the file if this problem occurs regularly then a potential competitor could possibly take market share. This would lead to them to potentially take all customers away from us and would kill a potential business.
[bookmark: _Toc27670607]	The device would also have to be compatible with ISO 25010 which would mean it would have to be functional, reliable, useable, efficient, maintainable and portable [11]. The project will involve all of the things previously mentioned as it will be reliable by using stable code as there is plenty of information on the google drive api[12] this would also be how I will keep it reliable as downtime with a big company is less likely. It will be efficient because the user wouldn’t need to back up as much as the device would do it for them.
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USB flash drives experienced fluctuating sales
numbers in recent years, with almost 12.9 million

units sold in 2018, Meanwhile, revenue generated
amounted to 155 million euros in the same year, a
decrease on the one before.

Storage media

USB flash drives revolutionized data storage for
computer users everywhere when they emerged on
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