ASSIGNMENT 2 – SHARON BUSH 
STUDENT NUMBER: 2031315
1. Evaluate the effectiveness of specific crime prevention initiatives, and consider how these have been informed by relevant policing models (e.g., problem-oriented policing, intelligence-led policing).
In this assignment I will be introducing different crime prevention initiatives, such as Crime Prevention though Environmental Design, Situational Crime Prevention, the 10 Principles of Crime Prevention, and will discuss how these initiatives have been informed by policing models such as Evidence based policing, POPs – Problem Orientated Policing, CPTED –and their effectiveness in preventing crime. 
Fundamentally, the constitutional role of police is to protect the public by detecting crime, and the police have both common law and legislative powers to do this. These powers are used to investigate crime, prevent crime, and dispose of criminal cases (House of Commons Library, 2023). In order for police to protect the public, by detecting and preventing crime, there needs to be a number of initiatives to tackle the various forms of crime and disorder that happens across many different types of neighbourhood. Decreasing numbers of police on the streets of the UK, and the seemingly greater cries for police reform, seen in the last few year with high profile cases such as George Floyd and the Black Lives Matter movement (Patterson & Williams, 2020), there is concern that forces across the UK have to find more efficient ways to deal with crime, using fewer police officer resources and lesser funding. The use of different crime prevention initiatives has been prevalent in policing for many years, and these initiatives are backed up by different policing models, such as problem orientated policing and evidence based policing. 
There are many theories of why people commit crime, and these theories determine how we then prevent, target and deal with crime. One theory is the Crime prevention Triangle, a concept that in order for crime to occur, three elements need to be present: desire, ability, and opportunity, and that if one of these elements is taken away, a crime cannot occur (Criminal Justice Know how, 2020). So, therefore by tackling one of these elements , we can avoid putting all out efforts into tackling all three, saving time and resources. An example of this may be someone who walking down a quiet street nearby a stretch of parked vehicles, whereby one has a handbag left out in full view on the passenger seat: this gives the opportunity to commit the crime. The person has to then have the desire to steal the handbag, without it, no crime will be committed. Finally, the person has to have the ability – for example, tools on them to help them commit the crime, i.e. smash a window or open a car door; again without this the may not commit the crime. 
 		Another theory of why crime happens is The Broken Window theory, coined in the early 80s by scientists James Wilson and George Kelling, which argues that no matter how rich or poor a neighbourhood, one broken window can lead to more, a metaphor which suggests that disorder, such as graffiti, loitering of youths, vandalism will lead to increased crime related behaviour - “One unrepaired broken window is a signal that no one cares, and so breaking more windows costs nothing.”, with the disorder bringing increased levels of fear, and more disorder, among the citizens (Psychology Today, 2023). However, criticism of this theory is that there is not enough empirical research to show that, left unchallenged, disorder may increase and cause crime; and the usage of police resources to deal with the low level crime and disorder, but not actually tackling the root cause of the disorder. 
Evidence based policing is where “the best evidence is used to inform and challenge policing policies, practices and decisions.” According to the College of Policing (2023), who go on to say that evidence can provide a better understanding of the issue, and the effect of policing intervention. Examples of this are when police use their systems to find patterns in crime reporting, for example, hot spots for anti-social behaviour and drug dealing, or a stint of vehicle thefts. Understanding this data can inform police when and where to focus their patrols, and can also tie into where crime prevention initiatives can be used – for example crime prevention through environmental design and situational crime prevention which will be discussed below. Use of evidence-based policing may also be used to track repeat offenders, their types of crime, and when and where they are likely to commit an offence.
There is some criticism of evidence-based policing , namely that “ the evidence-based movement has overemphasized rigorous methodologies at the expense of officer experience and expertise” (Telep, 2018), who work and deal with offenders everyday, and spend many years working and gaining knowledge of a particular area, however, Telep goes on to say that research has also shown that evidence based policing has been positively accepted by police officers. 
Along with evidence-based policing, Problem Orientated Policing (POP) is a similar and popular approach to policing, advocated and used by police forces in the UK. POP centres around the idea that if you identify a specific problem through analysis to understand the problem, you can then develop a tailored response and assess the effects of that response (College of Policing, 2023), with its core mission to . Embedded into POP is the SARA model, which enables the ideas of POP to be put into action. Below shows a diagram showing the different parts of the SARA, which includes the Objective at the centre of the model, them stems off to Scanning, Analysis, Response, Assessment. 
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Image 2 : The SARA Model (Webapi Edu, 2022)

When used in community policing, the SARA model can be used to help long term issues, for example, firstly by asking what the objective is – what is the problem needed to tackle, and what do we want to achieve, e.g. high levels of ASB shown in graffiti and groups of youths causing an issue, our objective may be to lower the levels of ASB reported. Scanning is determining whether a problem actually exists – how many crime reports for the particular problem, frequency of crime reports etc, which ties in with Evidence Based Policing. Analysis is where the problem is attempted to be understood, and start to identify possible solutions, such as adding security lighting to the ASB hotspots, which leads to the use of crime prevention through environmental design, which will be discussed more below. 
Crime Prevention through Environmental Design or CPTED, is described by the College of Policing as referring to measures taken to reduce crime through manipulation and changes in the physical environment (College of Policing, 2023) . Originally coined in 1971 by Dr C. Rey Jeffrey (CPTED Central, nd), which main principles are natural surveillance, natural access control, territorial reinforcement, and maintenance. Natural surveillance includes design which decreases the chance of offences taking place due to them being seen, for example, an open and well lit street and doors and windows of houses that look out onto the street, described as creating an ‘’enhanced risk of detection for potential offender, and increased perceptions of safety for legitimate users’’ (Cozens & Love, 2017) who also describe that it is argued that people feel safer in environmental settings where they are visible to others, and they too can see what is happening in their general area – arguing that offenders prefer areas where they are not so visible to others. 
Natural access control is where opportunities for offending is reduced by “denying or restricting access to targets and increasing offenders’ perceived risks” (Cozens & Love, 2017)– for example using any barrier that is natural to the environment e.g. fences, low walls, grassed areas, to create a “buffer” between any potential crime. 
Territorial reinforcement is when there is a clear distinction between private and public spaces, for example signs and fences, landscaping and pavement designs – features that define property lines (Whole Building Design Guide, 2018). Whilst Territorial maintenance reinforces the “broken windows” theory, of Wilson & Kelling, which theorises the notion that visible signs of disorder and misbehaviour in an environment encourage further disorder and misbehaviour (Psychology Today, 2023). 
The diagram (Image 2) below shows an example plan of an area that has used various environmental design methods to define areas through territorial reinforcement as can be seen by the paving treatments and the low landscaping of border shrubs and hedges, natural access control is shown by the kerb sides and fences and gates, and natural surveillance is shown by the open spaced grassy areas and placement of windows and porches to encourage interactions between neighbours. 

[image: ]
Image 2 : Whole Building Design Guide (2018)
The theory of CPTED is closely related to one of the 10 principles of Crime Prevention – Target Hardening, which involves making a property physically more difficult for an offender to access, which includes methods such as upgrading locks on doors/sheds and other buildings, security lighting, and cameras. The 10 Principles of Crime Prevention also include Target removal: for example not leaving valuables out on show; Reducing the means: not giving easy access to equipment that might assist in someone in committing an offence, for example ladders, garden bins etc; Reducing the payoff means reducing the payoff a criminal can make by use of, for example, security markings; Access control: controlling the access to your property and locking doors and windows, or using hedges as a natural boundary; Surveillance involves removing high fences and consideration of CCTV; Environmental Change: reporting issues that could escalate into increased nuisance in the area, e.g. fly tipping and graffiti; Rule setting: rules that make is more difficult for someone to offend, such as ensuring everyone locks doors and reporting to receptions of local businesses; Increase the chances of being caught: for example the usage of security cameras and alarm systems, and finally, Deflecting Offenders: using timer switches in vacant properties, and diverting youths at risk of offending to partner agencies and rehabilitation programmes (West Yorkshire Police, 2023).  
There is, however, some negative attributes to CPTED, highlighted by a report published in 2017, whereby the ‘Darkside’ of CPTED is discussed. In the report, Cozen & Love state that in relation to CPTED interventions “Some will reduce crime as intended, whereas others can contribute to crime via other pathways.”, for example, lighting for security will simultaneously highlight targets for criminal activity. An example of this in action can be found in Brixton Town Centre, whereby, according to a paper written in 2019, research showed a reduction of crime in the town centre after CPTED interventions had been implemented (Piroozfar et al, 2019), where it was revealed that since the measures were introduced in 2011, Brixton Town centre experienced a decline in crime rates, whilst there had been an increase for other parts of England and Wales. 
According to the College of Policing, Situational Crime Prevention focuses on the settings where crime occurs, rather than on those committing the offences and is based on two crime theories: Rational choice theory  and Routine activities theory (College of Policing, 2023). It is different from CPTED as situational crime prevention focuses on specific targets and specific categories of crime and disorder, compared with tacking or preventing crime on a broader scale as with CPTED. A paper produced by Eck and Clarke states that offenders choose to commit crime based on the their perceptions of the available options, and so it is theorised that addressing these factors can reduce crime, and that this method of reducing crime had been used across the world, for helping to reduce low level annoyance such as littering, to high level crime and international terrorism (Eck & Clarke, 2019).
In 2022, The College of Policing published their evidence briefing in relation to Neighbourhood crime and situational crime prevention initiatives (College of Policing, 2022), which concludes that most research supports the effectiveness of situational crime prevention to address neighbourhood issues, and is particularly effective in the prevention of burglaries, using problem solving models such as the OSARA model in order to tailor the response to the problem. The effectiveness against burglaries may be due to the ease with which the situational factors can be changed in relation to this type of crime, for example, the addition of security lights and alarms to homes, window locks, with the mnemonic “W.I.D.E’’ demonstrating the security measures that can be used: W – window locks installed, I – interior lights on timer, D – double door locks or deadbolts, E – exterior lights on sensor (College of Policing 2022). Criticism of Situational crime preventions initiative, however, claims that the initiatives ignore the root causes of crime, and according to a paper written by R. Wortley in 2010, which critiques the initiative, stating it fails to “examine factors such as poverty, inequality, discrimination, poor parenting” etc (Wortley, 2010), stating it to be too simplistic in its response to complex social situations. 
  	In conclusion, there are many theories around why and how crime is committed, and more so theories and initiatives based on these of how to tackle and prevent crime. There is no fixed way on preventing crime, and each type of offence needs a tailored response, with no ‘’one size fits all’’ to prevent crime. The theories above have their similarities and differences (as with CPTED and situational Crime Preventions) but are both equally relevant in their attempts to tackle and reduce crime. 
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2.	Evaluate the role of police in counter-terrorism policing, and examine how intelligence gained in the investigation of other types of criminality might inform counter-terrorism policing. Your answer must be based on academic research, although you may make reference to recent, relevant case studies. 2000 words 

In this essay I will be discussing how intelligence gained in the investigation of other types of criminality, such as fraud, cyber crime, might inform counter-terrorism policing. Terrorism is defined under the Terrorism Act 2006 as the use or threat of action where that use or threat is designed to influence the government, or an international governmental organisation, or to intimidate the public or s section of the public; or where the use or threat is for the purpose of advancing a political, religious, or ideological cause (Gov UK, 2006). 
According to Counter Terrorism Policing UK, counter terrorism policing is ‘’a collaboration of all UK forces, Counter Terrorism Policing is a collaboration of UK police forces working with the UK intelligence community to help protect the public and our national security by preventing, deterring, and investigating terrorist activity (Counter Terrorism Policing, 2023). The UK’s Counterterrorism network is made up of 11 Counter Terrorism Units (CTU’s) across the UK, with the Counter Terrorism Policing Headquarters (CTPHQ) at the centre. The CTPHQ devises policy and strategy, and coordinates national projects and programmes (Counter Terrorism Policing, 2023). 
CONTEST, the UK’s Counter Terrorism strategy, which was first formed in 2003 as a direct response to the 9/11 attacks in 2001, encompasses the four P’s : Prevent, Pursue, Protect, Prepare. The Prevent programme aims to stop terrorism at its source, by preventing those vulnerable of being drawn into terrorism groups and radicalisation. Police play a key role in this, working with local authorities, religious groups, and communities, with support provided by the NHS or other health organisations and charities, housing and education where needed (Counter Terrorism Policing, 2023). Other key organisations in the Prevent strategy include Social Services, and educational services such as schools and colleges, who have access to vulnerable people and are able to see the signs of radicalisation. Around 7,500 referrals were made to the Prevent scheme by Social Services during 2015-16 according to a BBC report published in 2017, which goes on to states that the scheme has divided opinion, with supporters stating that the scheme has potentially helped  stop 150 people entering conflict zones in Iraq and Syria in 2015 because of the intervention (BBC, 2017). However, the report also states that the Prevent strategy has been criticised by MPs, The Muslim Council of Britain, and the National Union of Teachers, due to the vilification of persons flagged up by the scheme, and it’s ‘’overzealous references’’  and intrusive nature. Other criticism is that it is impossible to measure how well the scheme is doing, as it is not possible to know out of those flagged up to Prevent, who may have or may not have gone into terrorism (BBC, 2017) . According to the website ‘’Educate against Hate’’, warning signs and indicators of radicalisation in young people can include: becoming increasingly argumentative and refusing to listen to different points of view or an unwillingness to engage with children who are different. A person may show signs of feeling persecuted or show a keen interest in conspiracy theories, whilst no longer doing things they used to enjoy and distancing themselves from friends. Online indicators may include changing their online identity, or having more than one, whilst also spending a lot of time online or on their phone. Accessing extremist online content or trying to join an extremist organisation are other obvious factors (Educate Against Hate, 2023). 
Pursue focuses on finding terrorists and bringing them to justice, with counter terrorism police across the UK working alongside MI5 and other agencies to collate intelligence, provide surveillance, and provide evidence, physically and both forensically and digitally for courts (Counter Terrorism Police UK, 2023). 
Security Advisors working for Counter Terrorism Policing, working alongside other emergency services, local authorities and businesses, help keep the public safe as part of the Protect pillar of CONTEST. This is mainly focused on large public spaces that attract a lot of people, for example shopping centres, concert halls, airports, sports venues and other entertainment venues, in order to safely advice them and build their staff awareness of suspicious behaviour to ensure their staff are informed about the threat of terrorist behaviour and able to report and act on it (Counter Terrorism Policing, 2023). Project Servator, is an operation that uses highly viable uniformed officers, alongside plain clothes officers, dogs units and firearms unit, and is designed to create a network of vigilance and disrupt those intent on committing crime, including terrorism. This network is vital to helping protect against terrorism, whilst also reassuring the public (Met Police, 2023). 
	Exercises are carried out in order for Counter Terrorism Police to prepare for a terrorist incident, this is done alongside other emergency services, including the Fire Service, Ambulance and NHS, and other services such as security at establishments, train stations, and other venues. Counter Terrorism Policing have set out a 3-step guidance on what to do in the extremely rare occasion someone might be caught up in a terrorist incident. This involves their slogan ‘’RUN, HIDE, TELL’’ which advices member of public as part of their ACT Campaign (Counter Terrorism Policing, 2023). 


The links with terrorism and other forms of criminality are close, with evidence showing that terrorist organisations will recruit members from crime groups, with a report by Forbes stating that “Over the years, terrorist organisations - including Islamic State - have concentrated their efforts on recruiting members from criminal groups in Europe.” (Forbes, 2019), going on to state that the convergence of criminal and terrorist networks has become more pronounced and that it is a common practice for terrorists to engage in a myriad of activities including prostitution, the sale of human organs, weapons and antiquities, drugs and money laundering. 
Online fraud activity has also been linked to terrorism, with the Forbes report stating that “Several sites on the Darknet provide access to fraudulent travel documents for customers.” With 373 pages of fraudulent UK passports found on such sites which aid the movements of terrorists in the UK.   Following the 2016 Berlin Christmas Market Terror attack, it is reported that the perpetrator, Anis Amri, was rejected as a Tunisian asylum seeker and then used different ID and aliases in order to travel through Europe and eventually to carry out the attack in Berlin (Forbes, 2019). A paper written in 2017, highlights the link between terrorism and crime, arguing that since the 9/11 attacks, terrorists have had to evolve from easy sources of funding and into more criminal activites in order to fund their causes, stating  ”Terrorist groups were forced to evolve and find new ways of financing their activities, while transnational criminal organizations adapted to the new circumstances by turning into powerful hybrid criminal-terrorist entities.” (Prokić, 2017) , going on to say globalization of the economy, created favourable conditions for terrorist organizations and criminal groups to coordinate and cooperate, sharing their resources. The types of crime terroists commit in order to fund their activity include fraud, illegal production and smuggling of drugs, document forgery, smuggling, kidnapping for ransom, armed robbery, money-laundering, racketeering, smuggling of, and trafficking in, human beings, which is detailed in a table produced in a paper by Schmid in 2001 (Schmid, 2001), which also details other sources of funding as state-sponsorship, public and private donors and  money earned legitimately via investments and business. The paper concludes that “The main contemporary problem in this area, it appears, is that terrorist groups develop in-house capabilities for conducting activities traditionally associated with organized crime. These serve to support the preparation as well as the continuation of terrorist activities.”. 

Despite the extensive security checks made on potential police officers and members of staff, there is still potential for insider threat within the police service. An example of this can be found in the Metropolitan Police Officer, Benjamin Hannam, of Enfield, north London, was found guilty of membership of the banned right-wing extremist group National Action (BBC, 2021). This demonstrates a real life insider threat within the police service, potentially giving persons such as Hannam, access to police records, security information and access to other lines of criminality that, as discussed, which could be linked to terrorism. It was revealed during the trial, that there were indications of his extremist beliefs while he was still at school, and, according to Police Professional Journal,  just two days before he applied to join the Metropolitan Police, he had appeared in a neo-Nazi propaganda video (Jacques, 2022). The report goes on to say that there is a concern from The Intelligence and Security Committee (ISC), stated there is a concerning lack of thorough background checks (of police officers) which could lead to a risk to policing from the ‘insider threat’ of right-wing extremism. Hannam had gone through the same checks that other police officers go through during the initial recruitment process, however, the checks did not show his links to the extremist group, and this was highlighted by a data leak from an online extreme right wing forum. 
	In light of this case, there has been a call for stricter vetting methods if police officer during the recruitment process, with suggestions of internet history of applicants being scrutinised prior to employment. The government has also brought forward the second part of the ‘’Angiolini Inquiry’’ – an inquiry brought about after another Metropolitan Police officer was found guilty of multiple rapes of females, which will identify and address any systemic issues with policing; including asking whether processes around recruitment and vetting do enough to identify those who are not fit to serve (Gov UK, 2023) 
The Intelligence and Security Committee (ISC), stated that despite checks being made on Hannam, they would not have been able to identify his links with the extreme far right, unless extensive checks were made on his internet history via his IP address, and even then, the tech savvy far right  usage of encrypted forums, would not have shown in the first layer of searching where ‘’The ISC said it was told by Counter Terrorism Policing (CTP) that for the police to have picked up Hannam, without having detected that data leak, at the point of entering the police, they would have needed to complete “an extensive search of his internet activity and IP searches’’ (Jacques, 2022). This increased scrutiny into the private data of individuals wishing to be police officers, along with privacy issue and the sheer numbers of people that would be needed to carry out this level of investigation on each and every individual would be enormous, and may be off putting for any future potential police recruits of those wishing to join a police force as a staff member. 
	It can be concluded that terrorism is not an isolated issue, and its influence bleeds into other crime, for the sake of funding terrorism, whether this be via money laundering, drug smuggling or dealing, and huma trafficking; recruiting members from other crime groups or in order to access those that are vulnerable and susceptible to radicalisation; and building links with other crime groups or terrorists and giving international access to individuals involved in terrorism with the use of fraudulent identification. 
(1850 words)
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