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SUMMARY

The company I have selected is BTGplc which is an international pharmaceutical company 
with  mainly production and research and development   based in Ffostrasol,  Llandysul, 
Ceredigion in Wales.  Because of the nature of the company  by using lines drugs being produced directly into the human body.
The relationship between Social Media and the business (LinkedIn being used by professionals) was able to create a dialogue between consumers and companies and business owners.  In a consumer’s point of view, you become real, thereby increasing brand awareness.  There is less disconnect and customers can now get a sense of the  people that make up the business. And takes on a personality of its own.
Something of Importance in both …… and the ……social media context is the ability to identify and build relationships with  “key influencers” in the business.
Benefits of Social Media for business?  With nearly half the world’s population using social media platforms and reach people all over the world and are called Meaningful Relationships Moment but pose higher risk management  such as cybersecurity.  These impose higher costs to the company and a risk assessment has to be carried out to see whether the high costs of installation is worth it at the end of the day.  Social Media for business is no longer optional.  It is an essential way to reach customers, gain valuable insights, and grow your brand.  The benefits of using social media for business when we consider that there are now more than 3 billion using social networks across the globe.  They use social media to engage with brands.  As I have chosen  an international  pharmaceutical  company you have to abide with their policies, QR, SOP, Quality Control and Quality Assurance etc.,  reaching such destinations  as Australia, North America, Scandinavian countries very fast indeed.   LinkedIn is a very useful and efficient social media platform used by professionals (such as Richard Branson (entrepreneur) when looking for new and innovative ideas).  
There are 10,000 sheep kept on two stations in Southern Australia and are used to extract blood and plasma is separated and distilled  and shipped to UK.   All this is traceable  and documentation is made of every single step through to distribution and communicating on social media platforms.   Thus reducing number of people employed by the company.  Very strict procedures are followed with very high risks involved.  
The ability to create real human connection is one of the key benefits of social media for business.  They are called Meaningful Relationship Moments, which introduce followers (such as the medical professionals)  to the people who make up the company and showcase existing customers and using the benefits from the products.  The reviews are very useful form of feedback.










INTRODUCTION  and  FINDINGS
When you use social media platforms for business use you are increasingly open to threats, examples of these are trusted insiders, competitors, suppliers, customers, business partners.  There are also accidental threats:  which occur when someone makes a mistake that hurts the security of the system, an example of this is the systems administrator accidentally takes servers offline causing loss of availability.  Structural threat:  this occurs when equipment, software, or environmental  controls fails.  An example of this if IT server fails due to hard drive  failure.  Servers fail due to overheating (HVAC fail).  Software failure (OS bug or crash).  Environmental Threats:  this occurs when natural or man-made disasters occur, examples of these are: fires: flooding: severe storms: loss of power from the city power grid: fiber or telecommunication lines cut.   
We should remember threats come from both external and internal sources, but most risk assessors think of internal sources first.  Employees are not worried just from hackers but also the trusted insider.  When designing security controls, don’t forget to think about disgruntled employees, inept administrators or the insider threats!  An example of threat Amazon’s massive outage was caused by computer error – one incorrect command and the whole internet suffers.
When risk management fails the following occurs:
	*Amazon Web Services (Feb 28, 2017)
	*100’s of web sites were taken offline
*technician utilized a SOP to take a small number of servers offline, but input the command incorrectly.
*It took down the entire US-EAST region.
When risk management fails employees were debugging an issue with the billing system and accidentally  took more servers offline than intended.  The error started a domino effect that took down two more subsystems.  Accidental Threats :  removing a significant portion of the capacity caused each of these systems to require a full restart.  While the subsystems were restarted, S3 was unable to service requests.
The concepts illustrated here are accidental threat that is when someone made a mistake hurting the system.  Then the employee risk management responsible  in maintaining a trained staff with up-to-date skills.  The operational risk was due to internal failure from internal processes and people.   Management responsibility is Cybersecurity and IT Managers minimise risk to an organisation by choosing the appropriate controls.   Risk controls can either be technical controls or operational controls.   Thechnical controls  are systems, devices, software, and settings used to enforce British standards  like EIC requirements, examples of there are firewallls,  trojans, IDS, and IPS.  Installing  antivirus,  malware and endpoint security.  Operational controls are Practices and Procedures to increase security by the following example ; conducting penetration tests by utilizing  standard operating procedures.
       		SOCIAL MEDIA RISK ASSESSMENT MATRIX
	Threat
	RiskValue=probability of Event xcost of event
	How to Manage risk strategy 
	Specifics of strategy

	Confidential information leaks
	0.8x£500,000=£400,000
	Mitigate
	*Encryption
 *Invest in internet security and ensure these defences are up to date

	Social media having a negative impact on a brand’s reputation
	0.6x£100,000=£60,000
	Accept risk
	

	Intellectual property theft
	0.5x£200,000 =£100,000 
	Control
	*Training on social media use
*Monitoring Social Media Feeds

	Legal ramifications
	0.4x£100,000=£40,000
	Share risk
	Thjrd party insurance against risk happening 




Qualitative Risk  - used when there isn’t  any precise values .  Measures the probability of occurrence and the impact if it occurred.  Subjective in Nature.  It is usually used with risk Matrix.   
Qualitative risk can be overcome by  considering allowing a BYOD (Bring your own identity) policy.   £Pounds could be saved on buying devices but inherit the risk of employee devices.  There is a risk associated with cyber attack caused by BYOD policy.   You can purchase data breach insurance.  Insurance transfer risk of loss, but you can’t transfer the negative affects to your reputation if a  breach occurs.
Qualitative  seeks to numerically assess the risk , known as Probabilistic Risk Analysis.  Measures the probability of occurrence and the impact if it occurred  Describes the consequences in pounds, times, lives lost, or other metrics.
Exposure Factor (FE) is the percentage of an asset lost during an event.   Annual Loss Expectancy – Common calculations to determine the cost associated with a particular risk.  Used by employers to determine when to mitigate , transfer, avoid, or accept the risk
                    ALE       =       Cost   x   Occurrences
If a risk would be actualised three times a year then Occurrence equals 3.0
If a risk would be actualised once every three years, then Occurrence equals to 0.03
Assume that an organisation will suffer three data breach every year.    Chief security Officer suggests budgeting £214K annual to provide data security protections.  Each breach is estimated to cost your organisations £310K  .   Should the budget be authorised?
Equifax Data Breach   145 million  Equifax customer affected.  Data breach occurred in July 2017.  Attackers used vulnerability in Apache Status.    STRUTS   -   CVE-2017-5638 (released  3/6/17).   Apache Struts two framework vulnerability.   Over the first six days of the vulnerability being discovered, thousands of  attacks.
How to Mitigate Vulnerability?  -   Upgrade Apache Struts to either version 2.3.32 or 2.5.10.1,  or  a different multiport.    Requires rewriting, retesting, and redeploying their code.  Assume cost:   £3.5 million  (man hours and downtown).
What are at risk  :   Social Security numbers:  Date of Birth: Names; addresses.   How much is security worth?  Trust; goodwill; sense of worth; feeling secure.
Personal  Brand on LinkedIn,   what LinkedIn.  Create a distinctive  LinkedIn in profile headline.  Personalise your LinkedIn  URL.    Use a consistent look on all social media platforms to give a good impression.   Join reputable groups, connect or follow others consistently with your brand.  Make meaningful Connections such as former work colleagues.    Be  visible to everyone.   Customise your feed by following those who matter most.   Create a LinkedIn SlideShow Account.  Ensure your LinkedIn endorsements reflects your brand.   Conclusion  -  I have had excellent response on LinkedIn except I am not ready resume work right now.   You are joining a network of professionals.  It is an opportunity knocking at your door and an opportunity seldom knocks twice.  Today’s top-performing professionals are social professionals.  When you join LinkedIn , you are joining a network looking to engage, interact, and swap ideas.  You are not just joining a social Network; you are joining a community of sophisticated professionals who are simultaneously providing value and seeking news and innovations. 
Social Media can harm your image, there are risks and keep safe do not go partying and take photo but delete forever.   LinkedIn and Twitter have been victims of hacking and theft.  Not difficult to hijack your account..    Be more selective and never post when angry or upset.  Think before you post on Social Media. 
Twitter and Facebook is Brand building online marketing daily connect with people, engage within your own community and participating.  Keep in close contact with family and watch them develop.
 Instagram and personal branding:   Post exclusive images: Profile decent photo and information.  Use geo locations properly and Tag carefully.    Choose an unique username and change password often.  Use Smart #hashtag.  Create and promote and promote your own hashtag and stay engaged.   Use of Instagram for marketing and promotions for business use.  Run contests and learn from successful brands.  Attract visitors from other social networks.  Add a logo to your images.   Synchronise with Facebook and Twitter accounts.  Tell a story or add context to your posts.   Instagram is used for business and is one of the most popular social media platforms, an every small business should consider using the platform. From gathering insights to promotions and selling.
Programs to mitigate Social Media risks.  Write a policy.  Monitor Social  Media feeds and organise communications.  Governance comprises all of the processes of governing – whether undertaken by the government of a country, by a market or by a network such as social media platforms, whether formal or informal organisation and whether through the laws, norms or language  of an organized society.  Governance is the term for the way a group of people in a country do things.  Dotted line between corporate and private Social Media Accounts. Train staff members in media law.  Invest in internet security and ensure these defences are up to date.  Avoid crisis of risks  getting to fruition.   Phishing is only too familiar on social media platforms few people give much thought to the information collected about them.  The idea that some entity  - whether it’s the government a certain corporation or a hacker,  they know more and more about my activities which I am lightly disturbed about. 
Data Privacy  is not about secrecy  nor about hiding from people or what they have done.  I is about control.   Privacy Regulations tend to focus on how organisation such as social media how it stores information, secures, uses, and enables  a person to view and control his or her data.  
GDPR has seven principles that are : lawfulness, fairness and transparency ; purpose limitations; data minimisation; accuracy; storage limitation; integrity and confidentiality (security); and accountability .  In reality , only one of these principles – accountability – is new to data protection rules .These rules record our private lives  by virtual assistants such as Googl’s Home, Amazon’s Alexa and Apple’s HomePod.

Privacy and the mega players – the frightful five which are Amazon, Apple,  Microsoft, and Google(Alphabet) and FAAMG – Facebook.  Control  -  according to GDPR, full privacy control would include the following:
·  The right to be informed
· The right to access
· The right to rectification
· The right to erasure
· The right to restrict processing
· The right to data portability
· The right to object
· The rights related to automated decision making and profiling.
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