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Demonstrate the ability to evaluate the appropriate use of modern technology to improve workplace efficiency and employability, supported by criteria leading to an evaluation

Modern technology is evolving and transforming the way things are being used in the world today. The development of technology in the modern workplace has helped workers become more efficient than ever before.  Throughout history, technology has consistently changed the way people do their jobs. Since the revolution of the 21st century, several things have developed in the workplace making day-to-day business and communication easier. Before the 21st century many workplaces would have had limited ways to communicate with others. Workers would have sent letters, memos, or talked face to face. Now there are several ways people can communicate within the workplace. It has enabled workers to interact globally and even work remotely from anywhere in the world. We can literally connect to our employees, leaders, and co-workers anytime, anywhere, which means productivity has been improved. The report writer is going to look at three areas of modern technology that is used in the workplace and how they have evolved over the past 20 years. The first is Mobile devices.
 ‘A mobile device is a piece of portable electronic equipment that can connect to the internet.’ – Definition from Oxford Languages.
Mobile devices used in the workplace range from mobile phones, ipad’s, laptops and tablets. Before the 21st century, workers would have sat at a desk and used a desktop computer, these were designed to use at a single location due to size and power requirements. In addition, the only phones they would have had would have been a phone at the desk, which would have been plugged into the phone line. This meant that workers were limited to where they could connect to the internet and where they could work. 
Secondly is Wi-Fi. Wi-Fi is a wireless networking technology that allows mobile devices to connect to the internet remotely. The evolvement of Wi-Fi technology has meant that workers can connect to the internet all day without being tied down to a hardware device. Having a reliable online connection is paramount, as it means that you can get a fast connection and access large files remotely. Wi-Fi can boost productivity by being able to do tasks fast and in ways not used before. For example, workers can access emails at any time, from anywhere and respond promptly. Since the 21st century, providing you have an internet connection, you can now connect a mobile device to the Wi-Fi from anywhere in the world. This enables workers to work from various locations such as coffee shops, home, different office bases and community hubs. It also enables you to connect devices such as printers, cameras, and whiteboards without having any wires. 
Lastly is Cloud Storage. 
Cloud storage allows you to save data and files in an off-site location that you access either through the public internet or a dedicated private network connection. Data that you transfer off-site for storage becomes the responsibility of a third-party cloud provider. The provider hosts, secures, manages, and maintains the servers and associated infrastructure and ensures you have access to the data whenever you need it. - https://www.ibm.com/cloud/learn/cloud-storage - Accessed 28/01/20201
There are various providers such as ‘One Drive’, ‘ICloud’, ‘Google Drive’ and ‘Dropbox’. 
People and organisations buy or lease storage capacity from the providers to store data. Years ago, people used to have a limited amount of disk space that they were able to save data to. This was often saved to the device they were working on and was not accessible from any other device. Workers would have to send or transfer data for others to see. People would also save things to a USB stick where they would manually save files and take with them to access files. Cloud storage means that you can transfer files and data easily to multiple devices and it has also enabled collaborative working, as multiple people can now work on one piece of work. 
you can access files needed from any location or device. Below are some advantages and disadvantages of the modern technology’s mentioned above. 
 
	
	Advantages 
	Disadvantages 

	Mobile Devices 
	Able to communicate anytime, anywhere
Higher efficiency and productivity
Able to accept payment wirelessly
Increased ability to communicate in and out of workplace
Access to apps
Flexibility
Participate in social networking

	Isolating
Distracting 
Costs
Additional training needed
Increased security needed
Battery Life


	Wi-Fi 
	Able to use mobile devices remotely 
Convenience
Able to connect devices together 
Fast connection and download speeds 


	Costs
Additional training needed
Increased security needed.
Connectivity/ Range
Reliability
Speed

	Cloud Storage 
	Allows people to work together from different places
Access files remotely 
Collaborative working 
Able to access files from multiple devices 
	Security 
People can move/ delete files
Costs
Additional training needed
Increased security needed.
Files could get lost or moved/deleted.



The impact that the use of these technologies has had on the workplace is profound and often people find it hard to maintain a work/ life balance. The report writer has personally experienced this, due to COVID-19 the report writer has had to work from home. She has a work mobile phone and a work laptop, which connects, to her own personal WIFI. She has access to cloud storage which enables her to access sensitive information. Firstly, the report writer has found it hard to maintain a daily routine of work and home. She found that she was responding to work calls and texts before and after her working hours. She was also responding to emails and working on projects outside of her working hours. Another challenge was that she was finding it hard to have privacy, as she lives with other family members. She would often have work calls discussing sensitive information and her laptop, which held important information was accessible to other family members.  

Social media services are interactive web-based applications, meaning that you must be connected to the Wi-Fi/internet to access them and they are normally accessed via mobile devices such as laptops, mobile phones, and tablets. Social media has developed since the 21st century from more traditional media such as magazines, newspapers, TV, and radio. Some of the most popular 21st century social media sites are Facebook, Twitter, Instagram, LinkedIn, and Outlook. In the report writer’s workplace, the main Social Media Platforms used are Facebook (Appendix 1), WhatsApp, and Microsoft teams. Facebook is used by staff to interact with customers and other colleagues. Since Covid-19, the report writer’s job has changed dramatically and is now predominantly an online service. Staff can post pictures and videos for customers to interact with and gain information and support. Although the report writers team have people in charge of what is uploaded to the social media page, all staff can contribute to what is posted. WhatsApp is used for staff to communicate with each other. As the report writer has gone from working in a large team to working at home, she uses WhatsApp daily. She is involved in several groups that colleagues can communicate, share ideas and post pictures and videos to each other. Staff can also message customers to share information. Microsoft Teams is one the newest social media platforms that the report writer has used. The main purpose of this is to arrange and attend meetings with other colleagues remotely. The report writer has been able to access team meetings and training from home using video and voice chat. There are several options that help with communication such as a chat box to add comments throughout meeting and training and people can share their screen so that colleagues can see piece of work that another college may be working on. You can also upload files and resources for other to see and share. The report writer has conducted some research into the advantages and disadvantages of some of these social media platforms.
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There are various other social media platforms used in the workplace, such as Instagram, Pinterest, Snapchat, Tumblr, and Twitter. 









Demonstrate the appropriate use of social media for creation of own personal brand (and its applications in the workplace), through the creation of own professional online presence on LinkedIn, supported by evidence.  
[image: Most popular social media platforms] https://www.oberlo.com/statistics/most-popular-social-media-platforms - Accessed 24/02/21
Social media is a great way for professionals to enhance networking and career prospects. The report writer personally uses Facebook (Appendix 2), Instagram (Appendix 3) and LinkedIn (Appendix 4) to develop her personal brand. Her preferred media platform is Instagram. Although she does have Facebook she does not create or post anything on there, but Instagram mirrors what she posts on her page as they are linked. The report writer finds that Instagram is easier to use and it is easier to track posts insights such as followers and the number of pages reached. It is also more athstetically pleasing to the eye the way that Instagram is set out. The report writer can control her security on her page so that her page is private. This means that she can accept or decline followers. This also means that she is also able to control who can see what she posts and what others can comment on her page. She has high security settings so that family and friends cannot comment or tag her in anything, without her accepting. This is to allow any unwanted pictures or media content being seen by others without approval. Through Instagram, she can connect with other businesses and tag and promote other pages. This can help her to be recognised and to get her name out there. The report writer finds it very hard to maintain multiple social media platforms therefore she has chosen to keep it minimal so that it is easier for her to control and connect with people. Although the report witters Facebook and Instagram pages are used for personal use, she is very aware that potential employees and future employers may be able to see her social media pages. The report writer only posts things that she thinks are professional and gives a real insight into who she is like. 
YouGov revealed in 2017 that a huge 36% of UK Employers rejected candidates based on their Facebook, Instagram, Twitter or LinkedIn profiles. 
According to a 2018 Career Building survey, 70 percent of employers use social media to screen candidates during the hiring process, and about 43% of employers use social media to check on current employees. - Accessed -  Workingsoulutions.co.uk – 24/02/21
Being consistent when uploading content to social media sites can help you to get recognised and to stay present and current. It can give people a positive image of you and your personal brand. The report writer uses LinkedIn as a more professional site to promote her achievements and experiences professionally. 
 LinkedIn began in co-founder Reid Hoffman's living room in 2002 and was officially launched on May 5, 2003.

Today, LinkedIn leads a diversified business with revenues from membership subscriptions, advertising sales and recruitment solutions under the leadership of Ryan Roslansky. In December 2016, Microsoft completed its acquisition of LinkedIn, bringing together the world’s leading professional cloud and the world’s leading professional network. - https://about.linkedin.com/?trk=homepage-basic_directory_aboutUrl – Accessed 28/02/2021
LinkedIn is an online social media platform, which allows people to interact and connect with people. It is typically used for business purposes. It allows workers and employees to create profiles, which describe their work experience, education and training, skills and allows you to add a personal photo. Employers can post jobs and search for potential candidates. You can also find jobs and business opportunities that match your skills and values, and it allows you to interact and make connections to others. There are various ways of interacting with people on LinkedIn such as sharing videos, writing posts and articles and ‘like’ and ‘Congratulate’ others. You can also direct message others. In February 2009, a mobile version of the site was launched allowing it to be more assessable from mobile phones and mobile devices. LinkedIn is a great platform to use for personal branding. It allows professionals to build exposure for their personal brand not only on LinkedIn but also on the World Wide Web. 
Sandra Long, entails "actively managing one's image and unique value" to position oneself for career opportunities.]
Career coach Pamela Green describes a personal brand as the "emotional experience you want people to have as a result of interacting with you," and a LinkedIn profile is an aspect of that.

Firstly. For the report writer to set up her account she had to enter her email address and create a password. She also had to input personal information such as her first and last name and consent to LinkedIn User Agreement, Privacy Policy and Cookie Policy. LinkedIn then did a security check with those details. She then had to confirm my email address. Once she had confirmed her email, she then started to set up her profile. She entered her most recent job title, employment type, most recent company name and what industry she was in. She inputted her location, which is Cardiff. It then asked her to add a photo. It is said that the biggest mistake one makes is not uploading a profile photo. Some users hire a professional photographer for their profile photo. 
‘Statistics show that LinkedIn members with a photo receive far more engagement: 21 times more profile views and 9 times more connection requests.’ - Picture Perfect: Make A Great First Impression with Your LinkedIn Profile Photo – Accessed 13/01/21
Some things to think about when uploading a profile picture is what you are wearing, your background and lighting. Just like when going for a job interview you should dress appropriately. Eye Contact with the camera is key. Ensure you have a solid colour background preferable not white. The picture also needs to be clear and good quality. After that, she was asked if she was currently looking for a job. The report writer was able to add contacts from her phone book or skip this stage of the process. It then showed her various other people’s pages in the same industry as her and it asked if she wanted to connect with them. Once her page was completed, she was then able to add further information such as where she studied, 5 of her top skills and she was able to tell her professional story. The report writer was able to give salary insights, keep track of any training she had attended, control the security preferences on her page and choose what fields she wanted others to see. She was able to connect other social media platforms such as her twitter and Microsoft accounts. 












Explore the impact of personal branding on own employability

Your personal brand is how you promote yourself. It is the unique combination of skills, experience, and personality that you want the world to see you. It is the telling of your story, and how it reflects your conduct, behaviour, spoken and unspoken words, and attitudes. - https://influencermarketinghub.com/what-is-personal-branding/ - Accessed 28/01/2021
Having a good personal brand can help you to build your network and connect with people. It can help you stand out from others and seem more appealing. Your personal brand is about who you are as a person, what your values and principles are, and what motivates you.  When you have a real genuine passion for something this shows, and people will see how dedicated you are to that. If you have any unique skills or training, then this is good to highlight as again it makes you stand out from others. Having similar values to others can help you to network and become more employable to someone as if your principles match you are going to be more passionate and dedicated to your role. 

For example, The Kardashian family is one of the most well-known families in the media. They are brilliant business icons and when it comes to personal branding they are at the top of their game. They know how to present themselves and how to use social media to increase their success. They make millions through endorsements and regularly promote their own brands on their personal and business pages. Khloe Kardashian has a new health range and gym wear brand. Not only does she promote this on her business pages but also on her personal page. She promotes a healthy lifestyle and often shows videos of her working out and consuming the products. This shows her passion and that she believes in her product. To have a successful personal brand you need to be unique. Think about what set’s you apart from others. You need to know yourself. Using the blogging tool on LinkedIn is a great way to build your personal brand. First impressions are crucial. People form an opinion on you in less than 20 seconds. For example, if you if you are confident in yourself, polite and have positive body language this will show that you are strong and likable. Having a strong introductory statement can really establish that you know who you are and what you do. 





Discuss Personal and Professional Security and Safety Online

Since we are now using the internet a lot more via multiple devices and locations it is vital to stay safe when online. Cyber security protects devices such as smartphones, computers and laptops from theft or damage it also prevents unauthorised access to vast amounts or personal information that we store on our devices. There are various ways we can protect this. The GDRP (General data protection Regulation ) and DPA ( Data Protection Act) 2018 require organisations to implement appropriate security measures to protect personal data. Privacy laws such as the GDPR and DPA can mean significant fines for organisations that suffer cyber security breaches. Cyber security is critical for every organisation having a reliable security management and security training will ensure employees recognise that security is their responsibility and how to manage and store personal information correctly. Regularly reviewing your cyber security processes is the most effective way to protect your organisation. Making sure that all employees are aware of any changes and having regular training is key.  Ensuring staff have a strong password for all applications is very important (Appendix 5). Good practice would be to have multiple passwords to protect devices and applications, and to change them regularly. When using web pages, it is important to make sure that the webpage is secure. You can do this for looking out for some of these familiar symbols 
[image: How to check if the online payment web site I'm using is secure - Quora]


If HTTPS sounds familiar, it should – many URLs begin with “https” instead of just “http” to indicate that they are encrypted. This security is provided by an SSL certificate, which protects sensitive information entered that site as it travels from the site to a server. Without an SSL certificate, that information is exposed and easily accessible by cybercriminals. - https://www.sitelock.com/blog/is-this-website-safe/ - Accessed 26/01/21

It is important to check a website’s privacy policy, as they should clearly communicate how your data is collected, used, and protected by the website.  Nearly all websites will have one, as they are required by data privacy laws. When collecting data always ensure that, you are collecting the correct data and storing it correctly. There are 7 key principles to the GCPR set out which are - 
· Lawfulness, fairness, and transparency
· Purpose limitation
· Data minimisation
· Accuracy
· Storage limitation
· Integrity and confidentiality (security)
· Accountability
These principles should lie at the heart of your approach to processing personal data.
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/principles/ - Accessed 26/01/2021

	The 6 Best Payment Apps of 2021

	Company
	Fees
	Domestic or Foreign Transactions
	Length of Time for Transactions to Post

	PayPal
	No 
	Domestic and Foreign
	Typically a day, sometimes longer

	Venmo
	No (yes for credit card usage)
	Only domestic
	Usually 30 minutes

	Cash App
	No (yes for credit card usage)
	Only domestic
	Within minutes

	Zelle
	No 
	Only domestic
	Within minutes

	Google Pay
	No
	Domestic and some foreign transactions
	Usually 24-hours. Depends on the transaction

	Facebook Messenger
	No 
	Domestic and some foreign transactions
	May take up to 5 days to receive funds


Having high security settings on all your devices is important to protect your information. If your security settings are high, it stops you from accessing untrusted sites, your personal information being stolen and from viruses hacking your devices. Ensuring high security on personal social media sites such as Instagram and Facebook will stop unwanted communication and interactions. When using online payment services always ensure you use a trusted app. 
Below are 6 of the most used payment apps in 2021. 


 https://www.thebalance.com/best-payment-apps-4159058 - Accessed 26/01/21

In the report writer’s workplace when gathering personal information from customers she reads out this statement and is to then get the parent/ guardian to sign to say they consent to their data being taken and what it will be used for this is to protect the company. This information is then stored in a safe location. 

[image: ]
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Experienced parenting practitioner. Skilled in
delivering formal and informal parenting programmes,
supervising a team and child development. Focused
on business management and employability.

Flying Start - Vale of Galmorgan Training Association
Greater Cardiff Area

About /

| have worked with children and families for over 13 years. |
have worked in a variety of setting’s from childcare setting's,
to an integrated children's centre, to now working as part of
a large multi agency team with families in Cardiff. | deliver a
wide range of formal and informal Parenting Programmes. |
have an extensive list of training that | have attended and |
am always looking for ways to develop my knowledge and
skills.
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support and advice.
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A) Read aloud

Viruses and trojans

There’s always a risk of infecting your PC with viruses,
trojans and other malware. Here are some things you can
do to minimise this risk.

+ Make sure your virus checker is up to date. You should
scan your files regularly, especially if you have plugged
your mobile device into another computer. Back up your
files regularly.

« It's best not to open any files attached to an email from
an unknown, suspicious or untrustworthy source.

« If you're not sure about the content of attachments to
emails, don't open them — especially if the email has an
odd title or poor spelling or grammar.

« Delete chain and junk emails rather than forwarding or
replying to any of them.

* Be careful when downloading files from the internet.
Ensure that the source is a legitimate and reputable one.
It's better if an anti-virus program checks the files on
the download site. If in doubt, don't open, download, or
execute any files or email attachments.

Encryption

Encryption is the conversion of data into a form that
can't be easily accessed by unauthorised people. All
confidential, personal and sensitive data should be stored
securely, especially on laptops, tablets, USB sticks

and phones.

Password policy

The password and user name used to access your account
are the only two pieces of information required to see your
files and emails, so your password should be treated as
securely as any other piece of confidential information.

It must be at least 8 characters long and contain at least one
each of

« an uppercase character

« alowercase character

« anumber

It shouldn't contain your name or login code, family

names, pet names, car details or any other easily
identifiable information.

Protect your password at all times.

More information
To find out more go to the ‘information and IT" and ‘personal
information’ sections of the academic regulations and

student policies web page at
students.shu.ac.uk/regulations

Got any questions or concerns about your
IT security?

Contact IT Help, part of Information Systems and
Technology.

Phone 0114 225 3333
Email ithelp@shu.ac.uk

Sheffield
Hallam _
University

Staying safe
online





