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[bookmark: _Toc53417696]LAB 2 – PART 1
[bookmark: _Toc53417697]Screenshots
I used my PC to ping another person’s PC. 
The screenshot below showing that I pinged the same device twice to make sure that it was working. 
[image: ]
The second screenshot shows the results of the pinging. The screenshot shows the source which is my IP and then destination which is another person IP. 
[image: ]
The screenshot below shows my IP information
[image: ]
I clicked on the first result that the wire shock gave me. The screenshot below shows that. 
[image: ]
[bookmark: _Toc53417698]Reflection
[bookmark: _Toc53417699]Does the source MAC address match your PC interface?
Yes, it does match my PC interface. 
[bookmark: _Toc53417700]Does the destination MAC address in Wireshark match your team member MAC address?
Yes, it does
[bookmark: _Toc53417701]How is the MAC address of the pinged PC obtained by your PC?
I typed in the command PING. This command sends out packets from the PC, and it requests a reply from the pinged machine. It is ARP request.  ARP is a communication protocol which are used for MAC addresses. 
[bookmark: _Toc53417702]PART 2
[bookmark: _Toc53417703]Screenshots
WWW.yahoo.com
I pinged the website yahoo.com. 
Yahoo IP address is 87.248.100.215
[image: ]
[image: ]
Mac address for Yahoo
They all the same mac addresses
[bookmark: _Toc53417704]Cisco
Ip address for www.cisco.com
Mac address for www.cisco.com
They all the same mac addresses

[bookmark: _Toc53417705]google
Ip address for www.google.com
Mac address for www.google.com

[bookmark: _Toc53417706]Reflection
[bookmark: _Toc53417707]What is significant about this information?
The mac addresses are the same for all the three locations. 
[bookmark: _Toc53417708]How does this information differ from the local ping information you received in Part 1?
Part 1 was pinging local devices and then part 2 was pinging websites. The information is different due to the mac address being different. You can see the mac address on local devices. 
[bookmark: _Toc53417709]Why does Wireshark show the actual MAC  address of the local host, but not the actual MAC address?
They all the same mac addresses. mac addresses are to single LAN. It is public if it was on the same local then it would show.  This is because of protocols. There are all different kinds of them. TCP/UDP. It is a remote host and the other one is local. 18:35:d1:09:24:98

[bookmark: _Toc53417710]Part 3 
[bookmark: _Toc53417711]Screenshots
[image: ]
[image: ]



In this example, this PC host IP address is 192.168.1.147 and the default gateway has an IP address of 192.168.1.1. C:\> ipconfig /all 
Ethernet adapter Ethernet: 
Connection-specific DNS Suffix  . : 
Description . . . . . . . . . . . : Intel(R) 82579LM Gigabit Network Connection Physical Address. . . . . . . . . : F0-1F-AF-50-FD-C8 
DHCP Enabled. . . . . . . . . . . : Yes 
Autoconfiguration Enabled . . . . : Yes 
Link-local IPv6 Address . . . . . : fe80::58c5:45f2:7e5e:29c2%11(Preferred) 
IPv4 Address. . . . . . . . . . . : 192.168.1.147(Preferred) 
Subnet Mask . . . . . . . . . . . : 255.255.255.0 
Lease Obtained. . . . . . . . . . : Friday, September 6, 2019 11:08:36 AM 
Lease Expires . . . . . . . . . . : Saturday, September 7, 2019 11:08:36 AM 
Default Gateway . . . . . . . . . : 192.168.1.1 
DHCP Server . . . . . . . . . . . : 192.168.1.1 



















	Field 
	Value 
	Description 

	Preamble 
	Not 	shown 	in 
capture 
	This field contains synchronizing bits, processed by the NIC hardware. 

	Destination 
Address 
 
 
 
Source 
Address 
 
	Broadcast 
(ff:ff:ff:ff:ff:ff) 
 
 
 
Netgear_99:c5:72 
(30:46:9a:99:c5:72) 
	Layer 2 addresses for the frame. Each address is 48 bits long, or 6 octets, expressed as 12 hexadecimal digits, 	0-9,A-F. 
A common format is 12:34:56:78:9A:BC. 
The first six hex numbers indicate the manufacturer of the network interface card (NIC), the last six hex numbers are the serial number of the NIC. 
The destination address may be a broadcast, which contains all ones, or a unicast. The source address is always unicast. 

	Frame Type 
	0x0806 
	For Ethernet II frames, this field contains a hexadecimal value that is used to indicate the type of upper-layer protocol in the data field. There are numerous upper-layer protocols supported by Ethernet II. Two common frame types are these: 
Value        Description 
0x0800    IPv4 Protocol 
0x0806  Address Resolution Protocol (ARP) 

	Data 
	ARP 
	Contains the encapsulated upper-level protocol. The data field is between 46 – 1,500 bytes. 

	FCS 
	Not 	shown 	in 
capture 
	Frame Check Sequence, used by the NIC to identify errors during transmission. The value is computed by the sending device, encompassing frame addresses, type, and data field. It is verified by the receiver. 




[bookmark: _Toc53417712]Reflection – using example
[bookmark: _Toc53417713]What is significant about the contents of the destination address field?
The destination address field shows where the data needs to go. It is BC(Broadcast) address.  It is send to all the devices. It is host address.  
[bookmark: _Toc53417714]Why does the PC send out a broadcast ARP prior to sending the first ping request?
It needs to find out the MAC address before sending the first ping request, it request it before you can ping. So, it knows where the ping needs to go. 
[bookmark: _Toc53417715]What is the MAC address of the source in the first frame?
30:46:9a:99:c5:72
[bookmark: _Toc53417716]What is the Vendor ID (OUI) of the source NIC in the ARP reply?
Netgear_99
[bookmark: _Toc53417717]What portion of the MAC address is the OUI?
The first three of the mac addresses. It is spilt up into 3 so it would be 30:46:9a using the example.

[bookmark: _Toc53417718]What is the NIC serial number of the source?
99:c5:72


[bookmark: _Toc53417719]Part 4
[bookmark: _Toc53417720]What is the IP address of the PC default gateway?
Mine is 192.168.0.1
[image: ]
[image: ]
Pinged my default gateway







[bookmark: _Toc53417721]Reflection – mine 
The screenshot below shows the top, middle and bottom section
[image: ]
[bookmark: _Toc53417722]What is the MAC address of the PC NIC?
B4:2e:99:e2:14:db
What is the Default gateway’s MAC address?
18:35:d1:09:24:98
[image: ]
[bookmark: _Toc53417723]What type of frame is displayed?
IPV4
[image: ]
[bookmark: _Toc53417724]What is the source of address?
192.168.0.100
[bookmark: _Toc53417725]What is the destination IP address?
192.168.0.1
[bookmark: _Toc53417726]What do the last two highlight octets spell?
[image: ]
It spells “hi”
[bookmark: _Toc53417727]What device and MAC address is displayed as the destination address?
PC :  b4:2e:99:e2:14db – its reversed. 
[image: ]


[bookmark: _Toc53417728]Reflection - CISCO
[bookmark: _Toc53417729]In the first echo(ping) request frame, what are the source and destination MAC addresses?
B4:2e:99:e2:14:db
Destination: 18:35:d1:09:24:98


[image: ]
[image: ]
[bookmark: _Toc53417730]what are the source and destination IP addresses contained in the data field of the frame?
Source: 192.168.0.100
Destination:104.127.16.186

[bookmark: _Toc53417731]Compare these addresses to the addresses you received already. The only address that changed is the destination IP address. Why has the destination IP address changed, while the destination MAC address remained the same?
Layer 2 – frame header. It contains source and destination addresses. In a LAN source and destination mac address does not change. 

[bookmark: _Toc53417732]Wireshark does not display the preamble field of a frame header. What does the preamble contain?
The preamble field contains 8 bytes. Which are 1010 sequences. One octet signal makes it to 10101011. It’s too long. 

	Preamble 
	Destination Address 
	Source Address 
	Frame Type 
	Data 
	FCS 

	8 Bytes 
	6 Bytes 
	6 Bytes 
	2 
Bytes 
	46 	– 
1500 
Bytes 
	4 
Bytes 
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lam g RE Qes=TosEl@aaan

=S

o Tme Sorce Destraton ratocl _Lergth tno
{"7i)6.891280 192.165.0.100 87.24.100.215 ap 74 Echo (ping) request id=ox00¢
Trec1ca9s  57.05.100.215  192.163.0.100 100 73 Echo (ping) reply  ideax00s
s17.80393  192.168.6.100 57.245.100.215  T0P 78 Echo (ping) request id-ox000
527016123 87.268.100.215  192.165.0.100 100 73 Echo (ping) reply  ideax00s
105 8.096761  192.166.0.100 57.245.100.215  T0P 78 Echo (ping) request id-ox000
106 .020752  57.245.100.215  192.163.6.100 100 73 Echo (ping) reply  ideax00s
133 0008070 192.165.0.100 57.245.100.215  T0P 78 Echo (ping) request id-ox000
13400020778 57245100215 192.168.6.100 1P 73 Echo (ping) reply  ideaxo0s

Frame 71: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\NPF_{68183528-
Ethernet II, Src: Giga-Byt_e2:14:db (b4:2e:99:e2:14:db), Dst: ARRISGro_69:24:98 (18:
Internet Protocol Version 4, Src: 192.168.6.160, Dst: 87.248.168.215

Internet Control Message Protocol

15 35 d1 09 24 95 b4 2e 99 e2 14 db 03 00 45 00 5 5. . €
00 3c 95 99 00 00 50 01 27 4c CO aB 00 64 57 8 < Ledu
64 d7 05 00 42 cd 00 01 02 Be 61 62 63 64 65 66 d ) abedef

67 65 69 6a 6b 6c 6d 6e 6 70 71 72 73 74 75 76 ghijklmn oparstuv.
77 61 62 63 64 65 66 67 68 69 wabcdefg hi
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Frame 71: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\NPF_{68183528-8154-4A21-84E4-59A67DFD70E2}, id 6
v Ethernet II, Src: Giga-Byt_e: b (b4:2e:99; b), Dst: ARRISGro_69: (18:35:d1 )
Destination: ARRISGro_09:24:98 (15: 09:24:98)
Source: Giga-Byt_e2:14:db (b4:2e:99:e2:14:db)
Type: Ipva (exeao0)
¥ Internet Protocol Version 4, Src: 192.168.6.160, Dst: 87.248.160.215
0100 ... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS0, ECN: Not-ECT)
Total Length: 60
Identification: @x9599 (35297)
Flags: exoooe
Fragment offset: @
Tine to live: 128
Protocol: ICHP (1)
Header checksum: @x274c [validation disabled]
[Header checksum status: Unverified]

99 e2 14 db 08 00 45 00 €
3c 95 99 00 00 50 01 27 4c <0 a8 00 64 57 5 du
47 @8 00 4a cd 00 @1 02 Be 61 62 63 64 65 66 d---] abcdef
0030 67 68 69 6a 6b 6 6d 6e 6 70 71 72 73 74 75 76 ghijklmn oparstuv
040 77 61 62 63 64 65 66 67 68 69 wabcdefg hi
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thernet adapter Ethernet 5:

Connection-specific DNS Suffix
1Pv4 Address. AN 192.168.6.100
Subnet Mask . S ... ... .:255.255.255.8
Default Gateway . . . . . . . . . : 192.168.0.1
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284 13.495264  192.165.0.100 192.168.0.1 e 74 Echo (ping) request id=0x0001, seq=676/41986, ttl=128 (r..
255 13,4980 192.165.0.1 192.168.0.100 e 74 Echo (ping) reply  id=0x0001, seq=676/41986, ttl=64 (re..
333 14.498466  192.165.0.100 192.168.0.1 e 74 Echo (ping) request id=0x0001, seq=677/42242, tt1=128 (r-.
334 14500708 192.165.0.1 192.168.0.100 Tae 74 Echo (ping) reply  id=0x0001, seq=677/42242, ttl=64 (re..

.
:

tdb (b4:2e:99:
Destination: ARRISGro_09:24:98 (11 09:24:93)
Source: Giga-Byt_e2:14:db (b4:2e:99:e2:14:db)
Type: Ipva (exo300)

192.168.6.160, Dst: 192.168.6.1
0100 ... = Version: 4

. 0101 = Header Length: 20 bytes (5)

Differentiated Services Field: @xe0 (DSCP: CS0, ECN: Not-ECT)
Total Length: 60

Identification: @xb9a5 (47493)

Flags: 6x8000

:db), Dst: ARRISGro_09:

198 (18:35:d1:

Frame 126: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\NPF_{68183528-8154-4A21-84E4-59A67DFD76E2 A
v Ethernet II, Src: Giga-Byt_e2:

98)

15 35 d1 09 24 95 b4 2e 99 e2 14 db 03 00 45 00 5 5 . €
00 3c b9 85 00 00 50 01 FF 85 CO aB 00 64 <O aB < d
©0 01 23 00 4a b9 00 @1 02 a2 61 62 63 64 65 66 3 abedef

67 65 69 6a 6b 6c 6d 6e 6 70 71 72 73 74 75 76 ghijklmn oparstuv.
77 61 62 63 64 65 66 67 68 69 wabcdefg hi
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¥ Frame 126: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\NPF_{68183528-5154-4A21-84€4-59A67DFD70E2], id ©
Interface id: @ (\Device\NPF_{68183528-5154-4A21-B4E4-59A67DFDT0E2})
Encapsulation type: Ethernet (1)
Arrival Time: Oct 12, 2020 17:67:06.522155000 GMT Summer Time
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1602518826.522155000 seconds
[Time delta from previous captured frame: ©.006418000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 11.491445000 seconds]
126
74 bytes (592 bits)
: 74 bytes (592 bits)
False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip
[Coloring Rule Name: ICHP]
[Coloring Rule String: icmp || icmpvé]

cmp:data]
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v Internet Control Message Protocol

Type: & (Echo (ping) request)
Code: @

Checksum: @xdabd [correct]

[Checksum Status: Good]

Identifier (BE): 1 (exeeel)
Identifier (LE): 256 (exelee)
Sequence number (BE): 674 (ex02a2)
Sequence number (LE): 41474 (2xa202)
[Response frame: 127

v Data (32 bytes)
Data: 6162636465666763696a6b6C6d6e6F707172737475767761...
[Length: 32]

2000 18 35 dL 09 24 93 b4 2¢ 99 e2 14 db 03 00 45 00 5 5.

2010 00 3c b9 35 00 00 B0 01 Ff 85 CO aB 00 64 <O aB <

0020 00 01 03 00 4a b9 00 1 02 a2 61 62 63 64 65 66 3

0030 67 63 69 6a 6b 6c 6d 6 6F 70 71 72 73 74 75 76 ghijklmn oparstuv

0040 77 61 62 63 64 65 66 67 63 69 wabcdefg hi
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Ethernet IT, Src: Giga-Byt_e e2:14:db (b4:2e:99:€2:14:db), Dst: ARRISGro_09:24:98 (18:35:d1:09:24:98)
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Time. Source Destination Protocol  Length Info
19414331438 192.165.0.100 104.127.16.186 0P 74 Echo (ping) request i
195 14.350869  104.127.16.186 192.165.0.100 0P 74 Echo (ping) reply 1
205 15.334833  192.165.0.100 104.127.16.186 0P 74 Echo (ping) request i
206 15.353845  104.127.16.186 192.165.0.100 0P 74 Echo (ping) reply 1
217 16.337604  192.165.0.100 104.127.16.186 0P 74 Echo (ping) request i
215 16.353149  104.127.16.186 192.165.0.100 0P 74 Echo (ping) reply 1
23317.340834  192.165.0.100 104.127.16.186 0P 74 Echo (ping) request i
23417360892 104.127.16.186 192.165.0.100 0P 74 Echo (ping) reply 1

Frame 194: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\NPF_{6
Ethernet II, Src: Giga-Byt_e2:14:db ( 14:db), Dst: ARRISGro_69:24:98 (: 24:
ARRISGro_09:24:98 (18:35:d1:09:24:98)

ARRISGro_09:24:98 (18: 09:24:98)

Globally unique address (factory default)

Giga-Byt_e2:
Address: Giga-Byt_e2:14:db (b4:2e:99:e2:14:db)
L6 bit: Globally unique address (factory default)
= 16 bit: Individual address (unicast)
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/% DYTes on wire (934 Dits), /% Dytes captured (57 Dits) on intertace \Wevice\lrr_1502899.
Ethernet II, Src: Giga-Byt e2:14:db (b4:2e:99:e2:14:db), Dst: ARRISGro_09:24:98 (18:35:d1:09:24:98)
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= Command Prompt

pproximate round trip times in milli-seconds .20 e QQ Q&
Minimum = Sams, Maximum = 1 a iamp
hann
4623 47.093963  192.165.0.100 0.4 (ping) request 1d=0x0001, seq-15/4605, ttl=125 (reply in 4624)
f data 4624 47.094127  192.165.0.54 192.163.0.100 (ping) reply  id-0x0001, seq-18/4605, ttl=12 (request in 4623)
time<ins 4633 43.095552  192.165.0.100 192.165.0.84 (ping) request 1id-ex0001, seq-19/4364, (reply in 4634)
time<im 4634 43.095774  192.165.0.54 192.16.0.100 (ping) reply  id=ex0001, seq-19/4364, (request in 4633)
timecins 4544 49.097849  192.165.0.100 192.163.0.84 (ping) request 1id-ex0001, seq=20/5120, (reply in 4545)
4645 49.098046  192.165.0.54 192.163.0.100 (ping) reply  id=ex0001, seq=20/5120, (request in 4644)
4546 50.100060  192.165.0.100 192.163.0.84 (ping) request 1id-ex0001, seq=21/5376, (reply in 4647)
4547 50.100203  192.165.0.54 192.163.0.100 (ping) reply  id=0x0001, seq=21/5376, ttl=128 (request in 4646)
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Ethernet adapter Ethernet 5:

Connection-specific DNS Suffix
1Pv4 Address. AN 192.168.6.100
Subnet Mask . S ... ... .:255.255.255.8
Default Gateway . . . . . . . . . : 192.168.6.1
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 Frame 4623: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\NPF_{68183525-5154-4A21-84E4-59A67DFD70E2}, id O
Interface id: © (\Device\NPF_{68183528-8154-4A21-B4E4-59A67DFDT0E2})
Encapsulation type: Ethernet (1)
Arrival Time: Oct 8, 2020 19:57:08.919830000 GMT Summer Time
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1602183428.919830000 seconds
[Time delta from previous captured frame: 0.418954000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 47.093963000 seconds]
Frame 4623
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:
[Coloring Rule Name: ICHP]
[Coloring Rule String: icmp || icmpvé]
¢ Ethernet IT. Src: Giga-Bvt e2:14:db (b4:2e:99:e2:14:db). Dst: ASUSTekC 1b:3a:S6 (04:d9:f5:1b:3a:56)

+icnp:data)

222 04 d9 75 1b 3a 56 b4 2¢ 99 e2 14 db 06 00 45 00 . €
212 @0 3c 40 4e 00 00 50 01 75 6a CO aB 00 64 CO aB <@~ xj<--d
220 00 54 08 00 4d 49 00 @1 00 12 61 62 63 64 65 66  T--MI-- --abcdef
230 67 68 69 6a 6b 6c 6d 62 6F 70 71 72 73 74 75 76 ghijklmn opgrstuv
242 77 61 62 63 64 65 66 67 68 69 wabcdefg hi
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:\Users\shann>ping ww.yahoo.com

Pinging new-fp-shed.ugl.b.yahoo.com [87.248.100.215] with 32 bytes of data:
Reply from 87.248.100.21:
Reply from 87.248.100.21:
Reply from 87.248.100.21:
Reply from 87.248.100.21:

bytes-32
bytes-32
bytes=32 time=22ms TTL=54

Ping statistics for 87.248.100.215:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:
Minimum = 21ms, Maximum = 25ms, Average = 23ms





