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[bookmark: _Toc59120522]Introduction
A lot has changed regarding computer networks over the years. For example, gone are the days of having a network manager on site all the time, and therefore a lot of downtime if an engineer was unavailable to fix the issue. Networking has become a lot more software-based over the years, mainly using the cloud to allow an engineer to view how the network is performing, as well as troubleshoot problems which have arisen within a network.
In addition to this, a lot more people and businesses use the cloud a lot more, whether it be for storage, email or hosting a website. In this assignment, I will be looking at statistics regarding cloud computing and how much it has impacted the computing industry, as well as the world.
In this assignment, I will be writing about how computer networking has moved towards being more software-based, and how cloud computing has been used to achieve this. 
As well as this, I will be writing about how moving to cloud computing has impacted the industry, and how job roles have had to change to be able to meet the technical challenges that the cloud makes them face. 
I will also be writing about REST and RESTful web services, and how they have been used to facilitate changes, as well as why they have been selected for the purpose, and whilst doing so considering interoperability of the REST and json standards.


[bookmark: _Toc59120523]Firstly, what is cloud computing?
There are three types of cloud computing. They are as follows: (1)
· Software as a Service (SaaS)
· Infrastructure as a Service (IaaS)
· Platform as a Service (PaaS)
Software as a Service (SaaS) allows users to use cloud-based apps via the Internet. Examples of these are email, calendars, and online office tools (Such as Office365). An advantage of using this is that data can be managed and accessed from anywhere through almost any internet-enabled device. As well as this, data is stored elsewhere meaning that no data is lost if an issue arises with a device. (2)
Infrastructure as a Service (IaaS) is a cloud-based computing infrastructure which can be created, supplied, and managed through the cloud, via an internet-enabled device. In business, IaaS is typically used in testing and development, so environments can quickly be set up and dismantled meaning new ideas can be brought to consumers faster, as well as storage and website hosting. (3)
Platform as a Service (PaaS) allows for a complete development and deployment environment in the cloud and allows users to deliver applications. Resources are purchased through a provider on a pay-as-you-go basis and then accessed over the Internet. Both IaaS and PaaS include servers, storage, and networking, however PaaS also includes middleware, development tools, systems for database management and more. (4)
[bookmark: _Toc59120524]What impact has cloud computing had on the world?
Cloud computing, and the use of cloud services in general has had a massive impact over the last number of years. People are using cloud storage now more than they ever have as the USB stick becomes a thing of the past, mainly because of the convenience of the cloud storage concept, as well as less risk of data loss occurring. 
Companies are also using cloud computing now more than ever during the COVID-19 pandemic, as there is a massive shift towards home working. Employees may use their own devices, or company provided devices to access shared storage over the cloud, as well as company software which may be accessible via the cloud. 
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77% of enterprises had all or part of at least one application in the cloud as of 2018. According to Forbes, in the next 12 months between 2018 and 2019, 15% of enterprises were planning to follow suit within. (5)
In 2017, demand for cloud computing services grew by 18%. Implementing cloud computing into businesses brought almost $250 billion in revenue across the world in 2017, an increase of around $50 billion from the year before. (6)
Amazon Web Services (AWS) was the most popular cloud platform as of 2018. 80% of businesses were running their services using AWS or were planning to do so. Microsoft Azure came in second in the poll, and Google Cloud came in third. (7)
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[bookmark: _Toc59120527]First of all, what does it mean?
Cloud networking is made possible by Software Defined Networking (Or SDN for short) technology, where network switches and access devices such as routers can be virtualised and turned into software running on a white box. These can then be deployed over a wider area as shared, virtualised resources in a cloud network.
The conceptual difference between a traditional network and SDN is that in a traditional network, the controlling plane is placed on top of the forwarding plane in each device. Each switch makes a decision based on the information gathered from a neighbouring device when moving packets. The Even though network information is shared among devices, the decisions in the network are made by each individual device which could increase the overall complexity as well as the unpredictability of the network’s behaviour.
SDN centralises the control plane on the devices into a software controller, which can observe the entire network. Information is centrally gathered and therefore, the controller can make more straightforward decisions and deploy them onto devices efficiently. This control logic can be easily programmable in the controller and can send control packets to the switches by using SDN protocols. Therefore, network behaviour becomes customisable depending on what the goal and purpose of the network is.
This is quite a basic concept – Fewer devices are installed in the office, and more functions are pushed onto the cloud. This concept is being used to create a wide range of networking products including branch routers and firewalls. (8)
SDN brings massive benefits to cloud computing as it can adapt to workloads which may change, and as mentioned above, also allows control planes to be programmed. It also brings security enhancements and the ability for network virtualisation. SDN controllers can monitor an entire network, and therefore many projects such as researching bandwidth allocation, traffic consolidation and dynamic configuration have been conducted to improve quality of service as well as energy efficiency. 
By using this type of technology, all network management features as well as security, connectivity and control are all cloud-based and offered as services. (9)
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Of course, many people and businesses are going to adapt to SDN because of the many benefits that it has over traditional networks, especially as management of the network is much easier and could be cheaper if this approach is taken.
Using SDN and cloud computing to virtualise a network means that network management can be centralised as the network administrator(s) will be able to access and manage the network through a singular device, whether they need to access a physical device, or a virtual one. 
It also means that administrators no longer need to go from device to device and make changes, but instead they can make changes more efficiently through the centralised control software. Many configurations such as updates and network policy changes, for example, can happen this way. This may however result in less jobs as less staff are required due to jobs being completed quicker. (10)
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[bookmark: _Toc59120530]What is a RESTful Web Service?
A RESTful web service, or Application Program Interface (API) uses HTTP requests to access and use data. This data can be used for four things – to GET, PUT, POST and DELETE data types. This is the equivalent to reading, updating, creating, and deleting resources, respectively. An API allows for two software programs to communicate with each other. The API spells the right way for a developer to write a program which requests services from another application. 
An example of a RESTful web service is when a person is searching for an item online, the search bar is actually a RESTful web service which searches the database of the website for the item that the user wants to buy.
Another example is when somebody puts a post on Facebook, a POST command will be used to post something to someone’s timeline. GET will be used when looking for posts to put on a user’s timeline, PUT will be used when editing posts and DELETE of course will be used when a user wishes to delete a post.
A RESTful API will break down a transaction into a series of smaller parts. Each of these parts addresses an underlying task for the transaction. This ensures a lot of flexibility for the developers, but it makes it difficult for an API to be created from scratch. At the moment, Amazon S3 and Openstack Swift are the most popular for providing modals for developers to use. Companies that use REST APIs include Amazon, Google, and Twitter. (11)
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As mentioned above, many types of program and website, especially SaaS services use RESTful web services to be able to provide their service to users. For example, Google use these web services to be able to provide their Drive and Gmail services to consumers. A RESTful API may be used to display a person’s emails, access files that are saved on the cloud, send emails, and edit files. 
Using web-based APIs is a more logical solution as it enables users to remotely access and consume data processing services. They are essential as businesses need to ensure they keep up with the times, and this has been proven as people are using these APIs when working from home without even realising it. 
To properly execute the use of cloud working and the use of APIs however, the network management staff should know the finer details about cloud computing as well as use cases and reasons for using the cloud and/or APIs in business and work.
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The simplest use case for REST is as mentioned above, a web application with a client updating and retrieving information that is based on a server. Examples of this are Cisco ACI or VMWare NSX, as each time an object is created in these programs, the client sends a request to a server’s REST interface.
A more advanced use for this is for communication between software components in a networking environment. An example of this is in OpenStack, when a new VM is created, a request is sent to a REST API interface to allocate an IP address as well as a port for that virtual machine. (12)
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[bookmark: _Toc59120534]Why is JSON used?
There are many advantages to using JSON over any other syntax. One of these is that JSON is overall faster to use. Data is parsed easily due to the low amount of syntax used, and data is executed faster. 
As well as this, JSON is supported by a lot of browsers as well as operating systems, meaning that coding using JSON does not require much effort to ensure compatibility with browsers and operating systems.
Finally, JSON is one of the best ways to share data, whether that be text, audio, or video. JSON stores data in arrays which makes data transfer a lot easier. This is the reason why JSON is used for creating APIs (Such as when using REST) and web development. (13)
[bookmark: _Toc59120535]Why is REST used?
REST is used with JSON as an easier way to be able to complete tasks using APIs. The four main commands mentioned above – GET, PUT, POST and DELETE are used via JSON to change records.
REST uses HTTP requests to complete these tasks. Using HTTP allows for these different protocols to be used when communication occurs between the client and the server. 
JSON is interoperable with REST as the JSON format can be used for sending and requesting data via a REST API. Requests will be sent, and responses will be sent back both using the JSON format. An object in JSON looks like a JavaScript Object (As JSON stands for JavaScript Object Notation). When writing an object, each property and value will look something like this: (14)
{
  "property1": "value1",
  "property2": "value2",
  "property3": "value3"
}
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