Ransomware - the Cryptowall Trojan

Introduction
This report intends to briefly explain what virus’ and trojans are, how they can infiltrate it systems and the damage they can do. It will focus on the Cyptowall trojan and how this could potentially affect your business and give recommendations on how these cyber-attacks can be prevented or mitigated. 
What is malware?
AVG describe the term malware as the following “the term malware is a contraction of malicious software. Put simply, malware is any piece of software that was written with the intent of doing harm to data, devices or to people.” Malware is a term used to describe malicious software. It is software that is usually designed to damage, disrupt or gain unauthorized access to IT systems. It is often categorized depending on what is does and how it gains access to your IT system. Below is a list of the most common types of malware but it in by no means exhaustive.  [1]
Virus
Computer virus’ act in a similar way to a biological virus by attaching themselves to clean files on your computer system and then infect other clean files spreading uncontrollably with the aim of disabling your system, corrupting files or deleting files. [1]
Trojan
Trojan tend to disguise themselves as legitimate software’s or hide within tampered legitimate software. They normally act discretely in the background and try to create backdoors in your computers security to allow other types of malware in.  [1]
Ransomware
Ransomware is another type of malware. This kind of malware often causes some sort of damage or disruption to your system until a ransom is paid to the owner of the ransomware.  This is defined by Oxford Dictionary as “A type of malicious software designed to block access to a computer system until a sum of money is paid.” [2] Ransomware incidents now make up around 40% of all reported malware incidents. It usually encrypts your data asking for a ransom in order to release the decryption key
The Crytowall Trojan
Cryptowall is a type of ransomware, and it was first created and used around 2014. Since its creation, cryptowall ransomware has been responsible for “an estimated US $325 million in damages” [3] according to the Cyber Threat Alliance. Cryptowall has updated several times to try and make it even harder to detect and remove from an infected computer. 
What does it do?
Cryptowall is an advanced from of ransomware, it will encrypt your files and ask you to pay for a key, but it will also hide inside the OS of your computer. It will also make it very difficult for you to restore previous versions of your files. Ultimately it will make your files useless until you fork out the ransom for the decryption key, but there is always risk that once the ransom is paid the decryption key will not be released. [4]
How does it affect you?
Cryptowall is a lucrative wide-reaching ransomware that has to potential to infect almost any computer. Cryptowall version 3 has was mainly distributed in two ways:
· Two thirds via phishing email
· One third via exploit kits
The phishing emails normally look fairly innocent and normally contain words common to everyday business emails. Regarding the exploit kits, the Angler Exploit Kit was predominantly used to distribute cryptowall. Angler has the ability to inject cryptowall directly into the memory of a victims machine. [3]
How can you prevent attacks?
1. As previously stated, the main vessel for attack is the phishing email so email security is paramount. Opening attachments from unknown senders should always be avoided at the very least. [5]
2. Education – Teach employees what to do if they suspect an attack, this could simply be disconnect from the network and contact IT to inform them. [5]
3. Keep you machine up to date. Attackers make use of known vulnerabilities so make sure you keep this risk to a minimum by updating your OS. [4]
4. Use an anti-virus scanner. These will quarantine know malware programs and prevent them from executing. [4]
5. Backup your files. Always backup your files to a place other than the machine itself, this is not only good practice for ransomware but hardrive failure too! 
Conclusion
[bookmark: _GoBack]All types of malware have to potential to cause damage and loss to company files but ransomware in particular 
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