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[bookmark: _Toc40187064]Design and Implementation of Smart Home
[bookmark: _Toc40187065]Abstract: This report delves into the smart technologies that are available on the market for every-day use at home and critically analyses the quality of cyber-security measures implemented, and what issues can occur with such devices. 
[bookmark: _Toc40187066]Background: 
	The Internet of Things (IOT) was first somewhat dreamt about as early as the 1800’s – technology has been providing us with means of ‘direct communications since the telegraph’ which was first developed between ‘1830s/1840’s’ and the very first ‘wireless’ communication through technology took place on the ‘3rd of June 1990’ [1] and ever since, technology has continued to develop, so much so we are now in a ‘smart’ world. 
	 Nowadays, when the term IOT is used it is referring to a world in which billions of devices throughout the entirety of the world are able to ‘’talk’’ amongst each-other, they are ‘smart’ devices – a good example of this is being able to ‘cast’ on YouTube from your phone to your Smart television, or using the ‘Hive’ app to turn your central heating on/off even if you’re miles away from your home. Technology has advanced immensely over the last decade or so and has had such a positive influence on many lives, however whilst it has proven to be a good asset, there are also some issues which need to be thought about when using such devices. 
[bookmark: _Toc40187067]So, what kind of ‘smart’ devices are there and are there any risks?
	In the fine year of 2014, Amazon launched its breakthrough product – the Amazon Echo, and in 2015 was combined with the popular Alexa to become a highly popular product all around the world.  According to TechCrunch, as of early January 2019 over ‘100 million Alexa devices’ [2] were sold – the figure now obsolete, and the amount of devices sold has likely to risen to a much higher number. The question is, why are these Alexa devices so popular?
	The Amazon Echo, to many, can be incredibly liberating and can change one’s quality of life. Having researched the features of the product, it was found that the Echo can perform many tasks, such as: 
· Control any connected lights – turning lights on/off, dimming lights, or even changing the colour of the light simply by saying ‘’Alexa, turn the living room light pink!’’
· Controlling connected plugs – turning things such as a lamp on or off, or turning the fan on, to even instructing it to turn the toaster on
· Controlling connected thermostats - asking for the temperature to be increased/decreased, or even ask the current temperature within the home 
· Controlling cameras – turning a camera on or off, watching a live feed of the nursery camera or the front door [3]
The Echo does have many other features such as completing shopping lists or playing music – and whilst these features are very convenient, what are the security issues? Apparently, those who use the Echo could be open to a ‘number of Wi-Fi vulnerabilities’ – it seems that it may make such devices much more vulnerable to a ‘Key Reinstallation Attack’ more commonly known as KRACK. [4] Many Echo devices are still operating on WPA2 rather than WPA2-PSK, and the issue with WPA2 is that it only requires the ‘four way hand-shake sequence’ upon the initial connection, but does not require this type of encryption when reconnecting, meaning that ‘only the third part of the four-way handshake needs to be retransmitted’ [4] so, when the Echo reconnects to the network, it will sometimes resend this third part of the handshake multiple times to ensure that the connection is able to succeed – this can be exploited. Any attacker can then essentially ‘clone’ the Wi-Fi network and can force the device to connect to the clone rather than the actual network, meaning that any activity between the user and the Echo has been intercepted and a ‘man in the middle’ is able to gather all the data – each time the user accepts the connection request, ‘small pieces of data are decrypted’ and thereon an attacker can crack the encryption key and obtain all data. 
	Many people rely on devices such as Smart IP Cameras as a way to monitor their home, from setting up cameras in the nursery to their garage, it is a ‘great’ way to always keep your home under surveillance, it connects to your LAN usually through Wi-Fi, and you can access the live feed on your smart phone, tablet, or even your smart TV. 
	Whilst these types of cameras do have their benefits, there are some proven issues. Having read an article published by ‘IT Pro Portal’, it was found that Bitdefender (a global-scale cyber security software developer) had conducted research into multiple ‘smart’ cameras and found roughly several vulnerabilities. Devices such as ‘Keekon KK005’, ‘Tenvis TH661’, ‘Reolink C1 Pro’, and then ‘Geenker HD IP Camera’ were analysed and many issues were found. In most cases it seemed as though the primary vulnerability lied within the devices firmware – the Tenvis product is highly vulnerable to ‘authentication bypass vulnerabilities’ which essentially allows invaders to control devices, ‘decommission’ them and in many cases use them as ‘espionage tools’. [6] The Reolink device also had issues with firmware, however the primary issue with device was that the firmware allowed ‘threat actors to remotely tap into them’ [6] – attackers who exploited this issue would be able to obtain both Wi-Fi and email credentials – thus, the attacker would be able to collect inject commands and be able to completely bypass the Wi-Fi authentication process, meaning that the attacker can obtain the users sensitive data. Unfortunately for the Geenker device, Bitdefender found that had a major flaw – a system backdoor, all credentials were ‘hardcoded over Telnet’ and it was also found that it had ‘a number of buffer over-flow vulnerabilities’ [6] which essentially means that commands can be executed from a remote location – joined with this, the attacker would be able to access the camera settings.
 The worst device was the Keekon KK005 which unfortunately is vulnerable to multiple attacks which include ‘LAN Backdoors, authentication bypass, multiple stack overflows, and command injection/ hidden command execution forms. [6] These types of attacks can be giant flaws that can not only put the user’s network at risk, but also the users themselves – and whilst they can be incredibly useful, the user must consider ‘’is this device worth it?’’.
‘Securing’ the home using technology has become more popular – just like convenience devices, and that includes doorbells. The Ring Video doorbell has reinvented the world of doorbells – connecting to the Wi-Fi in the home, so long as you download its partner app, you’re able to see a live feed of your doorbell camera and be able to converse with the person outside of your home… not only that, but it notifies you whenever someone has pressed the ring button, or if it detects any motion by your front door! Ring is convenience at its finest – but does it have security issues? The answer to that question is… yes. An investigation was conducted on how secure the Ring doorbell really is – and the first flaw that was found was incredibly simple, users were simply not notified whenever a 3rd party attempted to sign into the device – it did not notify of successful or unsuccessful attempts to sign in. According to the investigation, ‘once people are logged into the Ring app, they were able to access an array of information’ [7], which does include the footage from the camera, Wi-Fi details, and private information such as the users address; one attackers are able to obtain such information, infiltrating the home network and obtaining even more private data and using it for malicious reasons becomes incredibly easy. Joined with its inability to notify of sign in attempts, the Ring device also does not limit the amount of incorrect sign-in attempts – it also does not provide the user with the ability to cap the number. Ring does, however, allow two-factor authentication (2FA), however it was also found that once one had signed in, logging in again would not be necessary even if the app is exited. Joined with this, should the user have changed their password for any reason, the system failed to log all other devices out of the account, which defeats a lot of the purpose of changing the password. 
[bookmark: _Toc40187068]Other Issues 
There are, of course, many other smart devices on the market which improve the quality of a person’s life immensely – they can allow you to complete many tasks as fast, and efficiently as possible, such as being able to turn the lights off just by speaking, or asking Alexa do to do your weekly shop, or order that specific thing you needed; smart technology can be great! However, as discussed above it can come with many flaws! Many devices can fall victim to a multitude of different attacks, some of those include: 
i. Hijacking – this is when the attacker is able resume full control of the device, without knowledge of cyber-security, these types of attacks can be rather hard to detect. Once one device on the network has been compromised, all other devices on the network can be too. 
ii. Distributed Denial of Service Attacks (DDOS) – this is when the attacker floods the device with an overload of requests – meaning that it is flooded 
iii. Permanent Denial of Service Attacks (PDOS) – this is when the attacker damages the device so badly that it no longer works on the hardware currently installed and needs a complete re-installation – sometimes this is done using software that can exploit ‘hard-coded passwords on IOT devices’, and another example would be ‘sending fake data to thermostats in an attempt to cause irreplaceable damage through extreme overheating’. [8]
iv. Data/identity Theft – when the attacker can obtain private information of the user, and uses that information to act as that person, which can be purchasing products to attempting to complete criminal activity 
v. Man-In-The Middle Attacks – the ‘middleman’ can spoof or interrupt the connection between one device and another – and are able to collect data and use it in a multitude of ways. 

[bookmark: _Toc40187069]Conclusion 
	To conclude, it is important to recognise that no matter how useful a product may be, or how it may  help in many ways with security and even in every-day life, each piece of technology does have its flaws and if there are ways in which an attacker can carry out their malicious actions, they will exploit those vulnerabilities to the best of their ability. The user can help reduce the likelihood chances of their devices being infiltrated/affected by researching some good ways to secure at-home smart devices, and implementing some of those good methods, a good way to start would be to use a secure password, such as ‘RnazjsgHSJ123!@’ whilst it can be complicated, trying to crack a password such as that by basic form such as brute force reduces the chances! It is also important that companies start looking at cyber security in a much more serious manner to reduce the risks. 
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