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[bookmark: _hrxsy9n2yzb3]Abstract
The expansion of the attack surface for logistics companies all over the world due to digital transformation has left them open to data breaches, regulatory violations and damage to their reputations. In this report, AeroLink Logistics (ALL) is analyzed. Because of its excessive reliance on IaaS and SaaS solutions, unmanaged remote access devices and immature governance architecture, ALL has experienced several breaches of its customers’ shipping data and personally identifiable information. The NIST Cybersecurity Framework (CSF) 2.0, ISO/IEC 27001:2022, COBIT 2019 and ITIL 4 are used in this report to analyze various existing governance models in the field of cybersecurity and develop an integrated, risk-based approach relevant to AeroLink Logistics.  The framework covers governance and strategic planning, legal and ethical compliance, design of security policies, risk assessments, continuity planning, access control and involvement of suppliers/SLA management. The report concludes by arguing that continuous regulatory and standards updating is not an administrative burden but a strategic necessity given the pace of technological and threat evolution. All assumptions concerning ALL's size, maturity and regulatory exposure are explicitly stated to contextualise the recommendations.
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[bookmark: _olzz6t7w4u9j]1. Introduction
Cloud computing, the Internet of Things (IoT) and artificial intelligence (AI) have reshaped how logistics organisations operate, but they have simultaneously multiplied the pathways through which data can be exposed [2]. For AeroLink Logistics (ALL), a company that outsources approximately 88% of its IT infrastructure and permits remote access from unmanaged devices across multiple time zones, this expanded attack surface has already materialised as repeated breaches of client shipment data and customer PII. The absence of a unified security framework, a centralised risk management process and a formal compliance audit regime against standards such as the General Data Protection Regulation (GDPR) or ISO/IEC 27001 indicates a low security governance maturity level.
This report responds to the assignment brief in two parts. First, it researches and critically compares established IT security frameworks and models: ITIL, the NIST Cybersecurity Framework, COBIT 2019 and the ISO/IEC 27000 series, evaluating their applicability to a distributed, vendor-dependent logistics environment. Second, it uses these insights to design a bespoke security, governance and compliance approach for ALL, before critically discussing why continuous regulatory and standards updating constitutes good practice in the context of emerging technology, evolving threats and global compliance demands.
[bookmark: _of96ayewgmpw]2. Research into Security Frameworks and Models
[bookmark: _p416qsv1jw0h]2.1 NIST Cybersecurity Framework (CSF) 2.0
NIST CSF 2.0 defines a classification of security results that can be utilized across industries and maturity phases. The new “Govern” function stands alongside Identify, Protect, Detect, Respond and Recover [3]. This function addresses the fundamental problem of ALL - lack of governance coordination, and not just a technical issue. However, the approach of CSF also has its major shortcoming: its outcome-based format is that while it lists the desired results, it does not provide a roadmap for the implementation of the strategy and gives little guidance on the accountability of suppliers [3].
[bookmark: _2dxsu9bt84q9]2.2 ISO/IEC 27001:2022 and the ISO/IEC 27000 Series
ISO/IEC 27001:2022 specifies the requirement for having a formal Information Security Management System (ISMS) that is implemented through 93 Annex A controls that cut across organizational, staff, physical and technical domains, and have the systematic means of conducting risk assessments [4]. The core advantage of ISO/IEC 27001:2022 is certifiability, as it provides clients of ALL and regulators with auditable assurance after the reputation loss already incurred. Its disadvantage is inflexibility, as a compliance-oriented standard management system is rather slow in issuing updates, thus offering only general risk recommendations rather than technology-specific controls that are necessary for a cloud or IoT-focused company [5]. ISO/IEC 27036 is needed in this connection because of ALL’s 88% outsourced footprint [6].
[bookmark: _z43uekep8yub]2.3 COBIT 2019
COBIT 2019 is a governance-of-enterprise-IT framework built on five principles, including strict separation of governance from management, configured through 40 objectives and 11 organisation-specific design factors, notably “sourcing model” and “threat landscape” [8]. This makes COBIT uniquely capable of formally allocating governance accountability between ALL and its IaaS/SaaS vendors. Its limitation is operational: COBIT deliberately avoids prescribing technical controls, meaning it cannot by itself reduce ALL's exposure to unmanaged-device or IoT vulnerabilities [5].
[bookmark: _3rnyg6h7ycoh]2.4 ITIL 4
ITIL 4 reorganises IT service management around a Service Value System encompassing 34 practices, including Information Security, Availability, Continuity and Supplier Management [9]. Its strength is service-delivery integration it is the only framework of the four that natively manages day-to-day supplier and SLA performance. Its limitation is that it is not a security or governance framework in the strict sense; ITIL treats security as one service practice among many, with no independent risk-assessment methodology or compliance certification.
[bookmark: _oxlpelooqadx]2.5 Comparative Assessment
No single framework satisfies ALL's combined governance, compliance and outsourcing requirements, because each was designed to solve a different layer of the same problem. COBIT answers the governance question of who is accountable and how sourcing risk is formally owned but cannot itself specify controls. ISO/IEC 27001 answers the assurance question: what certifiable management system proves due diligence to regulators and clients but updates slowly relative to emerging technology and offers limited operational granularity. NIST CSF 2.0 answers the operational risk question: how are outcomes continuously identified, protected, detected, responded to and recovered, but lacks a certification mechanism and independent authority to enforce governance decisions. ITIL 4 answers the service-delivery question of how are the numerous outsourced IaaS/SaaS relationships coordinated day-to-day but is not a security framework and cannot assess risk independently.
This complementary nature, rather than redundancy, is backed by research in comparison showing that companies are integrating governance, management systems, and operational risk frameworks rather than using just one of them [5]. In particular, if ALL relies only on ISO 27001, it can get certified but ignores specific risks due to AI/IoT implementation. If it relies on NIST CSF, it makes operational improvements but does not solve the vendor governance issue. If it works with COBIT, it clearly understands who is accountable but cannot get certified. If it implements only ITIL, it coordinates various suppliers, but has no risk/compliance basis. Thus, they create a non-substitutable layered system – COBIT (governance) – ISO/IEC 27001 (assurance) – NIST CSF (operational risk) – ITIL (service delivery), which allows restructuring for integrated design described in Section 4.
Table 1: Framework Comparison (Source: Self-Illustrated)
	Criterion
	NIST CSF 2.0
	ISO/IEC 27001:2022
	COBIT 2019
	ITIL 4

	Governance orientation
	Strong (Govern function)
	Moderate
	Very strong
	Weak

	Operational prescriptiveness
	Moderate
	High (93 Annex A controls)
	Low
	High (service delivery)

	Vendor/supply-chain applicability
	Moderate
	Strong (with ISO 27036)
	Strong (sourcing design factor)
	Strongest (Supplier Mgmt practice)

	Certification value
	None
	High (auditable)
	None (maturity only)
	None

	Role in ALL's architecture
	Operational risk  and monitoring
	Certifiable assurance baseline
	Governance and accountability
	Vendor/service coordination



[bookmark: _t1l1g37az98a]3. Assumptions
The following are stated as explicit planning assumptions, not empirical facts about ALL, to bound the scope of the design that follows:
· ALL is assumed to be a medium-to-large multinational enterprise with sufficient budget for a dedicated security function but not unconstrained capital expenditure.
· ALL's security governance maturity is assumed, for planning purposes only, to be low (broadly consistent with an ad hoc/repeatable CMMI-style profile), reflecting the case scenario's description of an absent unified framework; this is a working assumption to size the recommended intervention, not a measured maturity score.
· ALL is assumed to operate across the UK/EU and other jurisdictions, creating potential exposure to the UK GDPR/DPA 2018, the EU GDPR, and the NIS2 Directive.
· Existing technology is assumed to be a heterogeneous, multi-cloud IaaS/SaaS estate with IoT and AI tools procured without formal security-by-design review.
· A phased 12-24-month transformation budget is assumed, rather than a single “big bang” implementation.
· No CISO or DPO is assumed to exist currently; both are proposed as new appointments.
[bookmark: _78vuer2q7tvn]4. Proposed Security, Governance and Compliance Framework for ALL
[bookmark: _u7fsln1af1yz]4.1 Governance and Strategic Planning for Security
Governance failure is demonstrated in this case scenario, indicating that the problem is related to governance rather than technology. To be effective, governance should have responsibility at the board level, documented risk appetite, and a system to implement the strategy [10]. According to COBIT 2019 and its separation between governance and management, this model involves the creation of a Security Steering Committee headed by a new CISO who reports to the Board and has representatives from the IT department, legal/compliance and procurement departments, and regional operations. It operates under the governance function described in NIST CSF 2.0 [3]
Table 2: Proposed Governance Structure (Source: Self-Illustrated)
	Level
	Body
	Responsibility
	KPI

	Strategic
	Board
	Approves risk appetite
	Quarterly risk review (Y/N)

	Governance
	Security Steering Committee
	Policy & accountability
	% policies reviewed/12mo

	Operational
	DPO (subject to scoping)
	Data-protection compliance
	% DPIAs completed

	Operational
	Vendor Risk Office
	Third-party governance
	% Tier 1 vendors audited


[bookmark: _9m1w05nqz6gx]4.2 Compliance: Laws and Ethics
ALL's risk of being non-compliant is dictated by the type of data processing that it engages in rather than by its size as a business, with the need for compliance being conditional. The UK GDPR/DPA 2018 and the EU GDPR stipulate that a Data Protection Officer (DPO) is needed only when the entity deals with large-scale systematic monitoring of individuals or large-scale processing of personal data from sensitive categories [11]. Due to the IoT tracking that ALL undertakes as well as its processing of PII data, the recommendation for appointing a DPO is given, even if its use is not being mandated by law. Likewise, Data Protection Impact Assessment (DPIA) is obligatory only in relation to processing likely to cause a high risk to the individuals [11], which may be true for ALL regarding its AI-driven technologies, but each particular activity should be reviewed individually. Non-compliance with GDPR may lead to penalties of up to £17.5 million or €20 million or 4% of the total turnover of the business [13].
Where ALL's digital infrastructure or logistics operations meet NIS2's sector and size thresholds, it may be classified as an “essential” or “important” entity, triggering risk-management, incident-reporting and board-accountability obligations, with penalties differentiated by classification (up to €10m/2% turnover for important entities; higher for essential entities) [15]; applicability requires a formal threshold review rather than assumption. ALL’s AI-driven logistics analytics should likewise not be presumed “high-risk” under the EU AI Act (Regulation (EU) 2024/1689); classification depends on matching the specific use case against Annex III criteria, and a documented AI-system classification exercise is recommended before compliance obligations are scoped [12].
Ethically, the (ISC)² Code of Ethics and the Computer Ethics Institute's principles provide a professional baseline emphasising honesty, competence and respect for data subjects. Legal compliance (the “floor”) should be distinguished from ethical stewardship (the “ceiling”), particularly regarding AI-driven customer profiling and any future data-monetisation decisions.
[bookmark: _8krxw6rbogdt]4.3 Security Policies and Procedures
A tiered architecture is proposed: (1) a Board-approved Information Security Policy; (2) domain standards for access control, encryption, acceptable use and vendor security; (3) operational procedures. Unmanaged remote devices should be brought under Mobile Device Management and an Acceptable Use Policy before network access is granted.
[bookmark: _3h1w8zknoi5k]4.4 Risk Management and Assessment
Using the NIST-aligned risk process, ALL should build a risk register from a Threats-Vulnerabilities-Assets worksheet, scoring risk as Likelihood x Impact [10].
Table 3: ALL Risk Management Register (Source: Self-Illustrated)
	ID
	Hazard
	At Risk
	Category
	Sub-Cat
	L
	S
	Score
	Level
	Existing Controls
	Additional Controls
	Owner
	Target
	Res. L
	Res. S
	Res. Score
	Res. Level
	Status

	R01
	Unauthorised access to shipment data via unmanaged devices
	Customers; ALL
	Cyber & Tech
	Cyber Security
	4
	5
	20
	Critical
	Password-only remote access
	Zero Trust (NIST SP 800-207); MFA; MDM
	CISO/IT Lead
	+6mo
	2
	5
	10
	High
	Open

	R02
	Weak IoT sensor authentication exploited
	ALL; partners
	Cyber & Tech
	System Failure
	4
	3
	12
	High
	Default device credentials
	Cert-based auth; micro-segmentation 
	IoT Manager
	+9mo
	2
	3
	6
	Medium
	Open

	R03
	Vendor (IaaS/SaaS) security failure exposes PII
	Customers; ALL
	Strategic
	Third Party/Vendor
	3
	5
	15
	Critical
	Standard contracts, no security SLA
	Tiered due diligence; RTO/breach-notice KPIs [6]
	Vendor Risk Lead
	+6mo
	2
	4
	8
	Medium
	Open

	R04
	Non-compliance: inadequate DPIA process
	ALL; data subjects
	Operational
	Compliance/Legal
	3
	5
	15
	Critical
	Ad hoc data handling
	Formal DPIA process; DPO scoping [11]
	DPO (proposed)
	+3mo
	1
	5
	5
	Medium
	Open

	R05
	NIS2 applicability not assessed
	ALL; Board
	Strategic
	Political/Regulatory
	3
	4
	12
	High
	No horizon-scanning function
	Quarterly regulatory mapping (Sec. 5)
	CISO/Legal
	+3mo
	1
	4
	4
	Low
	Open

	R06
	Outage – no formal BCP
	ALL; customers; suppliers
	Operational
	Business Continuity
	3
	5
	15
	Critical
	Informal recovery arrangements
	ISO 22301 BCMS; BIA; vendor RTO/RPO
	COO/BCM
	+12mo
	2
	4
	8
	Medium
	Open

	R07
	Human error/insider data mishandling
	Staff; customers
	People & Behaviour
	Human Error
	3
	3
	9
	Medium
	No awareness programme
	Induction + annual refresher training
	HR/CISO
	+6mo
	2
	3
	6
	Medium
	Open

	R08
	Reputational damage from publicised breach
	ALL; customers; investors
	People & Behaviour
	Reputational
	3
	4
	12
	High
	No comms plan
	Board-approved crisis comms protocol
	Comms Lead/CISO
	+6mo
	2
	4
	8
	Medium
	Open



Third-party and supply-chain-related incidents are consistently reported among the more costly and slower-to-resolve breach categories in industry benchmarking; precise figures vary by methodology, sample and year, and should be treated as indicative of directional risk rather than a fixed cost forecast for ALL [16].
[image: ]
Figure 1: ALL Risk Rating Matrix (Source: Self-Illustrated)
[bookmark: _h8137mon7mmq]4.5 Security Management Models and Practices
Rather than one framework, ALL requires a differentiated stack: COBIT 2019 for governance and sourcing accountability; ISO/IEC 27001:2022 for the certifiable ISMS; NIST CSF 2.0 for continuous operational risk assessment; and ITIL 4, deliberately included to operationalise day-to-day Supplier, Availability and Continuity Management practices across ALL's numerous IaaS/SaaS relationships, a coordination function the other three frameworks do not natively perform. Excluding ITIL would leave governance and assurance well-defined but service delivery uncoordinated [9].
[bookmark: _86zp6hdhzspz]4.6 Contingency Planning and Business Continuity Planning 
The ISO 22301: 2019 and its later revisions in 2024, as regards the requirement enhancement regarding climate-related and other organizational resilience factors, provide the necessary framework for the BCMS, with the Business Impact Analysis being required, along with the necessary definition of the RTO and RPO values [17]. The recovery targets established externally rely upon the vendors’ guarantees in the form of contracts (4.8).
[image: ]
Figure 2: ISO 22301-aligned Business Continuity Management lifecycle (Source: Self-Illustrated)
[bookmark: _vf8ztlbyj2mw]4.7 Protection Mechanisms and Access Control 
The implementation of Zero Trust Architecture in accordance with NIST SP 800-207 is strongly recommended and requires continuous authentication of the users, devices and IoT sensors through the session [18].
[bookmark: _874lbpkdc32p]4.8 Vendor and Service Level Agreement (SLA) Management
Given that 88% of infrastructure is outsourced, third-party arrangements represent a significant and disproportionate share of ALL's overall risk exposure [16]. Under regimes such as GDPR, accountability for compliant processing generally remains with the controlling organisation even where operational activity is subcontracted [13]; outsourcing transfers operational execution, not regulatory accountability.
Table 4: Vendor Risk Tiering and KPIs (Source: Self-Illustrated)
	Tier
	Example
	Due Diligence
	KPI/KRI

	1 - Critical
	Core logistics IaaS
	Pre-contract audit, right-to-audit
	RTO ≤4hrs; breach notice ≤24hrs

	2 - Significant
	Regional SaaS tools
	Security questionnaire
	Patch SLA ≤30 days

	3 - Peripheral
	Non-data vendors
	Annual self-attestation
	Signed compliance declaration


[image: ]
Figure 3: Proposed Integrated Security, Governance and Compliance Architecture for AeroLink Logistics (Source: Self-Illustrated)
[bookmark: _37vc1z22po4y]5. Critical Discussion
Static compliance postures are increasingly untenable. Three converging pressures justify continuous updating of regulations and standards, and a fourth operationalisation determines whether this principle translates into practice at ALL.
Emerging Technology: The swift and mostly un-overseen implementation of generative artificial intelligence has changed the safety landscape. According to research done globally by International Business Machines Corporation in 2025, companies that suffered from AI-related thefts had insufficient AI control in 97% of cases and experienced costs of breaches higher than average due to unauthorized use of AI. Regulation (EU) 2024/1689, which has been in place since August 2024 with obligations gradually coming into effect until 2026-2028, is an example of how fast compliance problems related to technology appear; a compliance system developed even three years ago would not cover AI logistics analytics [12].
Evolving Threats: Frameworks themselves evolve in response to observed governance and control gaps rather than in isolation. NIST CSF 2.0's addition of a “Govern” function reflects a broader recognised shift in the discipline toward treating governance as a first-order cybersecurity outcome, not merely a technical afterthought [3]. Similarly, ISO/IEC 27001:2022’s Annex A revisions introduced controls addressing cloud services and information security for use of cloud services, areas not explicitly separated in the 2013 edition, reflecting the growth of IaaS/SaaS-dependent operating models such as ALL’s [4].
Global Compliance Demands: Enterprises operating internationally are struggling with complying with numerous regulations – GDPR, NIS2, the EU AI Act, national laws in selected industries, law governing cross-border data transfers [14]. Recent regulations such as NIS2 cover a range of nine sectors and specifically indicate the accountability of an organization’s governing body in granting permission for and overseeing cybersecurity risk management [19]. Past incidents highlight the importance of compliance. In particular, the 2017 NotPetya attack on Maersk destroyed more than 45 thousand devices and cost around $300 million to the company [20]. While it cannot be claimed that the introduction of certain regulatory measures will effectively reduce risks, it made the legislator reconsider the existing rules for companies in logistics.
Operationalising Continuous Updating at ALL: Requires transformation from an abstract idea to actual implementation realised through a feed-back governance cycle introduced by the Security Steering Committee (4.1): (1) quarterly horizon-scanning of changes in regulations and standards (ICO, ENISA, NIST, ISO); (2) matching new requirements against the existing risk register and control framework; (3) gap analysis and prioritisation; (4) updating policies and controls; (5) board reporting. The transformation from mere regulatory monitoring as a reactive “housekeeping” activity to continuous input for risk management helps to fix the coordination gap detected by the case study and illustrated by examples such as the £20 million fine imposed by the ICO on British Airways because of poor security measures [21].
[bookmark: _6zd3la7hmnzf]6. Conclusion
The problems of the data breaches experienced by AeroLink Logistics arise fundamentally from immaturity in governance, the non-existence of an integrated security framework, centralized risk management, and a well-defined assignment of responsibilities; rather than from some specific technology-related problem. The analysis undertaken showed that none of the frameworks (NIST CSF, ISO/IEC 27001, COBIT, or ITIL) may be considered sufficient in isolation for the company of ALL’s profile, and that instead, the combination of the criteria for the governance concept provided by COBIT, certification possibilities offered by ISO/IEC 27001, and assessment of operational risk cycle introduced by NIST CSF, together with ISO 22301 business continuity and Zero Trust access control, as well as strict vendor/SLA governance, represents a highly effective way to reduce business risks while remaining compliant with GDPR, NIS2, and recent regulations on the application of artificial intelligence. The company needs to rely on establishing the capability for governance, monitoring, and review processes as opposed to the inter-implementation of all technological solutions.
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SECURITY GOVERNANCE LAYER
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RISK POLICIES & ACCESS BUSINESS
MANAGEMENT PROCEDURES CONTROLS CONTINUITY
Risk Register Information Zero Trust (NIST 1SO 22301 BCMS

TVA Worksheet Security Policy SP 800-207) :
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SECURITY OUTCOMES
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