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1. [bookmark: _Toc71744353]Introduction
Cloud Computing is a networked IT infrastructure that aims to deliver services and resources to users on-demand. This service often implements a pay-as-you-go pricing model instead of users buying, owning or maintaining the physical hardware required to run the desired service. Some services available include computing power, storage and databases which are accessible from a cloud service provider as and when they are required [1].
Virtualisation is the processes of converting hardware solutions to virtual software ones. This approach reduces the costs associated with IT maintenance by keeping the operating systems and software applications required for running businesses and organisations in a central location at a host machine [2].
This report aims to explore the terms of Cloud computing and Virtualisation and the providers of such services and how they offer advantages to businesses and organisations who may be looking to move into cloud computing.

2. [bookmark: _Toc71744354]Cloud Computing
2.1 [bookmark: _Toc71744355]Benefits
One of the benefits of Cloud computing is its flexibility. It is being used by organisations and professionals in multiple industries at multiple scales. Some of the cases for use are email, data backup, web applications, analytics, development and testing. For example, personalised patient care is being developed by healthcare companies over the cloud, video game companies are delivering online services over the cloud, and security systems are being used over the cloud by financial companies [1], [3], [4].
Another benefit of Cloud computing is its agility. This refers to the ease of access to the large range of technologies available. The required resources for any project or service can be immediately accessed as and when they are needed from the infrastructure. These technology services can be deployed very quickly and easily allowing professionals and organisations to begin development or providing their specific product or service magnitudes faster compared to the scenario where they needed to install the infrastructure themselves [1], [3], [4].
One other benefit of Cloud Computing is the elasticity. This refers to the provisions of resources depending on usage load. Cloud computing allows professionals and organisations to scale the resources required to meet their needs, either when they have peak business activity which requires a high provision of resources, or whether the capacity of the business needs to shrink [1], [3], [4].


2.2 [bookmark: _Toc71744356]Drawbacks
A drawback of cloud computing is the risk of data confidentiality being compromised. This refers to the always present risk of user data being accessed by unauthorised users, especially when the data exists in an environment which the organisation or business using the cloud service does not have full control or autonomy over the sensitive data. If the data exists in a storage facility owned by a cloud service provider, then the risk of that data being compromised increases as more users use the service provider as the data server will become a larger target for potential attackers [4]–[6].
Another drawback of Cloud computing is the reliance on the internet connection to access the services. If a business using a cloud services encounters intermittent or long-lasting drops in internet service, then Cloud computing would become less viable. In these situations, it may be more viable for said business or organisation to set up their own infrastructure which is not as heavily reliant on their connection to the internet [4]–[6].
One other drawback of Cloud computing is the compliance. This refers to the terms and conditions being in the control of the service provider, which detracts autonomy from the user. If the user’s deviate from the compliance regulations set by the service provider or vice-versa, then services may be compromised or halted [4]–[6].


2.3 [bookmark: _Toc71744357]Costs
2.3.1 [bookmark: _Toc71744358]Cloud Storage
Many Cloud Computing service providers offer storage space solutions that are often charged by the TerraByte (TB) usage per month. These storage services offer a wide range of benefits that allow business to store any type of data which is typically used for frequently accessed data [7]–[12].
Amazon Web Services offers a storage service that offers discounted rates the more storage is used. For the first 50 TB / month they charge $0.023 per GigaByte (GB), the next 450 TB / month they charge $0.022 per GB and over 500 TB / month they charge $0.021 per GB [10].
Microsoft Azure offers a storage service that offers discounted rated the more storage is used. For the first 100 TB / month they charge £0.0291 per GB, the next 100 TB to 1000 TB / month they charge £0.0284 per GB, the next 1000 TB to 5000 TB per month they charge £0.0276 per GB then anything over 5000 TB per month they advise to contact them to negotiate a price [11].
Google Cloud offers a storage service that offers discounted rates depending on the type of storage required based on how frequently accessible it is intended to be. For archived storage which will be accessed infrequently they charge $0.0012 per GB per month, and for Standard storage which will be accessed more frequently they charge $0.02 per GB per month [12].


2.3.2 [bookmark: _Toc71744359]Cloud Database
Many Cloud service providers offer Database storage solutions to allow businesses and organisations fast access to a large set of data which is generated by the business for a software solution. These cloud database solutions are priced on the storage capacity, the CPUs that run the database, and sometimes the quantity of requests made in and out of the database [7]–[12].
Amazon Web Services offers a database storage service which charges by storage and in out rate of requests. They charge $0.10 per GB per month for storage and $0.20 per 1 million requests for I/O rate [10].
Microsoft Azure offers a database service which charges by the number of cores used ranging from 0.5 cores to 40 cores and the storage used. They charge £0.3889 per core per hour for the cores used, and £0.09 per GB per month for storage [11].
Google Cloud offers a database service which charges by the vCPUs used, the RAM used and the storage, with a discounted rate based on the commitment made. They charge $0.0413 per vCPU per hour for their base price, with a discounted rate of $0.01982 per vCPU per hour when taking a 3-year commitment. They charge $0.007 per GB RAM per hour for their base price, with a discounted rate of $0.00336 per GB per hour when taking a three-year commitment. They then charge $0.17 per GB per month for SSD storage capacity and $0.09 per GB per month for HDD storage capacity [12].

2.3.3 [bookmark: _Toc71744360]Cloud Virtual Machines
Virtual machines are computing environments that can be accessed remotely which exist in a cloud-based environment. Many service providers offer virtual machine access on a pay-as-you-go model where pricing varies on machine specification and active usage [2], [10]–[12].
Amazon Web Services offers a virtual machine service which charges users per month where pricing is based on Operating System, RAM, CPU cores, SSD disk space and Transfer rate. Their pricing starts from $3.50/month for Linux/Unix OS, 0.5GB RAM, 1 core, 20GB SSD and 1 TB transfer, and ranges to $240/month for Windows OS, 32GB RAM, 8 cores, 640GB SSD and 7 TB transfer [10].
Microsoft Azure offers virtual machine services that are charged per hour of usage where pricing is based on RAM and CPU cores. Their pricing starts at £0.0038/hour for 2GB RAM and 1 core and ranges to £0.8943/hour for 448GB RAM and 120 cores [11].
Google Cloud offers virtual machine services that are charged per CPU Cores per hour and per GB per hour with different commitment level giving different pricing brackets. Their pricing begins at the on-demand bracket which is $0.021811 / Core per hour and $0.002923 / GB RAM per hour, and ranges to the 3-year commitment bracket which offers $0.009815 / Core per hour and $0.001316 / GB RAM per hour [12].


2.4 [bookmark: _Toc71744361]Scenarios
2.4.1 [bookmark: _Toc71744362]Software as a Service (SaaS)
Software as a service (SaaS) is a cloud application service that is recognised as the most frequently used option for businesses and organisations in the cloud market. SaaS uses the internet to provide software applications that are managed by a third-party vendor to its users. Examples of SaaS include Google Workspace, Dropbox and Cisco WebEx [13], [14].
SaaS is delivered directly through a web browser, which meaning that the software does not need to be installed into individual computers. This allows for a streamlined service where the third-party vendors manage all the technical issues that may occur, allowing the business to run its operation smoothly [13], [14].
SaaS has the advantage of removing the responsibility of maintaining the software by means of installing, managing and upgrading from the business and is instead gives that responsibility to a third-party vendor, allowing the business to free up resources that would be spent on technical staff, and instead use those resources for more immediate matters inside the business [13], [14].
SaaS has the disadvantage of possible poor interoperability, whereby the integration with existing applications can be difficult if the SaaS application is not designed in such a way to follow the open standards for integration [13], [14].


2.4.2 [bookmark: _Toc71744363]Platform as a Service (PaaS)
Platform as a Service (PaaS), also referred to as Cloud platform services, is a service that provides cloud components to develop software applications. PaaS gives developers the frameworks required to build and customise applications. The tedious maintenance tasks like server, storage and networking can be managed by third party vendors so the developers can manage the maintenance of the applications. Examples of PaaS are Windows Azure, AWS Elastic Beanstalk and Google App Engine [4], [14], [15].
PaaS is delivered through the internet similarly to SaaS. Unlike SaaS, PaaS does not provide applications through the web browser, but instead provides a platform for software development. This gives the advantage of the operating systems, storage, infrastructure and software updates being managed by the platform, giving developers the ability to concentrate on development [4], [14], [15].
PaaS has many advantages, some being the cost effectiveness of developing and deploying applications, the scalability of the service allowing for businesses of any size to use the service and the lack of required maintenance for the software on the developer’s part [4], [14], [15].
A common concern with PaaS is the data security involved. As the data resides in the third-party vendor-controlled server, a potential risk exists as a breach on the third-party vendors system could cause damages for the businesses using the service [4], [14], [15].


2.4.3 [bookmark: _Toc71744364]Infrastructure as a Service (IaaS)
Infrastructure as a service (IaaS) is a service that provides highly scalable and automated computing resources that can be used to access virtual machines, networking and storage. Examples of IaaS are Amazon Web Services, Microsoft Azure and Google Compute Engine [14], [16], [17].
IaaS is delivered through a dashboard or Application Programming Interface (API), giving the business or organisation full control and management over the whole infrastructure. IaaS gives businesses and organisations the technologies and capabilities that owning a traditional data centre would while eliminating the need to physically manage or maintain it [14], [16], [17].
IaaS offers advantages like being the most flexible cloud computing model, easy to automate deployment of servers, storage, networking and processing ability, and allowing clients to retain complete control and autonomy over the infrastructure [14], [16], [17].
A concern that arises with the use of IaaS is that of security. While the business or organisation is in control of the infrastructure, there is a risk that security threats can come from the service provider whereby insider threats can expose system vulnerabilities that may allow unauthorised entities access to the infrastructure [14], [16], [17].

2.5 [bookmark: _Toc71744365]Reliability and Scalability
The reliability of a cloud computing service can be described by the following expectations: 
· The service is maintained as expected and it running and accessible when the client requires access [3], [18]–[20].
· The connection to the service is consistent, meaning that the connection is free of interruptions or downtime [3], [18]–[20].
· The service is secure, meaning that there is minimal risk of unauthorised entities gaining access to the service [3], [18]–[20].
· The service can be accessed from any authorised device at any required time or location [3], [18]–[20].
· The service will allow the user to perform the required tasks [3], [18]–[20].
These factors measure the reliability of the cloud service, where in a perfect scenario all these points would be met 100% of the time. This, however, is usually unattainable [3], [18]–[20]. 
The scalability of a cloud computing service refers to how well the system and scale to changing demands from a user. Elasticity refers to the ability of a cloud service to add or remove resources based on the demand of the user. Scalability is often split into three categories, vertical scaling, horizontal scaling and auto scaling. Vertical scaling refers to upgrading current resources like memory or storage capacity. Horizontal scaling refers to the addition of components such as processing power, networking or other hardware resources. Auto scaling refers to a feature that allows the scaling of the service to be automated based on the usage of the client [3], [18]–[20].

3. [bookmark: _Toc71744366]Virtualisation and Containerisation
3.1 [bookmark: _Toc71744367]Virtualisation
Virtualisation is the process of converting physical IT infrastructure like network equipment and servers into software alternatives. These virtual components allow businesses and organisations to reduce the required set-up for physical equipment and thereby decreasing their physical IT footprint and associated costs [2], [21], [22].
Virtualisation gives businesses the opportunity to move away from infrastructures that require multiple terminals to run isolated operating systems and software and instead opt for a system where each terminal is accessing a single entity which provides the operating system and software. This virtualisation of terminal access is known as Virtual Machines [2], [21], [22].
Virtual Machines are independent computer instances that function in the same way as a computer would be expected to, but instead of having a physical presence in a desktop, it is instead running virtually on a host machine and being remotely accessed by a terminal [2], [21], [22].
A key advantage of virtualisation is the maintainability of the infrastructure of the network increases, as software updates and management no longer need to be managed by the terminal user but can instead be managed at a central host location [2], [21], [22].

3.2 [bookmark: _Toc71744368]Containerisation
Containerisation refers to the process of creating an environment for an application to run where everything required for the application is available to it. These environments are referred to as containers and allow for the application to run swiftly and reliably from one computing environment to another [23]–[27].
Docker is an application that allows users to create containers for applications that are lightweight, secure and abide by industry standards making them highly portable [23]–[27]. 
Containers are like Virtual machines, but instead of virtualising the hardware like virtual machines, containers instead virtualise the operating system making them more portable and efficient [23]–[27]. 
Multiple contains can be run on the same system as they share the OS with other containers. Each container runs as a separate process and takes up less resources compared to a virtual machine [23]–[27].

4. [bookmark: _Toc71744369]Evaluation of Development
During the module, an application was created to read and write information to and from a database, the application was made to exist within a Docker container.
Figure 1 shows the file structure of the application, which contains a web server, web service and docker config files that are used to initialise the docker container. 
[image: ]
[bookmark: _Toc71744278]Figure 1: Application File Structure
The Web Server hold the web pages that can be accessed by the web services.
[image: ]
[bookmark: _Toc71744279]Figure 2: Node Web Server File Structure
The web server uses Node.js packages as shown in Figure 3 to implement useful functionality.
[image: ]
[bookmark: _Toc71744280]Figure 3: Node Web Server Node.js Packages
The Web Service contains the more specific functionality that is required to interact with the server, and by extension the database.
[image: ]
[bookmark: _Toc71744281]Figure 4: Node Web Service File Structure
The Web Service also uses Node.js packages to implement a lot of useful functionality, as seen in figure 5.
[image: ]
[bookmark: _Toc71744282]Figure 5: Node Web Service Node.js Packages
Once the Docker container was composed with the command console, the container can be turned on or off within the docker application. The container contains all the required resources for the application to run like the DB, the Server and the Services. 
[image: ]
[bookmark: _Toc71744283]Figure 6: Docker Container running application.
While the container is running, the Adminer database can be accessed on port 8080, allowing the schema to be viewed and edited if required. The login page is showed in Figure 7.
[image: ]
[bookmark: _Toc71744284]Figure 7: PostgreSQL database login
When logged into the database, the scheme can be viewed and altered. Figure 8 shows the available tables in the schema, the only one being the students table.
[image: ]
[bookmark: _Toc71744285]Figure 8: Database Schema

The Students table can be inspected, showing the rows of data that exist inside. This data can be read and written by the application from the webpages.
[image: ]
[bookmark: _Toc71744286]Figure 9: Students Table
The first web page gives the user a hub to the other different pages. Figure 10 shows the index.html page with the hub links.
[image: ]
[bookmark: _Toc71744287]Figure 10: index page





Figure 11 shows the web page which allows users to enter data into a form which is then inserted into the database once submitted. Figures 11, 12 and 13 show the process of entering and submitting data which is then present in the database.
[image: ]
[bookmark: _Toc71744288]Figure 11: Add Student Form page
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[bookmark: _Toc71744289]Figure 12: Adding New Student
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[bookmark: _Toc71744290]Figure 13: Added student existing in database




Figure 14 shows the web page which reads all the information from the database and displays it to the client.
[image: ]
[bookmark: _Toc71744291]Figure 14: Read Student Page
With more time, this application could be developed into an E-commerce application which allows users to sign up and login into the service, purchase and pay for good and possible sell goods of their own.

5. [bookmark: _Toc71744370]Conclusion
To conclude, Cloud computing is a service that offers businesses and organisation the benefit of using an IT infrastructure without the requirement to spend overhead on management and maintenance of said IT infrastructure [5]. 
Various service providers like Amazon, Microsoft and Google offer various cloud computing solutions that can meet the needs of any business or organisation [10]–[12].
Virtualisation and containerisation are methods by which hardware and software is decoupled from terminals and operating systems and instead virtualised. Virtual machines allow businesses to centralise their IT infrastructure, increasing the maintainability and reducing their IT footprint and costs [22]. 
Containerisation allow users to package up applications that require specific resources into lightweight containers that can share an OS with other containers, making them more portable and sustainable [23].
The development showed the process in which a web application was deployed to a Docker container with all the required resources to run the application.
With more development the application could be made into one that could offer users an E-Commerce solution.
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