	BEng/HND Level 5 Network Operating Systems and Security.

Exercise 1(b):  Understanding Protocols & Analysing Message Exchange using the Network Analyser/Packet Sniffer ‘Wireshark’.


	
Understanding Network Protocols.

An effective way of conceptualising the nature and characteristics of network protocols; is to delve down into the details of protocol operations.  We can use a packet sniffer to observe message interchange between two pro-tocol entities.
     In a simulated environment (as in the case of our lab) we can cause protocols to perform certain actions and observe the processes and consequences generated.  Packet sniffers capture messages being sent to & from the computer being analysed. In addition Sniffers such as Wireshark are capable of generating the capture of contents of various protocol fields.  

A packet sniffer contains two critical components; a packet capture library and the packet analyser.   

Recall from previous networking topics/discussions that messages exchanged by higher layer protocols (e.g. Layer 7 protocols HTTP, FTP, SMTP etc) are eventually encapsulated in data link layer frames.  Each layer utilises the services of the layer beneath it, so in eventuality we end up with frames that can be transmitted over physical media such as Ethernet.

The packet capture library captures all the Ethernet Frames and allows us to observe (a) all the messages being sent/received from/by all protocols and applications executing on your computer.  

This is made possible through using software such as WinPCap

Q). Describe WinPCap in terms of its main uses, why do we need to use WinPCap alongside our Network Analyser?

A). Previous worksheet provides answer

Packet Analyser.

The second component the packet sniffer needs in order to effectively observe and analyse message exchange, is the Packet Analyser.  

When the protocol sends a message it contains various fields of information, this information is used by the services at other layers.  It is possible to see display these fields.  The packet analyser is able to work through the layers of the protocol stack and extract relevant information that enables a particular protocol message to be analysed.  In order to do this the packet analyser must understand the ‘structure’ of all messages exchanged by many different protocols. 

E.g. We are interested in displaying the contents of fields of messages that are being exchanged by the HTTP protocol.   In an Ethernet network data is sent in the form of frames, (e.g. comprise Header – which contains the addresses of the sender and the intended recipient, the data section and footer).  

The packet analyser must, therefore, understand the format of Ethernet Frames.  It is also able to identify the IP datagram within the frame.  The Analyser also understands the format of IP datagrams and so is able to extract the TCP segment structure (e.g. src port, dest port etc).  
It continues to work its way through the layers which makes it possible to extract the HTTP message contained in the TCP segment.  

Using the functionality (as shown in this example) as the basis for our investigation; we can use the Packet Sniffer to display the contents of messages being sent or received from/by protocols at different levels of the protocol stack.       



	Tasks:

1. From the media provided install the wireshark-setup.exe file.
2. At the ‘Choose Components’ dialog window, ensure that the Install type is Wireshark (GTK2 user interface).
3. Ensure that you install the latest version of WinPcap.  The option to do this is provided during this install, this will take a few moments.  Note: follow the prompts and agree to uninstall previous versions.
4. Ensure that Wireshark is installed on both Workstations and the Server within your domain.
5. Launch Wireshark
6. On the media; there is a capture file prepared previously, we’ll use this to familiarse ourselves with the components of the interface (the file is called capturenetwsec)


User Interface:

You see from the capture in fig a; the components that comprise the Wireshark GUI.
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 (
Command Menus
)
 (
Content of Packet; in Hexadecimal Format
) (
Details of Packet Header Section
) (
List of Captured Packets
) (
Filters Specification
)[image: ]

A: Command Menus:  File and Capture Menus of relevance; File: allow you to open or save a file containing capture data.  Capture menu allows you to set Capture Options and Begin capturing packets over the Network.  Also useful are the View and Analyse menus, for more advanced operations on pre-captured or active trace files.

B: Filters Spec: Enables you to filter what packets are displayed (e.g. Protocol name src/destination IP addresses, amongst other information).  Determines what appears in the corresponding packet headers, listings and content windows.    You can use logical/ comparison operators with appropriately defined syntax to perform useful and complex formatting.

C: Packet Listing Section: Consists of one-line summary of each packet captured. Summary includes packet no:  (assigned by Wireshark), time of capture, packets source and destination address, protocol type and protocol-specific information.
You can sort the listing according to categories by clicking on a column name, e.g. click Protocol column and the result is the field lists the highest level protocol that sent or received this packet. 

[bookmark: packet-details]D: Packet Header Details:  Provides further details about a packet selected from the listing.  The information is displayed per OSI layer format. The details in this window include information about the Ethernet Frame and IP datagram that contains this packet, as well as other protocol specific information.  

The amount of Protocol detail presented can be expanded or collapsed by clicking on the + - signs next to the relevant line.  If the packet has been carried over TCP or UDP these details will also be available.

E: Packet Contents: Displays the entire contents of the captured frame in both ASCII and Hexadecimal format. 


Using Wireshark.

We will use Wireshark to simulate a range of network scenarios, we will analyse appropriate protocol information and parameters from the incurring message exchanges.

1. Start Wireshark on the Server in your domain, and at the Workstations.
2. Choose Capture – Options
3. It is ok to use defaults for most parameters listed; ensure that you choose your live network interface connection (check that the IP address verifies correctly)
4. Promiscuous Mode – if you want to see only the traffic in/out to your network interface leave this option ‘unchecked’.  If you want your Computer to misbehave a little, check this on and it will capture all transmissions your computer can see over the network (useful if you are connected to the LAN via a Hub!).
5. Choose Start – to begin the capture.
6. The next stage involves us configuring our Server to act as a web server; we will step through this together in class.  We will simply place a sample webpage called index.html on our server, and monitor the HTTP traffic that this server receives, we will also monitor the message exchange (HTTP Request Traffic from our client)
7. From a client machine in your domain, start the Internet Browser enter the following url:
8. http://servername/index.html  (where server name is the DNS name of the Server within your chosen classroom network).  In order to display this page, the process (in terms of the Network/Transport layer is straightforward to understand).  Your browser will contact the HTTP server and exchange a series of HTTP messages (several packets) in order to download this page.  The Ethernet frames containing these messages will be captured by Wireshark.  
9. In the browser; you should see a random index page listed on the client 
10. Back in Ethereal; (at Server) Note in the Packet Listing section, that executing protocols (e.g. ARP, HTTP, TCP etc) are colour coded.  This is also the case on the client (that is also running Wireshark). 
11. In the Packet List panel; Highlight a few packets of notable interest, (e.g. at the server, packets of interest may be from clients, and vice versa) ensure you select several different types (in terms of protocol type).  Take note of what type of information is listed within the Packet Listing Window.  
12. Let the packet sniffer run for a few more minutes; then stop and save the trace file (save it as HTTPTraffic).
13. Start a new capture on the same interface
14. In the meantime lets try running a few other network  protocols
15. At both client and server; Start – Administrative Tools – Services – Start the Telnet Service.
16. Ensure no firewalls are enabled for the next test:
17. From the server Choose Start – Run – Telnet
18. Type o then the IP address of a client you wish to connect to in your domain, choose Y and then enter the network credentials for logging onto this client. 
19. Leave the capture run for a few moments; then stop and save the capture (Save the file as TelnetCapture).
20. Choose File - Open Recent - open the HTTPTraffic capture again.
21. From investigating the Packet Listing panel, you should see the HTTP message exchanges between the Server and the Client (look within HTTP type traffic).  You will also see that are many other protocols that were executing even though the only action you took was to download a web page.  
22. In the Filter field (more on Filters later) type in http (in lower case) then click Apply.  
23. Select the HTTP Get Message (one of the first shown in the Packet Listing Window).  This should be a HTTP GET message sent from the client to the HTTP Web Server. 

Recall:

The process of Encapsulation from OSI layers in Computer Networks, this is where the higher level process wraps the contents and ‘tags it’ with its own unique information.  This information is used by the services at the subsequent layer in the OSI model.

HTTP GET is contained/encapsulated within a TCP segment which is contained within an IP datagram which is eventually encapsulated in an Ethernet Frame.  

24. When you select the HTTP GET message a more informative view of the protocol information can be seen from the corresponding Packet Details pane.  You can expand these fields to see more useful information.

Q).  What useful information can we establish from further investigation of the OSI Layer information presented in the Packet Header details window? (e.g. Ethernet Frame, IP datagram, HTTP Message Header etc).  Make a note of this. 

A).

Frame - Frame size (bytes), Packet Arrival time
IP – Src/ Destination IP address, Header Length
TCP – Source Port, Destination Port, TCP receive Window Size, Header Length
Ethernet – Source MAC Address, Destination MAC Address.  Type of Protocol sending packets at Network Layer (e.g. UDP, TCP, ARP)
Other Protocols – ARP – Sender MAC, Sender IP, Target MAC, Target IP. FTP, TFTP – Source File Names.

Q).  By studying HTTP protocol information (presented in Packet Listing view pane and by expanding HTTP information in Packet Details pane); How long did it take from when the HTTP GET message was sent until the HTTP Ok Reply was received and the web page begins to download?

A). 

25. Close this Trace file; Open the TelnetCapture file.
26. By selecting relevant packets as we’ve done in the previous example, what useful information can we establish from a security standpoint from monitoring TELNET communications in our network? 
  
Configuring Filters:

1. There are two types of filters that can be configured in Wireshark.   Capture Filters are those that need to be set ‘before’ the capture begins.  Here we will experiment with filtering certain types of traffic from certain hosts.
2. From the Server: Open up a new instance of Wireshark – click Capture – Options.
3. In the Capture filter field, enter appropriate values (See Next).  
4. Armed with this knowledge you can configure a variety of different filters, each time you run a capture.  Complete the following capture filters from the Server:  

Ensure that you perform a number of operations that utilise protocols such as HTTP, ICMP & TCP; then record your capture.  

ip src host 200.1.1.x (where X is the ip address of a client in your domain.)
(targets packets with ip src listed)

tcp dst port  80 
(targets packets with tcp port 80)

host 200.1.1.x  (Displays packets with src or destination ip address 200.1.1.x)
(Where X is the ip address of a client within your domain, you could also make this the address of your server to extract only packets being sent to/from your computer).

not ICMP
(Displays all executing protocols except ICMP)

ip src host 200.1.1.x and not src 200.1.1.x  (Choose one target to client in your domain and exclude the other)

(Allows you to see packets for a denoted destination, whilst at the same time not for a certain src).  Useful for test environments (if you did not want to capture packets for servers working ok but did want to capture packets from servers performing below par).

Display Filters:


1. Display filters are used to search for specific parameters/information within captured data.  It is not necessary to restart your capture when you want to change your filter.  They can be done on live captures, or from a previously recorded Trace file.
2. The syntax for these types of filters is slightly different for that of the Capture Filter.  Display Filters are entered into the Filter textbox field in the User Interface.  
3. Start a New Capture and perform a few different activities that utilise several different protocols within the OSI Layer.  Then try using the following Display filters.

ip.addr == 200.1.1.x  (where X is a client within the network who you want to focus on packet capture from)

ip.src != 200.1.1.x (where x is your server) or ip.dst != 200.1.1.y (where y is the ip address of a client within your domain).
* This filter specifies to Wireshark; to capture packets from a source address that is anything but 200.1.1.x, and at the same time capture packets that have any destination ip address except 200.1.1.y

http || icmp || dns

· Captures all the packets that execute the above listed protocols.

Advanced Analysis Tools:

These options allow you to perform advanced analysis on the packets in the file.  When you have a satisfactory Trace file – Choose Statistics  - Summary.

This gives you a breakdown of the data that has been collected in this trace file.

Select a TCP type packet and choose Analysis – Follow TCP Stream.
This makes it possible to track the information exchanged in a TCP conversation, useful for following traffic between the two endpoints.

Finally choose Statistics - Protocol Hierarchy:  This gives you a percentage breakdown of the various protocols and sub-protocols used in the file. 

More Useful Applications – Fault Diagnosis.

We can determine some very useful facts when examining trace files.  Here we investigate a sample trace file.  During this capture a simple file was downloaded from two different servers.  The first instance involves a Server that is displaying intermittent behaviour; which results in particularly slow file downloads.  Then we investigate further, towards the end of the same trace file, to see what the file download process looks like when downloaded from a server that is not experiencing any problems.

1. Open Wireshark – choose File – Open – from the CD choose the file downloadingfiles
2. Here we will use an I/O chart to investigate the packets we’ve captured.  The I/O chart is a useful statistical tool for visually interpreting the data from a capture.  
3. Click Statistics and IO Graphs
4. At the bottom right hand corner of the window, on the Y-axis – choose Unit and Select Bytes/Tick from the drop down menu.

From the chart (looking from left to right) we can see that there is a slight elevation near the beginning of the capture, before then levelling out.  (On the X axis).   Finally towards the end of the capture, the traffic spikes to a new high, with a significant drop in the middle period, clearly indicating high traffic flow.

Q).  Given that the X axis represents the time taken for packets to traverse the network, give a summary of where the slow/quick transfers take place.  Explain why this is the case (feel free to use the graph)?

It is relatively straightforward to identify where the problem is by means of visual interpretation, but we can also determine lots of other useful information about these downloads using other packet analysis tools.

5. Close the IO Chart.
6. In the main window we notice that there are several packets listed.  For the largest part; most of this traffic is of no use to us.
7. To filter (so we can identify ‘abnormal traffic’ which from a network administrators perspective is what we are interested in) choose Analyse – Expert Info.
8. We are only really interested in Warnings Errors and Notes to filter out only what constitutes abnormal traffic.  To do this choose Severity Filter and from the drop down menu select Error + Warn + Note.

Diagnosis of a slow download.

From the resulting filter if we focus on the Summary field we notice that are several 
TCP Window Updates present.  In TCP/IP transmissions, the rate of transfer is determined by the size of the TCP receive window.  During transfer; the rates at which clients are able to data will speed up/slow down, as a result they send these TCP Window Updates to establish the size of the TCP Receive Window.

The problems begin (and are highlighted in Yellow) when the file download initiates.  We see a TCP segment lost in the Summary field, which is then followed by a Duplicate Ack.  This goes on deeper into the transmission trace file, note that Duplicate Acks some to become occurring more frequently.

In addition, a little later on in the capture, we see a Fast Re-transmission listed.      If we look a little later on into the transmission, we see the number of duplicate Segments becoming lost and Duplicate ACKs is increasing.  

Finally towards the end of the file;  
 

Q).  Describe what you think the terms ‘TCP Segment Lost’; ‘Duplicate ACK’ and ‘Fast RE- Transmission’ mean in terms of the transmission.

A).  TCP Segment Lost - A packet is dropped during the transmission
       Duplicate ACK – Client in response to finding that packets are missing, sends a   
       duplicate ACK as part of the TCP/IP Handshake to request the packets that have  
       been dropped.  The client continues to do this until it receives the packet it has 
       requested.  Where more duplicate ACKs begin to appear, we notice that more 
       latency is occurring in the network (things are getting worse!)
       Fast RE-Transmission – When the Server receives the duplicate ACK it tries to 
       retransmit the packet(s) lost

Q).    From what has been described above explain where you think: 

(a) the slow download takes place and why
(b) the normal download takes place and why   
 
Another useful thing we can do to identify Latency as network data is captured of the wire, is to change the Time Display Format.  If we click View – Time Display Format and choose the setting “ Seconds since Previous Captured Packet”, we can then diagnose abnormal/unacceptable latency time between certain protocols/services running on the network (e.g. TCP/IP Handshakes, Name Resolution Queries etc).

Fault Diagnosis - Spyware Infection

Here we investigate a trace file based on a capture that is trying to establish whether or not a users PC is infected with Spyware.  Furthermore we are going to analyse the file and determine what giveaway characteristics are (if) present that suggests the machine is infected.

1. Choose File Open – Select the spywaretracefile.dmp
2. In the main window – we notice that there are many different protocols and services that have been running during the capture.  We are only interested in the machine that is affected which is IP address 172.16.1.10.  
3. Note from packet listing view (Packet No 10) that an outside IP address is trying to gain access to a service running on the client 172.16.1.10

Q).  What is the IP address of this external host?  
Q).  What destination port is this client trying to access?

Note then that this client tries to request a service running on the port no identified above.  The client is not expecting this traffic so as part of the TCP process it sends a series of repetitive RST packets that end the communication.  This should not happen.

We cannot determine any other useful information, purely by using network/host ip addresses as our criteria, so we look for the next telltale sign, any suspect services that are running on our network.

When we arrive at packet 70, we see that our client has used the TFTP protocol, Trivial FTP is a simplified version of FTP that runs on port 69 unlike FTP which runs on port 21.

Primarily as with FTP, TFTP provides a low throughput channel to read files from or write files to a remote server.  

Q).  The question is what file has been read/written using TFTP?

[Hint: you can discover this through viewing the protocol details in the Packet Details Pane]

Following on the flow of packets from (70) we see that the file begins to download one packet of data at a time, it works over UDP (not TCP). Note a series of data packets (with corresponding numbers) followed by an acknowledgement packet, all being sent individually.  

This continues on right through to packet no 512 (which is as far as the trace file records activity on this machine).  

After inspecting the local machine, it appears the program (you took note of earlier that was downloaded via VFTP) is a spyware program.  What actually occurs is that each time the computer boots, it tries to make a connection to the rogue ip address associated with the spyware.  After several moments the connection is made and the client downloads an up to date copy of the software from the rogue ip and runs it on the infected system.

Q).  Why is TFTP suitable for this type of activity?
Q).  What immediate measures would we take as Network Administrators for addressing this problem

Hint:  Services such as TFTP are made possible through certain Protocols running on the network.

 




References:  

http://www.chrissanders.org/?p=47
http://www.openmaniak.com/wireshark.php
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