Step 3: Locate the MAC (physical address(es) in the output from the ipconfig / all command
	Description
	Physical Address

	Intel® Wireless-AC 9260 160MHz
	D4-3B-04-68-84-FE

	VMWare Virtual Ethernet Adapter for VMnet8
	00-50-56-C0-00-08

	VMWare Virtual Ethernet Adapter for VMnet1
	00-50-56-C0-00-01

	Microsoft Wi-Fi Direct Virtual Adapter #2
	D6-3B-04-68-84-FE

	Microsoft Wi-Fi Direct Virtual Adapter 
	D4-3B-04-68-84-FF

	PANGP Virtual Ethernet Adapter
	02-50-41-00-00-01



How many MAC addresses did you discover in your PC?
· 6, although 5 of them appear to be virtual

Step 4 : List MAC addresses discovered by you in Part 1.
	Manufacturer OUI
	Unique identifier for the interface
	Vendor Name

	D4-3B-04
	68-84-FE
	Intel Corporate

	00-50-56
	C0-00-08
	VMware, Inc.

	00-50-56
	C0-00-01
	VMware, Inc.

	D6-3B-04
	68-84-FE
	(no match)

	D4-3B-04
	68-84-FF
	(no match)

	02-50-41
	00-00-01
	(no match)



Step 5b. How many different vendors did you discover?
· 2 unique vendors were found, 1 covering the VMware, and Intel covering the wireless adapter.
Record your Reflection
1. Why might a computer have more than one MAC address?
a. A computer will have a different MAC address for each NIC(Network Interface Card) that is installed on it.
2. Try connecting and disconnecting the network cable(s) to your network adapter(s) and use the ipconfig /all again. What changes do you see? Does the MAC address still display? Will the MAC address ever change?
a. When running “ipconfig /all” the disabled/disconnected adapters are no longer returned in the output. Therefore the MAC address doesn’t display when disabled. When re-enabled and “ipconfig /all” run again, the adapter is again returned in the output with the same MAC details as originally had, this is because MAC details will never changed as they are a physical identifier.
3. What are other names for the MAC address?
a. Physical address, hardware address.

Step 9. Click Status to open the Wireless Network Connection Status Window.
· What is the Service Set Identifier (SSID) for the wireless router of your connection?
· Morris Family
· What is the speed of your wireless connection?
· 520.0Mbps

Step 10. Click Details to display the Network Connection Details window
· What is the MAC address of your wireless NIC?
· D4-3B-04-68-84-FE
Step 25. The Network and Sharing Center is a central window that displays information about the active network or networks, the network type, the type of access.
Record your reflection
Why would you activate more than one NIC on a PC?
· If your primary NIC was to fail, your computer would have a secondary to run through
· You may require different networks to be coming through at the same time, for example a wireless NIC to get Internet and a LAN network to connect to a development server. You could then mount either or both of these within VMs to make further use of them.
Step 30. Examine the captured data.
Does the Source MAC address match your PC’s interface?
· Yes, it returns the same MAC address
Step 31. View ARP cache entries on a Windows PC.
What is the result of executing arp-a command on your PC?
· A lot of results are returned. They are broken down into sections, based on different interfaces and they then show the IP and MAC addresses under each and whether they are static or dynamic. There are about 100 items returned.
Which option deletes an entry from the ARP cache?
· ARP -d
What would be the result of issuing the arp-d* command?
· This will delete all hosts in the ARP cache.
Record your reflection
1. What is a benefit of keeping ARP cache entries in memory on the source computer?
a. Computers will check local cache before questing information on the network, so is faster and prevents needless information transfer.
2. If the destination IPv4 address is not located on the same network as the source host, what MAC address will be used as the destination target MAC address in the frame?
a. Default gateway
