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Background and Rationale
The integration of digital technologies into healthcare has transformed service delivery, but it has also introduced significant privacy and security challenges. Digital health systems such as electronic health records, telemedicine, and wearable health devices raise concerns regarding data breaches, unauthorized access, and misuse of sensitive health information (Ronquillo et al, 2018; Looi et al, 2023; Zlatolas et al, 2024 & Reddy et al, 2023).  As healthcare data is frequently targeted by cyberattacks, ensuring its protection is crucial for maintaining patient trust and compliance with regulations (Croke, 2020).
Although several studies have addressed data privacy in digital health, consensus is lacking on best practices, regulatory frameworks, and the effectiveness of existing privacy measures. Furthermore, the rapid pace of technological advancements has led to evolving privacy concerns, making it vital to assess current literature and identify gaps. A scoping review will examine existing studies, identify recurring themes, and highlight areas where further research is needed to improve data privacy protections in digital health systems.
Research Aim and Objectives
The primary aim of this scoping review is to map the literature on data privacy issues in digital health systems. Specifically, the review will:
i. Examine existing research on data privacy challenges in digital health systems.
ii. Identify gaps in current research and propose areas for future investigation.
iii. Provide practical solutions for enhancing data protection in digital health systems.
Methodology
Scoping Review Framework
This review will follow Arksey and O’Malley’s scoping study methodology (2005), including identifying the research question, systematically searching for studies, and analyzing the data to summarize the findings.
Research Question
What are the main themes related to data privacy in digital health systems as discussed in peer-reviewed literature?
Inclusion and Exclusion Criteria
· Inclusion: Studies published in English in the past 10 years, focused on data privacy and security within digital health systems.
· Exclusion: Non-peer-reviewed sources, studies outside the specified time range, or those not related to digital health.
Data Collection and Analysis
· Search Strategy: Relevant studies will be identified from databases such as PubMed, Scopus, and IEEE Xplore, using keywords like “data privacy,” “digital health,” and “cybersecurity.”
· Analysis: Aveyard’s simplified thematic analysis (2014) will be used to categorize recurring themes and identify emerging privacy issues.
Expected Outcomes
This scoping review will produce a thematic map offering a clearer understanding of data privacy challenges in digital health systems and identify areas for further research.
Ethical Considerations
This review will ensure that all studies selected adhere to ethical guidelines, particularly focusing on patient consent and safeguarding personal health data.
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