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1. [bookmark: _Toc70078293]Introduction
This document provides evidence of the physical task, and observational tasks. The routing and remote access and the IP filtering.



2. [bookmark: _Toc70078294]ARP AND ROUTE PRINT COMMAND
[image: ]Figure 1 and 2 shows the network in CMD. It allows the user to see if they are connected. The ARP and route print command allow the user to see the IP addresses and to see if they are communicating with each other.
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[bookmark: _Toc67651780]Figure 2: this shows you the network
[bookmark: _Toc67651779]Figure 1: arp -a command to show that server 1 and server 2 connected

3. [bookmark: _Toc70078295]Web server feature installation
Figure 3 and 4 shows the installation of web server feature. This shall allow the user to upload a file to the network. The evidence below shows the FTP server role being installed on the network and client will be directly connected to the server and will be able to read the FTP server.
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[bookmark: _Toc67651781]Figure 3: Webserver feature installation
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[bookmark: _Toc67651782]Figure 4:evidence of IIS










Figure 5 showing the site information which is name and the path. The path had to be specific so the user can directly access it through FTP.
[image: ]
[bookmark: _Toc67651783]Figure 5: Naming the site

Figure 6 shows FTPuser is created and added and figure 4 shows the creation of the banner.
[image: ]
[bookmark: _Toc67651784]Figure 6: Creation of FTPUser
Figure 7 shows the creation of adding a banner so when a user connect it welcomes the user.
[image: ]
[bookmark: _Toc67651785]Figure 7:adding a banner







Figure 8 shows the FTPUser is added and figure 9 shows that the file is there.
[image: ]
[bookmark: _Toc67651786]Figure 8: shows ftproot properties that ftp user is added
Figure 9 shows that FTP File is there.
[image: ]
[bookmark: _Toc67651787]Figure 9: shows the file


Figure 10 and 11 shows evidence of the file being uploaded.   Figure 5 specifically shows all the commands for the file to upload and then figure 6 shows the evidence that the file is there.
[image: ]
[bookmark: _Toc67651788]Figure 10: Evidence of FTP

Figure 11 shows the evidence of the file being uploaded. 
[image: ]
[bookmark: _Toc67651789]Figure 11:evidence of file uploaded
4. [bookmark: _Toc70078296]Installing and configure routing and remote access service
Figure 12 and 13 shows installation of routing and remote access service. This allows users to IP FILTER.  Inbound and outbound filters are used to help designated the traffic flow towards the network. It limit traffic towards a server. The screenshot provides that the packet faield to get there because of the filters which are setup on the network.

[image: ]
[bookmark: _Toc67651790]Figure 12: Installation route and remote access service
[image: ]
[bookmark: _Toc67651791]Figure 13:installation of routing
Figure 9 and 10 showing changing the default gateway so you can ping client 1 and client 2.
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[bookmark: _Toc67651792]Figure 14:Changing client 1 gateway
[image: ]
[bookmark: _Toc67651793]Figure 15:changing client 2 gateaway
Figure 11 shows RIP being added to route and remote access.
[image: ]
[bookmark: _Toc67651794]Figure 16:Show RIP is added


Figure 17 shows the server pinging each other.  Server 2 to public net ping. Figure 13 shows the network added to RIP.
[image: ]
[bookmark: _Toc67651795]Figure 17:Pinging server

Client 1 and client 2 pinging 
[image: ]
[bookmark: _Toc67651796]Figure 18: Pinging clients
[image: ]
[bookmark: _Toc67651797]Figure 19: Shows RIP - publicnet ad private net 1



[bookmark: _Toc70078297]4.1 Filter 1 
Figure 20  shows adding an IP filter and then the screenshot provides evidence that it has timed out.
[image: ]
[bookmark: _Toc67651798]Figure 20: IP FILTER CLIENT 1
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[bookmark: _Toc70078298]4.2 Filter 2
Figure 21 and 22 provides evidence it shows restricting access -  It is an outbound filter.
[image: ]
[bookmark: _Toc67651799]Figure 21:outbound filter
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[bookmark: _Toc67651800]Figure 22:Screenshot shows pinging request timed out



[bookmark: _Toc70078299]4.3 Filter 3
Filter 3 is creating an outbound filter on privatenet 2 Figure 23 and figure 24 shows the evidence of creation and pinging.
[image: ]
[bookmark: _Toc67651801]Figure 23: Created an outbound filter on privatenet2
[image: ]
[bookmark: _Toc67651802]Figure 24: evidence of IP filtering


5. [bookmark: _Toc70078300]Observational Task
5.1 [bookmark: _Toc70078301]Failover clustering
Figure 25 shows the roles and features with failover clustering. Failover clustering allows servers to work together. Failover clustering is used for file services, Virtual machines, database application and mail applications. 
“A failover cluster is a group of independent computers that work together to increase the availability and scalability of clustered roles” [1]
Failover cluster is a mini back up network if the network was going to crash. 
[image: Graphical user interface, text, application

Description automatically generated]
Figure 25: shows the feature being selected
The network connects to the failover cluster and to the clients and then the network is connected to the cluster nodes which either could be service or an application then a cluster storage is made. This is to protect your data. If the server or nodes or another node in the cluster fails, then it can take over the workload if the system goes down.
You would need to add failover cluster as a feature and then you would need to connect to the drives that are available. 
A high availability cluster shares groups of independent servers share resources throughout the system. The nodes have access to the shared storage, and it monitors the connection that servers use to check the health of the other servers. If one node fail, then it will attempt to connect to another node.
A continuous availability failover cluster is a cluster that consists of multiple system that shares a single copy of a computer operating system.
6. [bookmark: _Toc70078302]Network Policy
6.1 [bookmark: _Toc70078303]Purpose and scope
The purpose of the policy is to inform users and the staff the principles, procedures, and guidelines. It is there to make sure that users and staff enforce these. It is to minimize the risks on the network and increase security for everyone.
This policy applies to staff and to users who are connected to the network and using any device that is connected. This applies with the network connection and remote access connection. 
6.2 [bookmark: _Toc70078304]Policy
The users and employees of this network should meet the requirements that is needed to be on the network which is called the security requirements and t follow all the policies. If the policy was going to be broken permissions will be revoked and could be suspended. illegal activities are prohibited, and the network should not be used for outside activities.
Users on the network must agree to acceptable use policy before going onto the network.

The policy is to:
· Protect all hardware, software, and information assets
· Make sure users follow and comply with the law
· Availability, Integrity, and confidentiality of employees/users
Relevant to follow and comply with the law and other laws that are not mentioned:
· Copyright, Designs & Patents Act 1988
· Computer Misuse Act 1990
· The Data Protection Act 1998

6.3 [bookmark: _Toc70078305]Device Security
When joining the network if a user/employee bring their own device they should meet the security requirement.
· Devices should be updated to latest version
· Software updated to latest version
· Latest malware and anti-virus software
· Don’t use other people accounts.
These are needed before connecting to the network since it is easy for private data to be leaked if security not increased. 
This policy is to make sure that users cannot affect the network. These are the requirements before joining the network on your own device. If using the company device everything should be ready to use. This make sure that people data is kept confidential, and no leak of data can happen on the network.  Using other people accounts are prohibited and is not allowed on the network.





[bookmark: _Toc70078306]6.4 Network Access
· Every user that connects to the network will need to have a user identification and password.
Each user is allocated a unique username and password. Logon passwords should not be discussed or given away to other people.  
Staff should be notified if any suspicious activity is going on with their account folders and files.
· All user account should meet the password requirements
The minimum password length should be more than 8 characters
· Should have symbols, or numbers in the password
· Users must change their password every month
· Users cannot use same password
· Account is locked - if password attempted failed after 5 guesses.
The password should not be easily guessed – the password should be unique.  
[bookmark: _Toc70078307]6.5 Training
Training should be offered for employees and users on the network.
Training for software if needed. 
6.6 [bookmark: _Toc70078308]Physical and environmental Security
Physical security is important to have. This will provide evidence if something was going to happen and to be followed to enhance security on the network. 
· Servers should not be in public area – should be staff only
· Wires should be not seen and should run safely throughout the building
· CCTV should be in placed
· Network areas should be logged for visitors 
· Alarms
· Controlled room – temperature monitored on the servers

6.7 [bookmark: _Toc70078309]Permissions
Depending on role responsibilities there are permissions that certain roles must have. It is important to make sure that these permissions are not abused if are given to. This is to increase security and maintains the network easier. Access for permissions will not be accepted if you don’t go to IT managers first. 
IT administrators/managers – would have full access to the network to be able to control and monitor the network
Users – should have some permissions – read, write, and modify. 
Guests – should have the minimum permissions which is needed on the network. This is to increase security and data on the network. 


6.8 [bookmark: _Toc70078310]Other questions
The pings work for the server and for the client. Figure 17 and 18 shows the screenshot of the pinging to the server and clients.
Router’s reference which networks they’re able to connect to because of the routing table. They exchange routers information, and the routers communicate with other subnetworks this creates a routing table. It is also because of protocols which is called a routing protocol.
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Microsoft Windows [Version 16.6.17763.737]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>ARP -A

Interface: 192.168.1.160 --- 6xS
Internet Address Physical Address Type
192.168.1.255 FE-FE-FE-FE-FF-FF  static
224.0.6.22 01-00-50-00-00-16  static
224.0.6.251 01-00-50-00-00-fb  static
224.0.6.252 01-00-5-00-00-fc  static

Interface: 192.168.100.1 --- 6x6
Internet Address Physical Address Type
192.168.160.2 08-00-27-57-48-ae  dynamic
192.168.160.255 FE-FF-FF-FE-FF-FF  static
224.0.6.22 01-00-50-00-00-16  static
224.0.6.251 01-00-50-00-00-fb  static
224.0.6.252 01-00-5-00-00-fc  static

C:\Users\Administrator>

Administrator: Command Pro.
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:\Users\Administrator>route print

jinterface List
5...88 00 27 66 al 32 .
.08 00 27 c6 7e 88 .

.Intel(R) PRO/1660 MT Desktop Adapter
.Intel(R) PRO/166@ MT Desktop Adapter #2
.Software Loopback Interface 1

ctive Routes:
twork Destination Netmask Gateway Interface Metric

127.0.6.0 255.0.6.0 on-Link 127.6.6.1 331
127.6.6.1 255.255.255.255 on-Link 127.6.6.1 331
127.255.255.255 255.255.255.255 on-Link 127.6.6.1 331
192.168.1.6  255.255.255.0 on-Link 192.168.1.160 281
192.168.1.160 255.255.255.255 on-Link 192.168.1.160 281
192.168.1.255 255.255.255.255 on-Link 192.168.1.160 281
192.168.100.6  255.255.255.0 on-Link 192.168.100.1 281
192.168.100.1 255.255.255.255 on-Link 192.168.100.1 281
192.168.100.255 255.255.255.255 on-Link 192.168.100.1 281
224.0.6.0 240.0.6.0 on-Link 127.6.6.1 331
224.0.0.0 240.0.0.0 on-Link 192.168.1.160 281
224.0.6.0 240.0.0.0 on-Link 192.168.100.1 281
255.255.255.255  255.255.255.255 on-Link 127.6.6.1 331
255.255.255.255  255.255.255.255 on-Link 192.168.1.160 281
255.255.255.255  255.255.255.255 on-Link 192.168.100.1 281

ctive Routes:
If Metric Network Destination Gateway

1 33 on-Link
5 281 on-Link
6 281 on-Link
5 281 8d2a:ecee:cf22:2518/128
on-Link

6 281

::00ab:7929:

£22:1709/128
On-link
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B8 Command Prompt - ftp 192.1

Microsoft Windows [Version 10..19042.508]
W (C) 2020 Microsoft Corporation. All rights reserved
Ed(:\users\shannon)ftp 192.168.101.1

Connected to 192.168.101.1.

220-Microsoft FTP Service

220 Welcome to Shannon's FTPSERVER

200 OPTS UTF8 command successful - UTF8 encoding now ON.
User (192.168.101.1:(none)): DC1-NWT/ftpuser

331 Password required

Password:

230 User logged in.

ftp> lcd C:\FTPFiles

Local directory now C:\FTPFiles.

ftp> dir

200 PORT command successful.

125 Data connection already open; Transfer starting
03-12-21 08:01PM <DIR> Ftpuploads

226 Transfer complete

ftp: 54 bytes received in @.0@Seconds 54000.00Kbytes/sec.
ftp> put ftpfile2upload.txt

200 PORT command successful.

125 Data connection already open; Transfer starting
226 Transfer complete
ftp> o
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:\Users\NWT-Sk>
:\Users\NWT-SW>ping 192.168.160.1

Pinging 192.168.100.1 with 32 bytes of data:
Request timed out.
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Microsoft Windows [Version 16.6.17763.737]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>ftp 192.168.1.101

Connected to 192.168.1.161.

226-Microsoft FTP Service

226 Welcome to Shannon's FTPSERVER

200 OPTS UTF8 command successful - UTF8 encoding now ON.
User (192.168.1.101:(none)): administrator

331 Password required

Passuord:
536-User cannot log in, home directory inaccessible.
Win32 error:  Access is denied.

Error details: Authorization rules denied the access.
530 End

Login failed.

Ftp>
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:\Users\NWT-SW>ping 192.168.101.2

Pinging 192.168.101.2 with 32 bytes of data:

Reply from 192.168.101.2: bytes=32 time<ims TTL=126
Reply from 192.168.101.2: bytes=32 time<ims TTL=126
Reply from 192.168.101.2: bytes=32 time<ims TTL=126
Reply from 192.168.101.2: bytes=32 time<ims TTL=126

Ping statistics for 192.168.101.2:
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
proximate round trip times in milli-seconds:
Minimum = @ms, Maximum = @ms, Average = Oms

:\Users\NWT-SW>ping 192.168.101.2

Pinging 192.168.101.2 with 32 bytes of data:
Request timed out.
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