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Configuration details

Addressing scheme

Adpi Adp2
publicswitch (Publicnetwork) privateswitch1 (privatenet1)
IP: 192 168.1.100 IF: 192.168.100.1
SM: 255.255.255.0 SM: 255 255 2550
DG: 192.168.1.100 DG: 192 168.100.1
DNS: 192.168.1.100 DNS: 182.168.1.100
Serier 1

|
I
2

Client 1

IP192.168.100.3
SM 255.255.255.0
DG:192.168.100.1

Adp
publicswitch1({Publicnetwork)

IP: 182.168.1.101

SM: 255 255 255.0
Ser*ar 2

DG: 192.168.1.100
|
A
=]

DNS: 192.163.1.101
Client 2

IP192.168.100.4
SM 255.255.255.0
DG:192.168.100.2

Figure 1 Servers and client configuration adopted for the worksheets.

Operating Systems:

- Windows 10 OS has been used for both clients

- Windows server 2019 has been used for both servers

NOS

Adp2

Privateswitch1 (privateneti)
IP: 192.168.100.2

SM: 255.255.255.0

DG: 192 168.100.1

DNS: 152.168.1.101
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Worksheet 1: Building the NOS infrastructure
using Active Directory

TASK 1 Configure Virtual Networking and upgrade a Member server to a Domain
Controller

B Add Roles and Features Wizard — Od *
DESTINATION SERVER
Select server roles WIN-AGHRTC 11351

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description
Server secion [] Active Directory Certificate Services Active Directory Domain Services
Server Roles BlActive Directory Domain Services {."-‘\D DS) stores information about
Faztures [] Active Directory Federation Services C'b_JE_‘:ts on th_e “Eh'-'_OI'k and makes
o [] Active Directory Lightweight Directory Services this information available to users
[] Active Directory Rights Management Services and network administrators. AD DS
[] DHCP Server uses domain controllers to give
[] DNS Server network users access to permitted
[] Fax Server resources anywhere on the network
I W] File and Storage Services (4 of 11 installed) through a single logon process.
] Hyper-v

[] Metwork Policy and Access Services
] Print and Document Services

[] Remote Access

[[] Remote Desktop Services

] Walume Activation Services

] Web Server (1IS)

[ Windows Deployment Services

] Windows Server Update Services

| < Previous | | Mext = | Install

Figure 2 Installing AD DS (Active directory domain services) through the “Add roles and features” wizard.

ROLES AND SERVER GROUPS
Roles: 2 | Servergroups:1 | Servers total: 1
i-i-i AD DS 1 File ?nd Storage 1
Services
@ Manageability @ Manageability
Events Events
Services Services
Performance Performance
BPA results BPA results

Figure 3 Installed AD Domain services
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U privatenet] Properties >

Metworking  Sharing

Connect using:

I? Intel(R) PROA1000 MT Deskiop Adapter H2

Thig connection uses the following tems:

a Client for Microsoft Metworks
’:l? File and Prirter Sharing for Microsoft Networks

Q05 Packet Scheduler

A4 Intemet Protocol Version 4 (TCP/IPv4)

4 Microsoft Network Adapter Multiplexor Protocol

A Microsoft LLOP Protocol Driver

A Intemet Protocol Version & (TCP/IPvE) W
>

N RRO KRR

Install... Uninstall Properties

Description

Allows your computer to access resources on a Microsaft
network:.

QK Cancel

Figure 4 Changing network adapter settings

Internet Protocol Version 4 (TCP/IPv4) Properties =

General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IF settings.

(") Obtain an IP address automatically
(@) Use the following IP address:

IP address: | 192.168 . 100, 1 |
Subnet mask: | 255.255.255. 0 |
Default gateway: | 192.168 . 100. 1 |

Obtain DNS server address automatically

() Use the following DNS server addresses:

Preferred DNS server: | 192.168 . 100, 1 |

Alternate DNS server: | . . . |

[Jvalidate settings upon exit Advanced..

Cancel

Figure 5 Set Preferred DNS server equal to adapter IP address
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uwtsd.com Properties ? >

General Managed By

i‘%‘ uwtsd.com

Domain name (pre-Windows 2000):
|UWTSD |

Description:

Domain functional level:
Windows Server 2016

Forest functional level:
Windows Server 2016

Cancel Aorly

Figure 6 Setting up new Active Directory domain

: Active Directory Users and Computers
File Action View Help
e 2@ B Bz HE P aETES

1 Active Directory Users and Computers

| Saved Queries
%3 uwtsd.com

Figure 7 New domain uwtsd.com has been created
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] Active Directory Users and Computers — O *
File Action View Help

o 2HE 48 XER BRI P aiaTa%

j Active Directory Users and Ca|| pame Type DC Type
> [ Saved Queries " WIN-AOHRTK1138L Computer
W 35'5] uwtsd.com

% || Builtin

» || Computers

2| Domain Controllers
» || ForeignSecurityPrincig
» [ Managed Service Acce
s | Users

Figure 8 Computer has been configured as Domain controller

Task 2 Installing Client Computer and Basic Object creation in the AD

Mew Object - Computer >

"'ﬁ Createin:  uwtsd.com/Computers

Computer name:

| domaindienft

Computer name (pre-Windows 2000):
| DOMAINCLIEN 1

The following user or group can join this computer to a domain.

User or group:

| Default: Domain Admins Change...

[ ] Assign this computer account as & pre-Windows 2000 computer

Cancel e

Figure 9 Creating a new computer in the domain named "Domainclien1
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Subtask 2Installing/connecting Windows client to the domain

Internet Protoceol Version 4 (TCP/IPvd) Properties >
General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask yvour network administrator
for the appropriate IP settings.

() Obtain an IF address automatically
(®) Use the following IP address:

IP address: | 192,168 . 100 . 3 |
Subnet mask: | 255.255.255. 0 |
Default gateway: | 192.168 . 100. 1 |

Obtain DNS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server: | 192,168 . 100 . 1 |

Alternate DMS server: | . . . |

[ validate settings upon exit Advanced...

Cancel

Figure 10 Having Installed the Windows Client machine, is has been configured with a static IP Address and primary DNS as
192.168.100.1 which corresponds to the server private adapter that is connected to.

Computer Mame/Domain Changes >

You can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name:

[Domaingien ]

Full computer name:
Domainclien1.uwtsd com

Mare...
Member of
(@ Domain:
‘uwtsd.cnm
() Workgroup:
QK Cancel

Figure 11 Adding the client to the domain
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Worksheet 2: Resource Management in Active Directory:
Users, Computers and Groups

Task 1: Creating an Organisational Unit Hierarchy.

File Action

e M40 XEd= B

J Active Directory Users and Computers

View Help

LaavTER

] Active Directory Users and Com|| pame

: Type Description
— Saved Quenies %adm Security Group - Global
w F3 uwisd
* Bu Delegste Control... Jser
) _ Co Find... Jser
3] De Change Domain... jsu
. ser
- Fo Change Domain Controller...
- A Raize domain functional level...
v 2| Sa
= (perations Masters...
il MNew Computer
YR Al Tasks Contact
Refresh Group
aUs . InetOrgPerson
i i misD3-ShadowPrincipalContainer
Help msimaging-P5Ps
MSMO Queue Alias
Organizational Unit
Printer
User
< || Shared Folder
ICreates a new itermn in this container.
Figure 12 Creating a new Organizational Unit
Mew Object - Organizational Unit x
--1:/ Creste in:  uwtsd com/
Mame;
Sales Del]
/] Protect container from accidental deletion
Concel | | Hebp

Figure 13 Naming the new OU

NOS
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Mew Object - Organizational Unit

- Createin:  uwisd com/

Mame:

sers

L] Protect cortaines from accidertal deletion

o[ o

Figure 14 Creating a new OU within the Sales Dept OU

NOS

O Active Directory Users and Computers

File Action View Help

o 2w 0 XEd=| Hm

LaaTi%

| Active Directory Users and Com|| pame
| Saved Queries
v 5 uwtsd.com
| Builtin
~ Computers

121 Sales Computer
2] Gales Resources
2] Sales Users
2 Domain Controllers
| ForeignSecurityPrincipal:
~ Managed Service Accour
w o Sales Dept

2| Sales Computer
2| Sales Resources
2| Sales Users

| Users

Type Description
Organizational Unit
Organizational Unit
Crganizational Unit

Figure 15 Creating other two OUs within the Sales Dept OU and renamed User to Sales Users
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] Active Directery Users and Computers
File Action View Help

e 1m0/ XEcz BHmPaa27TE%

] Active Directary Users and Com|| jame Type Description
- Saved Queries
w fj uwtsd.com
| Builtin

» 1 Computers

M Domainclien]  Computer

2. Domain Controllers
_ ForeignSecurityPrincipal:
| Managed Service Accour
w 4 Sales Dept
21 Sales Computer
2] Sales Resources
v (2] Sales Users
7 Users

Figure 16 Dragged the computer object from the default Computer OU to Sales Computer OU

] Active Directery Users and Computers -
File Action View Help

e R O0EdE2 HMm LT TESR

] Active Directory Users and Com|| pame Type Description
| Saved Queries
v & uwtsd.com
| Builtin

» | Computers

121 a0 Staff Organizational Unit
[5] Technical Support Staff  Organizational Unit

v 2, Domain Controllers
. ForeignSecurityPrincipal
» | Managed Service Accour
w 4 Sales Dept
2| Sales Computer
2 Sales Rezources
- 12 Sales Users

7 Users

Figure 17 Created two further OUs within the Sales users OU

11



Giuseppe Ventimiglia NOS

Task 2: Creating and Managing Active Directory User and Computer accounts

5 Group Policy Management — O
p cy g
5 File Action View Window Help - &
L o AN o (M= RNENERN 7 N
|5l Group Policy Management uwtsd.com
e —ﬁ quest: uwl'tsd.com Status | Linked Group Policy Objects  Group Policy Inhertance  Delegation
v |55 Domains
- _fj uwtsd.com This page shows the status of Active Directory and SYSWOL replication for this domain as it relates to Group
| @ Sites Palicy.
st¥ Group Policy Modeling
|4 Group Pelicy Results
Status Details
! WIN-AOHRTK1I3BL.uwtsd .com is the baseline domain controller for this domain. Change
Mo Infrastructure Status information exists for this domain.
Click the Detect Mow button below to gather infrastructure status from all of the domain controllers in this
domain.

Figure 18 Opened Group Policy management

5, Group Policy Management
5L File Action View Window Help
|2 E

15 Group Policy Management uwtsd.com
v _ﬁ Forest: uwtsd.com

~ [54 Domains _
_fj uwtsd.com Link Order GFO Enforced Link Enabled GPO Status

L@ Sites ] Defautt Domain Palicy Mo

st¢' Group Policy Modeling
[ Group Policy Results

Status Unked Group Policy Objects  Group Policy Inhertance  Delegation

Figure 19 Selected Default Domain Policy, where the top level of hierarchy in the domain is located

=/ Group Policy Management Editor
File Action View Help
L A (NEY

w i Computer Configuration | Policy -
w [] Policies

|| Software Settings

w || Windows Settings

Policy Setting

|2z Enforce password history 24 passwords remembered

12 Maximum passwoerd age 42 days

= . . [z Minimum password age 1 days
|| Mame Reselution Policy .
) Seripts (Startup/Shutdown) |2z Minimum password length . - S-Charad:ers
= Deployed Printers |2y Password must meet complexity requirements Disabled
w i Security Settings 12y Store passwords using reversible encryption Disabled

v | Account Policies

_,;E] Password Policy
5 Account Lockout Po
fia Kerberos Policy

5ﬁ Local Policies

f.ﬁ Event Log

Figure 20 Selected password policy

12
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Minimum password length Properties ? *
Security Policy Setting  Explain

i:{E. Minimum password length

Define this policy setting
Password must be at least:

8 = characters

Figure 21 Setting up the minimum password length

Password must meet complexity requirements Properties ? X
Security Policy Setting | Explain

i:{g. Password must meet complexity requirements

Define this policy setting:
() Enabled
(@) Disabled

Figure 22 Disabling the Security setting

Account lockout threshold Properties ? *
Security Policy Setting | Explain
jEl Account lockout thresheld

Define this policy setting
Accourt will lock out after:

| 3 = | invalid logon attempts

Figure 23 Setting up the Account Lockout Policy to 3 attempts

Creating User/Computer Accounts and Managing their properties

13
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1 Active Directory Users and Computers —

File Action View Help
e aF B Bz HEI B RETE%

] Active Directory Users and Com|| Name Type Descriptien
LI saved Queries 2] All Staff Organizational Unit
v HﬁSd'_c?m 2] Technical Support Staff Organizational Unit
| Builtin
| Computers
2| Domain Controllers
| ForeignSecurityPrincipal:
| Managed Service Accour
w (3] Sales Dept
2| Sales Computer
2| Sales Resources
2| Sales Users
| Users

Figure 24 Opened the "AD users and computers" tools and located the "All staff" folder

Mew Object - User >

& Createin:  uwtsd.com/Sales Dept/Sales Users/All Staff

First name: || | Initials: I:I

Last name: |

Full name: |

|User logon name:

| | [@uwtsd.com e

|User logon name (pre-Windows 2000):
|LIWT5 D\ | |

Figure 25 Creating two user accounts

14
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File Action View Help

] Active Directory Users and Computers

o= HE H Edz HRE| PaETE%

| Saved Queries A
~ 3 uwtsd.com
| Builtin
Computers

I

Dermain Controllers
ForeignSecurityPrinci
Managed Service Acc
Sales Dept

o - - N O

o | Sales Computer
2 | Sales Resources
w (2 Sales Users
o | All Staff
2| Technical Sup| v
£ >

Mame

E;, Casey C.5 Meistat
E; Matt MD. Demaon

Type
User

User

Figure 26 User accounts created

IUser logon name:

|adm-chuck | Euwtsd.com

Lser logon name (pre-Windows 2000

|UWTSD\ | [adm-chuck
Logon Hours.. Log On To...

Figure 27 Created an admin account in the Technical support Staff OU

|ser logon name:

|adm-heath | Euwtsd.com

IUser logon name (pre-Windows 2000):

[UWTSD\ | [adm-heth|
Logon Hours. .. Log On To...

Figure 28 Created a second admin account

NOS
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|ser logon name:

|adm-zaid

| Euwtsd.com

lUser logon name (pre-Windows 2000):

|LIWTS D\

| |adm-zaid

Logon Hours...

Log On To...

Figure 29 Created a third admin account

adm Properties

% adm|

General Members Member Of Managed By

Group name (pre-Windows 2000): adm

Description: |

E-mail: |

Group scope
Domain local

(@) Global

() Universal

Motes:

Group type
(®) Security
() Distribution

Cancel Aoply

Figure 30 Creating an admin group

adm Properties

Members:

General Members  Member Of Managed By

MName

2 Chuck CK. Ke..
2 Heath HA. Ad...
2 Zaid ZA. Agu...

Active Directory Domain Services Folder

uwtsd .com/Sales Dept/Sales Users/Technical 5...
uwtsd.com/Sales Dept/Sales Users/Technical 5...
uwtsd.com/Sales Dept/Sales Users/Technical 5...

Figure 31 Adding the three admins to the group

NOS
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7T

adm Security Group - Global
Copy...
E;HE; ory
E;.lay Add to a group...
&Eai |Enableﬁkccuunt I

Reset Password...
Move..,

Open Home Page
Send Mail

All Tasks >

Cut

stoagr

Delete

Rename

Properties

Help

Figure 32 Disabled an admin account, by right clicking it shows the option to enable it.

Other user

Your account has been-disabled. Please see your system.administrator.

Figure 33 Tried to access with the disable account's credentials

17
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] Active Directory Users and Computers
File Action View Help
o | FE BB B8 atEaTE%

] Active Directory Usersand i A || Name Type
y 5“‘“-'3 Queries [ Builtin builtinDomain
w o uwtsd.com - .
= puiltin Delegate Control.. Organizational Unit
- : Organizational Unit
| Compu Find... _
o . ) Container
2| Domair Change Domain... .
@ Foreign Container
- Change Domain Controller... :
“| Manage . . . Cu:untafner
v [ Sales De Raise domain functional level... Container
2] sale Operations Masters...
4| Sal
il Sale New .
w O] Sale
Figure 34 Accessed the domain name menu from AD Users and Computers
.’ Find Users, Contacts, and Groups — O >
File Edit View
Find: | Users, Contacts, and Groups ~ | In: | 33 uwtsd.com e Browse...

|sers, Contacts, and Groups  Advanced

Name: | chuck |

Stop

Description: | |

Clear All

Figure 35 Using the "Find" option to find an account

Search results:

Mame Type Description
2, Chuck CK. Keith  User

Figure 36 Output of the research

18
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Chuck CK. Keith Properties

Pt

Sessions Remote control Remote Desktop Services Profile COM=
General Address Account Profile Telephones COrganization

Member Of Password Replication Dialdn Environment
Member of :
MName Active Directory Domain Services Folder
adm uwtsd .com/Sales Dept/Sales Users/Technical 5...
Domain Users uwtsd.com/|sers

Figure 37 Checking the Properties of the record, in particular the group it belongs to.

Task 3: Investigating the use of Group Objects in Active Directory.

Domain Admins Properties ?

General Members  Member Of Managed By

Members:

et

MName Active Directory Domain Services Folder

?_;. Administrator uwtsd .com./Users

Add... Remove

Cancel Aoply

Figure 38 Accessing the properties of the Domain Admin groups to add a new member

NOS
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Select this object type:

Select Users, Contacts, Computers, Service Accounts, or Groups

| Users, Service Accounts, Groups, or Cther objects

From this location:

|uwt5d com

Enter the object names to select (sxamples):

Heath HA. Adams (adm-heath @uwtzd.com)|

Advanced...

| Object Types...

Locations...

Check Names

Cancel

Figure 39 Searching for a user of the Technical Support OU to add in the admin group

Creating a Group — Group Scope in Active Directory.

Mew Object - Group

S?_h. Createin:  wuwisd.com/fSales Dept/Sales Users/all Staff

Group name:

| uwtsddomainusers

Group name (pre-Windows 2000):

| uwtsddomainusers |
Group scope Group type
(®) Domain local (®) Security
() Global () Distribution
() Universal

Cancel

Figure 40 Creating a domain local group

NOS
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uwtsddomainglobal Properties ? et

General Members Member Of Managed By

% uwtsddomainglobal

Group name (pre-Windows 2000): Jwtsddcumainqlcuhal |

Description: | |
E-mail: | |
Group scope Group type
Domain local (®) Security
(®) Global () Distribution
() Universal
Motes:

Cancel Aoply

Figure 41 Creating a global group within the Technical support staff OU

uwtsddomainglobal Properties ? >

General Members  Member Of Managed By

Members:

Mame Active Directory Domain Services Folder

3_. Chuck CK. Ke... uwtsd.com/Sales Dept/Sales Users/Technical 5...
3_’3 Heath HA. Ad... uwtsd com/Sales Dept/Sales Users/Technical 5.
3_’;, Jason JD. Dion  uwtsd.com/Sales Dept/Sales Users/Technical 5...
3_‘; Faid ZA. Alqu... uwtsd .com/Sales Dept/Sales Users/Technical 5...

OK Cancel Apply

Figure 42 Added in the users of the Technical Support staff OU

NOS
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File Action View Help

] Active Directory Users and Computers

e 2E 48 XER BRI P hETE%

s | Saved Queries
v 3 uwtsd.com
» || Builtin
] Computers
2 Domain Controllers
[ | ForeignSecurityPrincipa
2] generalstaff
[] Managed Service Accou
w (2] Sales Dept
[ Sales Computer
2| Sales Resources
w (2| Sales Users
] Al Staff
» [2] generalstaff
2| Technical Suppo
» (2] technicalstaff
2] technicalstaff

A

Mame

%adm

2. Chuck CK. Keith

&, Heath HA, Adams
E;.lason 1D, Dicn
uwtsddomainglobal

&, Zaid ZA. Alqurashi

Type
Security Group - Global
User
User

User

Security Group - Global

Lser

Figure 43 Nested global group into Domain Local Group

NOS
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Worksheet 3: Resource Management in Active Directory —

Managing Access to Files and Folders, and Controlling Domain

User Environments

Task 1: Managing local access and Network Access to files and folder objects in

Active Directory.

Select the server and path for this share

Select Prefilz Server:
Server Name Status Cluster Rale Cwner Node
WIN-AOHRTK1I3BL Online Mot Clustered
Share Name

Share location:

() Select by valume:

Volume Free Space Capacity File System
C: 21.2GE  305GB NTFS

The location of the file share will be a new folder in the \Shares directory on the selected
volume,

@ Type a custom path:

|C:\Dept Databasd | Erowse...

< Previous | | Mext = Create

Figure 44 Creating a shared folder within the Domain controller

Specify share name

Select Profile Share name: Dept Database

Share Location

~ Share description:

Other Settings

Local path to share:
CADept Database

Remote path to share:
WWIN-AOHRTK113BL\Dept Database

Figure 45 Specifying the share name and remote path to the share

23
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R O-
Home share View
« v 4 <« Loca.. » DeptData.. w| @ Search Dept
Mame
#F Quick access
Salesdatabase
I Desktop =
* Downloads mj Salesdatabase - Motepad
=| Documents File Edit Format View Help
&= Pictures Matt Kennington $50000
Dept Database Luis Figaro $120000
etemd Robert West $9peeaa
yEtEm Jin Kazama $23000
EH This PC

Figure 46 Creating a file withing the shared folder

Permission Entry for Dept Database

Principal:  Global group (UWTSDWGlobal group)  Select a principal

Type: Allow w

Applies to: | This folder, subfolders and files ~

Basic permissions:
[+] Full contral
2] Modify
[] Read & execute
List folder contents
[+] Read
[+] Write

Figure 47 Giving the Global group, that includes the Technical staff group, all permissions

24
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Permission Entry for Dept Database

T}rpe: Allow o

Applies to: | This folder, subfolders and files ~

Basic permissions:
[]Full contral
[ Modify
[JRead 8. execute
[JList folder contents
[+] Read
[Jwrite

Special permissions

Principal:  uwtsddemainusers (UWTSDVuwtsddomainusers)  Select a principal

Figure 48 Granting the general group "uwtsddomaninusers" only read permission

Dept Database Properties

General Sharng Securty  Previous Versions  Customize

Object name:  C:\Dept Database

GI’OIJD ar user names:

Global group (UWTSDGlobal group)
S Administrators (UWTSDAdministrators)
52 Users (UWTSDUsers)

< >

To change permissions, click Edit. Edit

Pemissions for Glabal group Allow Deny

Full control

Modify

Fead & execute
List folder conterts
Read

Write

AR RN

For special pemmissions or advanced settings. Advanced
click Advanced.

Cancel Aoply

Pt

Figure 49 Configuring NTFS permission on the folder for the Technical support staff

NOS
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Dept Database Properties *

General Sharng Securty  Previous Versions Customize

Object name:  C:\Dept Database

GI’DIJD ar user names:

S& SYSTEM A
uwtsddomainusers (UWTSD'wwtsddomainusers)
H2 Global group (UWTSDYGlobal group)

R Adminictratare (| WTS SAdmimictratane |
£ >

To change permissions, click Edit. Edit .

Permizsions for
uwtsddomainusers Allow Dery

Full contral 2
Modify

Read & execute

List folder contents

Read vy
Write W

For special permissions or advanced settings, Advanced
click Advanced.

Corca | [I0RGR%

Figure 50 Configuring NTFS permission on the folder for the general group

Casey C.S. Neistat

. *Welcome

Figure 51 Logging onto the workstation with a general user member's account

26
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Videos
= Thiz PC m

¥ Metwork ~ Devices and drives (1)

Windows 10 (C)
[ |

. I
M, 25.6 GB free of 39.9 GB

~ Metwork locations (1)

Dept Database
[ COWIN-AOHRTKTIZBL) (23]
< .

Figure 52 Mapped the drive

" File Access Denied -

You need permission to perform this action

Salesdatabase

Type: Text Document

Size: 0 bytes

Date modified: 3/21/2020 %:58 AM

You require permission from Administrators to make changes to this file

Try Again Cancel

Figure 53 Tried to delete the file

Ih\Salesdatabase.txt

4| Salesdatabase - Notepad — O
File Edit Format VYiew Help
Matt Kennington $58088
Luis Figaro $120060
Robert West $900000
Jin Kazama $23808
Kevin Mitnick  $1880680
MNotepad >

You do not have permission to open this file, See the owner
of the file or an administrator to obtain permission.

Figure 54 Tried to modify and save the file

NOS
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Jason JD. Dign

Welcome

Figure 55 Logging onto the workstation with a higher privileged member of the Technical staff group

MS5Edge - Win10 (1 YM creation) [Running] - Cracle YM VirtualBox

File  Machine View Input Devices Help b
= B = | Dept Database (\\WIN-AOHRTK1I3BL) (Z:)

Home Share View

= “ 4 == 5 ThisPC » Dept Database (\WWIN-ACHRTK1I3BL) (Z)

Mame

3 Quick access

| Salesdatabase updated
I Desktop + = P

Figure 56 Renamed the file, permissions granted.
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Task 2: Controlling ‘domain resources’ using Organisational Units and Group

Policy.
] Active Directory Users and Computers — O ot
File Action View Help
5 | —=m = — e - [
e rE B B HE P eETES
: Active Directory Users and Compy|| MName Type
] Saved Queries .
- Global grou Security Group - Global
w _f_j uwtsd.com % Iretp o P
[ Builtin
[| Computers
2| Demain Controllers
[ | ForeignSecurityPrincipals
2] generalstaff
[] Managed Service Accounts
[2] Sales Dept
| technicalstaff
[ Users
L4 || € >

Figure 57 Created the "technicalstaff" OU and added the Technical staff group

NOS
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NOS

] Active Directory Users and Computers

File Action View Help

&= fAF B Bz HRE T aETEa%

| Saved Cueries

Builtin
Computers

i |_.'_ |_.'

2| Domain Controllers
ForeignSecurityPrincipals

i |_.'_

2| generalstaff

Managed Service Account:
2| Sales Dept

2 | technicalstaff

Users

i) i |_.'_

L

] Active Directory Users and Compt|| Name

W fﬂ uwtsd.com %uwtsddnmainu;ers Security Group - Domain Local

Figure 58 Created the "generalstatff" OU and added the general staff group

|5 Group Policy Management
'zl File Action View Window Help
| 2R G|

|34 Group Pelicy Management
W _li\l Forest: uwtsd.com
v 54 Domains
v ._}F‘j uwtsd.com
= Default Domain Policy
2| Domain Controllers
2| generalstaff
o Sales Dept
2| technicalstaff
=t Group Pelicy Objects
¥ WMI Filters
5] Starter GPOs
i Sites
55 Group Pelicy Medeling

"+ Group Policy Results

Figure 59 Accessed the Group Policy management tool
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generalstaff
Linked Group Policy Objects  Group Policy Inhertance  Delegation
Link Order GPO Enforced Link Enabled GPO Status
1 i No Right Click Access No Yes Enabled

Figure 60 Created a new policy for the members of the “generalstaff” group

= Mo Right Click Access [WIN-AQHRTKI
w A Computer Configuration
| Policies
| Preferences
~ &, User Configuration
w [ | Policies
| Software Settings
| Windows Settings
w || Administrative Templates: P
| Control Panel
| Desktop

| Metwork

| Shared Folders

| Start Menu and Taskbar

System

| Windows Components
. All Settings

| Preferences

. Start Menu and Taskbar

Remove access to the context
menus for the taskbar

Edit policy setting

Requirements:
At least Windows 2000

Description:

This policy setting allows you to
remove access to the context
menus for the taskbar,

If you enable this policy setting,
the menus that appear when you
right-click the taskbar and items
on the taskbar are hidden, such as
the Start button, the clock, and
the taskbar buttons.

Figure 61 Configuring the new policy, removing user access to the context menus for the taskbar

E Remove access to the context menus for the taskbar

(C) Mot Cenfigured Comment:

(@) Enabled

() Disakled

Figure 62 Enabling the policy

Administrator>gpupdate/force

olicy...

Computer Policy update has completed successfully.

Figure 63 Forcing updates of the policy
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Matt MD. Demon

* Welcome

Figure 64 Logging onto the workstation with a general staff user account

OS Version: Windows 10

Service Pack: No service pack

User Name: m.demon
Recycle Bin Passwor PasswOrd!

Snapshot/backup:
Create a snapshot (or keep a backup of downloaded archive) before first booting and working with
this VM, so that you can reset quickly after the OS trial expires.

2]

Microsoft . . . .
il Licensing notes and evaluation period:

The modern.ie virtual machines use evaluation versions of Microsoft Windows, and are therefore time
limited. You can find a link to the full license on the desktop.

Activation:

For Windows 7, 8, 8.1 and 10 virtual machines, you need to connect to the Internet in order to activate
the trial. In most cases, activation will be done automatically after a few minutes, but you can
also enter "slmgr /ato" from an administrative command prompt. This will give you 90 days.

For Windows Vista, you have 30 days after first boot.

For Windows XP, you have 30 days after first boot. You will see a toast notification pop up a few
minutes after boot stating the days left (in the system tray).

Re-arm:

In some cases (Windows XP, Vista, and 7), it may be possible to further extend the initial trial period if
there are rearms left. The following commands can be run from an administrative command
prompt (right-click on Command Prompt and select the '‘Run as Administrator’ option).

Show current license, time remaining, re-arm count (all except Windows XP):
simgr /div

Re-arm (all except Windows XP). Requires reboot.
slmgr /rearm

Re-arm (Windows XP only). Note that no error is given in the case no rearms are left. Windows License valid for 67 days
rundl32.exe syssetup,SetupOobeBnk Build 17763.rs5_release.180914-1434

= = & =] LA m g dx 32/::3/;';;0 =
B&F ¢ Bl gl@ ®-Rritcy

Windows 10 Enterprise Evaluation

Figure 65 No output from the system whenever tried to click on desktop, start meu or windows explorer.
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(=

(=

7=

Setting
_| Active Directory
| Desktop

Do not add shares of recently opened docurments to Metwor..,

=| Prohibit User from manually redirecting Profile Folders
Hide and disable all items on the desktop
Remowve the Desktop Cleanup Wizard

Hide Internet Explorer icon on desktop
Remowve Computer icon on the desktop
Rermowve My Docurnents icon on the desktop
Hide Metwork Locations icon on desktop
Remowve Properties from the Computer icon context menu

Remove Properties from the Documents icon context menu

temove Recycle Bin icon from desktop

Remove Properties from the Recycle Bin context menu

Don't save settings at exit

Prevent adding, dragging, dropping and clesing the Taskbar...

Turn off Aero Shake window minimizing mouse gesture

Prohibit adjusting desktop toolbars

State

Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured

Mot configured
Mot configured
Mot configured
Mot configured
Mot configured

Figure 66 Implemented a new policy on the server

L

—

3 Quick access

I Desktop
* Downloads

|=| Decuments

| Pictures
J’l Music
m Videos

[ This PC

[;_}' Metwark

% % % %

v 4 Il » ThisPC » Desktop

Mame

ﬂ Microsoft Edge

Figure 67 After force the policy and restarted the workstation, the policy has been applied removing the bin icon from

desktop

NOS
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Removable media
Scope Detailz Settings  Delegation  Status
TIAT T T ST T T T 1S Ui St 1S, Jeretie, T
modify security
WTSDEnterprise Edit settings, delete, Mo
Admins modify security
Computer Configuration (Enabled)

Policy defintions (ADMX files) retieved from the local computer.

System/Removable Storage Access

All Removable Storage Enabled
classes: Deny all access

Policy Setting Comment

User Configuration (Enabled)

Mo settings defined.

Figure 68 Implemented a new policy for removable storage devices

Fi

ﬁ M5Edge - Win10 (1 VM creation) [Running] - Oracle VM VirtualBox

le  Machine View Input Devices Help

pj Device Manager

File Action View Help

& T E H=ET

v I‘il Domaincliend
> 3 Batteries
3 ! Computer
b wm Disk drives
» @ Display adapters
> =@ |DE ATA/ATAPI controllers
> Keybeoards
» O Mice and cther pointing devices
> [ Monitors
s LI Network adapters
» [ Print queues
> ﬁ Processors
v [ Software devices
B Microsoft GS Wavetable Synth
l Micresoft RRAS Root Enumerator
» ﬁ Storage controllers
5§ Systern devices
~ @ Universal Serial Bus controllers
i Standard OpenHCD USE Host Controller
fi, USB Mass Storage Device
§ USERoot Hub

Figure 69 Tested by plugging in a USB stick. The system recognizes the device but does not allow access

NOS
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Worksheet 4: Network Administration using DHCP

Task 1: Installing and configuring the DHCP Service.

Part A: INSTALL / AUTHORISE THE DHCP SERVICE.

= Add Reles and Features Wizard — O X
. DESTINATIOM SERVER
Before you beg In WIN-AQHRTK 133 L uwtsd.com

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
[ Installatien Type hosting a website.

Before You Begin

Server Selection )
To remove rales, role services, or features:
Start the Remove Roles and Features Wizard
3 Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[ Skip this page by default

< Previous Mext = Install Cancel

Figure 70 Adding a new role to the server
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= Add Roles and Features Wizard

have to be installed on the same server.
4 Remote Server Administration Tools

4 Role Administration Tools
[Toals] DHCP Server Toaols

Include management tools (if applicable)

Add features that are required for DHCP Server?

The following tocls are required toc manage this feature, but do not

Add Features

Cancel

Figure 71 Adding DHCP Server features to the server

View installation progress

ﬂ Feature installation

Installation started on WIN-AOHRTK1I3ELuwtsd.com

DHCP Server
Remote Server Administration Tools

Role Administration Tools
DHCP Server Tools

Figure 72 Installing DCHP features

NOS
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Part B: Creating a DHCP scope for leasing Ip addresses to DHCP clients on the private network
% DHCP

File Actiocn View Help

= | 7HE L HE B

¥ DHCP

v 5 win-achrtkli3
3 IPvd
& IPvE

A scope is a range of [P addresses
assigned to computers requesting a
dynamic IP address. You must create
and configure a scope before dynamic
IP addresses can be assigned.

To add a new scope, on the Action
rmenu, click New Scope.

For more information about setting up a
DHCP server, see online Help.

£ >

Figure 73 Opened the DHCP console to create a scope

| Mew Scope Wizard

Scope Name e
You have to provide an identifying scope name. You also have the option of providing
1 a descriptian.

; Type a name and description for this scope. This information helps you quickly identify
I how the scope is to be used on your network.

Name: ISE'ESC"EI"H

Description: INew DHCP scope]|

= Back Mext = Cancel

Figure 74 Creating a new scope named SalesClient
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Internet Protocol Version 4 (TCP/IPvd) Properties
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
{®) Use the following IF address:

IP address: | 192.168.100 . 3 |
Subnet mask: | 255 .255.255. 0 |
Default gateway: | . . . |

Obtain DMS server address automatically

(@) Use the following DNS server addresses:

Preferred DMNS server: | 192 . 168 . 100 . |

Alternate DMS server: | . . . |

[]validate settings upon exit

Figure 75 Checking client's IP address

Internet Protocel Version 4 (TCP/1Pvd) Properties

General | Alternate Configuration

You can get IP settings assigned automatically if your network suppaorts
this capability, QOtherwise, you need to ask your network administrator
for the appropriate IP settings.

(®) Obtain an IP address automatically
() Use the following IP address:

IP address: | . . . |

Subnet mask; | . . . |

Default gabeway: | . . . |

(®) Obtain DNS server address automatically
() Use the following DNS server addresses:

Preferred DMNS server: | . . . |

Alternate DMNS server: | . . . |

Validate settings upon exit Advanced. ..

Cancel

T i TT - O T

Figure 76 Setting automatic Ip address and DNS for the client

NOS
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Mew Scope Wizard

IP Address Range e
You define the scope address range by identifying a set of consecutive IP addresses.

Configuration settings for DHCP Server
Enter the range of addresses that the scope distributes.

Start P address: | 192 168 . 100 . 3

End IP address: | 192 . 168 . 100 . 3
Configuration settings that propagate to DHCFP Client

Length: 24 _|:|

Subnet mask: |255.255_255_ 0

< Back Met = Cancel

Figure 77 Setting up Start and end Ip addresses equal to the client’ one and determining the subnet mask length.

Mew Scope Wizard

Lease Duration e
The lease duration specifies how long a client can use an |P address from this scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical network . For mobile networks that consist mainhy of
portable computers or dial-up clients, shorter lease durations can be useful.
Likewise, for a stable network that consists mainhy of desktop computers at fixed
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distibuted by this server.

Limited ta:
Days: Hours: Minutes:
=1 =1 N
B+ | o | b

< Back Mext = Cancel

Figure 78 Setting default lease duration.
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Mew Scope Wizard

Activate Scope

Clients can obtain address leases only if a scope is activated.

Do you want to activate this scope now?

% Yes | want to activate this scope now!

™ Mo, | will activate this scope later

< Back Mext = Cancel
Figure 79 Activating scope
Part C Testing DHCP lease
Settings = >
& Your info |

HEATH HA. ADAMS
UWTSDhVadm-heath
Administrator

Figure 80 Logging in with Administrator account

NOS
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C:\Usershadm-heath>ipconftig /release

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Default Gateway

Figure 81 Typing ipconfig /release to releases the IP address from the network adapter
C:\Users\adm-heath>ipconfig /renew

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
IPv4 Address.
Subnet Mask

Figure 82 Updating addresses with the ipconfig /renew command, showing the right domain and IP address/ subnet mask
C:\Users\adm-heath>ipconfig /all
Windows IP Configuration

Host Name . . . . . . . . . . . . : Domainclienil
Primary Dns Suffix . . . . . . . : uwtsd.com
Node Type S o e e e e et rer ol e e Y DL

IP Routing Enabled. . . . . . . . : No
WINS Proxy Enabled. . . . . . . . : No

DNS Suffix Search List. . . . . . : uwtsd.com

Ethernet adapter Ethernet:

Connection-specific DNS Suffix . : uwtsd.com

Description . . . . . . . . . . . : Intel(R) PRO/160@ MT Desktop Adapter
Physical Address. . . . . . . . . : ©8-00-27-E6-E5-59

DHCP Enabled. e i(a o

Autoconfiguration Enabled 5

VS S T ST Ay B e e L 2 o )2.168.100.3(Preferred)

SUDNCE IRaSK e e e e e al il T a2 b .255.0

Lease Obtained. . . . . . . . . . : ) March 22, 2020 8:15:45 AM
Lease EXPIresS i o vie e e e o a M March 30, 2020 8:15:44 AM
DECE S S eV e et e e e e e eatiarta el al D s .100.1

NetBIOS over Tcpip. . . . . . . . : Enabled

Figure 83 IP config /all shows more detailed information
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Part D: configuring DHCP options

G DHCP
File
e | 27 d= H

Action  View Help

NOS

@. DHCP Client I[P Address Mame Lease Exp
v [ win-aohrikli3bluwtsd.com || 15 1681003 Domainclienl.uwtsd.com  3/30/202(
v 1P
v g Scope [192.168.100.0]
[} Address Pool
7 Address Leases
3 Reservations
[ Scope Options
] Policies
(.3 Server Options
& Policies
5 7| Filters
5 Ty IPvE
< > £ >
Figure 84 Verifying that in Address Leases is displayed the Client’s Ip address
T DHCP — O X
File Action View Help
=27 6= HE &£
? DHCP Contents of Scope Actions
W ﬂ u%nl-;jrtkhﬂbl.uwtsd.cum ﬁhddress Pool Scope [192.168.100.0] Sales... 4
v ; [ @ Address Leases More Acti »
v g Scope[192.168.100.0] 5¢ | - . ore Actions
. Reservations
(i} Address Pool - - )
= Scope Options Scope Options -
% Address Leases bl
1] Policies More Actions »

5 Reservations
[\ Scope Options
[ Policies
(.3 Server Options
[ Policies
5 % Filters

Ty IPVE

Figure 85 Configuring “Scope options” from the DHCP console
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| |

IP address:

| | L Add
‘ 1592.163.100.1 Remove

‘ Cancel Apph

Scope Options ? et
General  Advanced
Available Options Description »
[ D02 Time Offset UTC offset i
003 Router Array of rout
[ 004 Time Server Aray of time
[ 005 Name Servers Aray of nanm w
< >
Data entry
Server name:

Figure 86 Enabling 003 Router option and adding IP address
C:\Usershadm-heathripconfig /renew

Windows IP Configuration

Figure 87 Obtaining Ip addresses from DHCP server

NOS
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C:\Usershadm-heath>ipconfig /all

Windows IP Configuration

Host Mame . . . . . . . . . . . . : Domainclieni
Primary Dns Suffix . . . . . . . : uwtsd.com
Mode Type . . . . . . . . . . . . : Hybrid

IP Routing Emabled. . . . . . . . : No
WINS Proxy Emabled. . . . . . . . : No

DNS Suffix Search List. . . . . . : uwtsd.com

Ethernet adapter Ethernet:

Connection-specific DNS Suffix . : uwtsd.

Descrip C e e e e e e e e ( PRO/1888 MT Desktop Adapter
Physical Address. . . . . . . . . : B8-88-27-E6-E5-59

DHCP Enabled. . ! Yes

Autoconfiguration Enabled .
IPv4 Address. . . . . . . . . . . 68.188.3(Preferred)
Subnet Mask :

Lease Obtained.

Lease Expires

Default Gateway .

DHCP Serwver -

MNetBIOS over Tcpip.

Figure 88 Verifying Default gateway Ip address

Worksheet 5: Planning and Deploying DNS in the Network
Infrastructure

Task 1: Understanding DNS operation; Planning and deploying DNS
Task (A). Check the Host Name and Fully Qualified Domain Name of your Server.
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BX Administrator: Command Prompt — O >

\dministrator>hostname

Administrator:

Figure 89 Checking Server 1 hostname.

3 system - O *

4 E s Control Panel » System and Security »  System v O Search Control Panel »

Control Panel Home . .. .
View basic information about your computer

& Device Manager Windows edition
% Remote settings Windows Server 2019 Essentials
& Advanced system settings © 2018 Microsoft Corporation. All Windows Server: 2019

rights reserved.

System
Processon Intel(R) Core(TM) i3-3320M CPU @ 2.60GHz 2.3% GHz
Installed memery (RAM): 2,00 GB
Systemn type: 64-bit Operating System, x64-based processor
Pen and Teuch: Mo Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
Computer name: WIN-AOHRTK1I3BL E;J':hengr: settings
Full computer name: WIN-AOHRTK113BL.uwtsd.com
Computer description:

Domain: uwtsd.com

Windows activation

Windows is not activated. Read the Microsoft Software License Terms

See also Product ID: 00433-00000-00001- 44824 E;-‘—'.-:ti-.-'atr: Windows

Security and Maintenance

Figure 90 Checking specific information as "Full computer name".
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BX Administrator: Command Prompt — O >

Figure 91 Checking Server 2 hostname.

£ system - O >

T « 4 5 Control Panel » System and Security » System v D Search Control Panel L

Control Panel Home . - .
View basic information about your computer

& Device Manager Windows edition
E;l Remote settings Windows Server 2019 Essentials
& Advanced system settings © 2018 Microsoft Corporation. Al rights Windows Server® 2019
reserved,
System
Processor: Intel(R) Core(TM] i3-3320M CPU @ 2.60GHz 2.59 GHz
Installed memaory (RAM): 2,00 GB
System type: 64-bit Operating Systemn, x64-based processor
Pen and Touch: Mo Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

Computer name: WIN-AOHRTK1IZBE
Full computer name: WIN-AOHRTKIZBK
Computer description:

Workgroup: WORKGROUP

Windows activation

Windows is not activated. Read the Microsoft Software Licensze Terms

Product [D: 00433-00000-00001-AA824 0 Activate Windows

Security and Maintenance

Figure 92 Checking server 2 specific details, to note that it is not part of the domain.

Task (B). Installing the DNS Server Service.
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NOS

-ﬁﬁ Add Roles and Features Wizard

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles

server Selection [ Active Directory Certificate Services

] Active Directory Domain Services

] Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[C] DHCP Server

] Fax Server

[m] File and Storage Services (4 of 11 installed)
] Hyper-v

[ Metwork Policy and Access Services

[] Print and Document Services

[] Remote Access

[] Remote Desktop Services

[] Volume Activation Services

[] Web Server (IIS)

] Windows Deployment Services

[] Windows Server Update Services

Server Roles

Features
DME Server

Confirmation

- O >

DESTINATIOM SERVER
WIN-AQHRTK I3EL uwtsd.com

Description

Domain Mame System (DNS) Server
provides name resolution for TCP/IP
networks. DNS Server is easier to
manage when it is installed on the
same server as Active Directory
Domain Services. If you select the
Active Directory Domain Services
role, you can install and configure
DMS Server and Active Directory
Domain Services to work together,

| < Previous | |

Install Cancel

Figure 93 Installing DNS Server from the "Add roles and features" menu.

M

Home Share View

1 %« System and ... » Administrative Tools v 0

= | Administrative Tools Manage Manage

Shortcut Tools Application Tools

s

3 Quick access

- -
a= Component Services

£2 Microsoft Azure Services
3 ODBC Data Sources (32-bit)
5 ODBC Data Sources (64-bit)
'r@ Performance Monitor

%% Print Management
<

33 items 1 item selected 1.20 KB

Search Administrative Tools 0@

MName Date medified Type

9/15/2018 1212 AM  Shortcut
9/15/201812:12 AM  Shortcut
9/15/2018 1212 AM  Shortcut
9/15/201812:13 AM  Shortcut
9/15/2018 1212 AM  Shortcut

9/15/2018 1212 AM  Shortcut
9/15/2018 1213 AM  Shortcut
9/15/2018 1212 AM - Shortcut
9/15/2018 1213 AM  Shortcut
9/15/2018 1213 AM  Shortcut
9/15/2018 1212 AM  Shortcut
9/15/2018 1212 AM  Shortcut
9/15/2018 1212 AM  Shortcut
9/15/2018 1213 AM  Shortcut v

B Desktop * \.f'l Computer Management
; Downloads + & Defragment and Optimize Drives
Documents o ?E DHCP
[=] Pictures P am Disk Cleanup
[ 115/ ;
Dept Database s DMS 9/15/2018 1213 AM  Shortcut
£ Event Viewer
System32 . i
»m Group Policy Management
[ This PC &3 iSCSl Initiator
Local Security Poli
|_j’ Metwork i tyFeliey

- o X
7]

Figure 94 DNS installed, available to be configured from the "Administrative tool".

47



Giuseppe Ventimiglia NOS

Task 2: Storing and Maintaining DNS Data.

2 DNS Manager — O x
File Action View Help
e @z BRI E B

&1 [ENS Mame Type Status
v j ‘#HlNF-AGHTE'IIiEL - E_msdcs.uwtsd.com Active Directory-Integrated Pr...  Running
’ _I onvard Looklp ~ones Euwtsd.com Active Directory-Integrated Pr...  Running
» || Reverse Lockup Zones
% [ Trust Points
» || Conditicnal Forwarders
< >

Figure 95 Selecting the Primary Zone (uwtsd.com) from the low number server (server 1).

£ DNS Manager - O *

File Action View Help
e pmEc: BHEl 84

.E'_., [INS MName Type Data Timestarmp
v j WIN-AOHRTK1I3BL j medes

~ [ Ft_)rward Lookup Zones j cites
> E‘,J _msdes.uwtsd.com j_tcp
>_ = uwtsd.com j_udp
» || Reverse Lookup Zones -
» || Trust Points

j DomainDnsZones

> || Conditional Forwarders j ForestDnsZones
Q (same as parent folder) Start of Authority (S0A) [51], win-aohrtkli3bl.uwts... static
Q (same as parent folder) Mame Server (MNS) win-achrtk1i3bl.uwtsd.com. static
Q (same as parent folder) Host (4) 182,168.1.100 3/23/2020 2:00:00 AM
Q (same as parent folder) Host (4) 192.168.100.1 3/23/2020 8:00:00 AM
Qwin-aohrtk‘li%bl Haost (A) 192.168.1.100 static
Qwin-aohrtk‘liibl Huost (A) 192.168.100.1 static
£ >

Figure 96 Verifying records for the hosts in the network.
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Task 3 DNS Application.

&= Add Roles and Features Wizard — O *
Select destination server T NAO e Sak

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type ®) Selact a server from the server pool
Server Roles Server Pool
Features
Filter: |
Name IP Address Cperating System

WIN-AOHRTK113BK 192.168.1.101,... Microsoft Windows Server 2019 Essentials

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

| < Previous | | Mext > Install

Figure 97 Started wizard for installing a Web Server (1IS) on Server 2.

= Add Roles and Features Wizard — a X
. DESTIMNATIOM SERVER
Installation progress WIN-AOHRTK1138K

View installation progress

o Feature installation
—
Installation started on WIN-AOHRTK1I3BK

Web Server (I1S) -
Management Tools
115 Management Console
Web Server
Common HTTP Features
Default Document

Directory Browsing
HTTP Errors
Static Content

Health and Diagnostics
HTTP Logaing -

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous MNext = Close Cancel
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Figure 98 Installing the web server.

&5 Internet Information Services (IIS) Manager - O *

ﬁ |?j> Start Page |ﬁ|9'

File  View Help

Q- iz |8 Internet Information Sewicessl
&5 Start Page i o ke
> -8 WIN-AOHRTK1I3BK (WIN-AC)

Recent connections Connechon tasks Online resources
Name Connect to localhost 115 News and Informatic
QWIN Pp— Connect to a server... 1IS Downloads
i Connect to a site... IS Forums
Connect to an application. TechMet
MSDMN
< 2 ASP.NET Mews
W g N g N

115 Mews is disabled, click the Enable [15 News link to get the most recent online news.

Ready

Figure 99 Accessed the Internet Information Services Administrative tool.
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'qﬂ Internet Information Services (II5) Manager

Figure 101 Specified alias and physical path for the virtual directory.

‘€ @ » WIN-AOHRTKIBEK » Sites » Default Web Site » & e @ -
File  View Help
Connections Add Virtual Directory ? ¥ Actions
u;-' H al & B Explore -
;-----'@j Start Page ] ) Edit Permissions...
- jﬂ WIN-AOHRTK1138K (WIN-A Site name:  Default Web Site ——
&4 Application Pocls Path: 4 n
v B Sites Bindings...
5 &P Default Web Site Alias: % Basic Settings...
| View Applications
Example: images View Virtual Directories
Physical path: Manage Website @
| | IIl ; Restart
B Start
Pass-through authentication B Stop
Test Settings... Browse Website
&1 Browse 80 (http)
oK Advanced Settings...
Configure
55L Settings e Limnits...
; HSTS...
. s | [ Festres View | - Cotent Ve .
Li-|
Ready qﬂ.:i
Figure 100 Creating a virtual directory for the server.
Add Virtual Directory ? x
Site name:  Default Web Site
Path: {
Alias:
|VDirectﬂrj,r
Example: images
Physical path:
| Chinetpubhwwwroot
Pass-through authentication
Connect as.. Test Settings...
oK Cancel
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wwwroot Properties >

General Sharng Securty  Previous Versions  Customize

Object name:  C:hinetpubwwwroot

GI’OIJ[J ar uUser names:

SR Administrators (WIN-AQHRTK1I3B K\ Administrators) ~
SR Users (WIN-A0HRTK113BK Users)

[15_IUSRS (WIN-AOHRTE113BENIS_IUSRS)
68 Triotadinetallar <
< >

To change pemissions, click Edit. Edit

Pemissions for [15_IUSRS Allow Deny

Full contral 2
Modify

Read & execute
Ligt folder contents
Read

Write A

AN

For special pemmissions or advanced settings, Ad e
click Advanced. vans

oo [ ony

Figure 102 Ensuring IIS users have permission to read and execute scripts.
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wwwroot Properties >

General Sharng Securty Previous Versions Customize

Object name:  Cinetpub™wwwroot

GI‘OIJFI ar User names:

SR Administrators (WIN-S0HRTK113BK Administratars) #
Users (WIN-A0OHRTK1I3BK \Users)

E& II5_IUSRS (WIN-AOHRTK1IZBEMNIS_IUSRS)
ER Trictadlnet sllar
£ >

Tao change permissions, click Edit. Edit

Pemissions for Users Allow Deny

Full contral 2
Modify

Read & execute

Ligt folder contents

Read

Write w

For special pemissions or advanced settings,
click Advanced. Advanced

Figure 103 Ensuring that guest users have at least read permissions.

&3 Internet Information Services (1IS) Manager - O X
S - ]
« = 7| » WIN-AOHRTK1I3BK » Sites » Default Web Site » VDirectory » @ = =5 @ -
File  View Help
Connections - . Actions
; = VDirectory Home
u&' H & & .t.J Y Open Feature
& Start Page Filter: « % Go - Y Show All | Group by: 18} Explore
v 83 WIN-AOHRTK1I3BK (WIN-AQ i ~ d . s
: o Edit Permissions...
E 3 Application Pools 115 ~ .
~ (@] Sites ﬁ) @ [E Basic Settings...
h 0 D_efault Web Site ! - '@' Manage Virtual Directory 1C)
» g VDirectory Authentic... Compression :  Default Directory . .
i Browsing Browse Virtual Directory
. Browse *:80 (http)
& \
a4 4= 1= Edit Virtual Directory
Error Pages Handler Legging Advanced Settings...
Mappings Respon..
pping p @ Hor
e . - =
ol e E
MIME Types  Modules Output Request
Caching Filtering
SSL Settings hd
. » | [Festures view] - conten view
Readly &
- Bitems  1item selected 1.10 KB S

Figure 104 Accessed the IIS administrative tool to change the "Default document", webpage that will be displayed once the
web server is accessed.
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&3 Internet Information Services (IIS) Manager - O X
f&  © | i1 WIN-AOHRTKII3BK » Sites » DefaultWebSite » VDirectory » A @ -
File View Help
: “ Defaul
= Default Document
@-H A8 L—l (@) The file ‘isstarthtm’ exists in
the current directory. It is
Qﬂ Start Page Use this feature to specify the default file(s) to return when a client recommended that you
WlN'AO_HRTK‘IHBK (WIN-AD | ges not request a specific file, Set default documents in order of move this file to the top of
: Application Pools priority. the list to improve
e ﬂ Sites M Entry T performance.
v € Default Web Site ame iy ype .
5 <] VDirectory Default.htrn Inherited Actions
Default.asp Inherited | -':'\E|E|...|
index.htm Inherited Disabl
indexhtml Inherited -
lisstart.htm Inherited Rever oo
@ Help
Configuration: 'Default Web Site/VDirectory' web.config qﬂ:g
Figure 105 Adding a new personalized webpage.
W5 Internet Information Services (IIS) Manager - O d
f& | i1 WIN-AOHRTK13BK » Sites » Default WebSite » Vdirectory » Ay @ -
File View Help
C o - eaul Acti
I~ Default Document
- &8 ol Add...
&5 Start P : : : :
i Gﬂ artFage Use this feature to specify the default file(s) to return when a client X Remove
M ﬂ WIN-ACHRTK1ISBK (WIN-AC does not request a specific file. Set default docurnents in order of 4+ MovelUp
J Application Pools

w .[@| Sites
v P Default Web Site
5 | Vdirectory

pricrity.

MName

Entry Type
uwtsdtest.htm Local
Default.htm Inherited
Default.asp Inherited
index.htm Inherited
index.html Inherited
iisstart.htm Inherited

¥ Move Down

Disable

Revert To Parent

'@' Help

£ >

Configuration: 'Default Web Site/Vdirectory' web.config

Gﬂ:i

Figure 106 Positioning the new created webpage at the top of the list.
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BX Administrator: Command Prompt — O ot
All right

icnetwork:

ection-
Link-local IP

v4 Address.
Subnet Mask
Default

Figure 107 In order to test locally the web server, it is necessary to verify the server’s IP address.

= 192.168.1.101 ~ = | | Search... 2~

= Internet Explorer Enhanced ...

Internet Explorer Enhanced Security Configuration is enabled

Internet Explorer Enhanced Security Configuration is currently enabled on your server. This configures a
number of security settings that define how users browse Internet and intranet Web sites. The
configuration also reduces the exposure of your server to Web sites that might pose a security risk. For
a complete list of the secunty settings in this configuration, see Effects of Internet Explorer Enhanced

Security Configuration.

This enhanced level of security can prevent Web sites from displaying correctly in Internet Explorer and
restrict access to network resources, such as files on Universal Naming Convention (UNC) shares. If you
want to browse a Web site that requires Internet Explorer functionality that has been disabled, you can
add the Web site to the inclusion lists in the Local intranet or Trusted sites zones. For more information,
see Managing Internet Explorer Enhanced Security Configuration.

D

€
N

Figure 108 Connecting to the IP address.
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— O *
e = http://192.168.1.101 + & | | Search.. P~

= MNew web page test [ 1

- I-'r - - - A
Testing Virtual Directory
If vou are seeing http://192.168.1.101 in the url bar, the web server works perfectly. Thank you.
Giuseppe Ventimiglia, 23/03/2020

v

Figure 109 The customised web page is shown, the web server is locally accessible.

e = http://192.168.1.101 ~ & || Search.. 2~

= New web page test

Testing Virtual Directory

If you are seeing http://192 168.1.101 in the url bar, the web server works perfectly. Thank you.

BN Administrator Command Prompt - O *

dministrator>hostname

Giuseppe Ventimiglia, 23/03/2020 ) BL

Fic DNS Suffix

ress .

Figure 110 Web server accessible remotely from Server 1, IP address and name are highlighted.
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