SW1
ip http server

S2#conf t
Enter configuration commands, one per line.  End with CNTL/Z.
S2(config)#in
S2(config)#interface g1/0/5
S2(config-if)#no sh
S2(config-if)#no shutdown
S2(config-if)#
*Aug 21 11:32:53.176: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/5, changed state to down
S2(config-if)#EXIT
S2(config)#EXIT
S2#wr
*Aug 21 11:34:06.443: %SYS-5-CONFIG_I: Configured from console by console
Building configuration...
[OK]
S2#
S2#

User Access Verification
----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
Password:
R1>e
% Ambiguous command:  "e"
R1>en
Password:
R1#conf t
Enter configuration commands, one per line.  End with CNTL/Z.
R1(config)#iexit
            ^
% Invalid input detected at '^' marker.

R1(config)#
R1(config)#exit
R1#
R1#
*Aug 21 11:33:55.281: %SYS-5-CONFIG_I: Configured from console by consoleshow
% Type "show ?" for a list of subcommands
R1#show ip int
R1#show ip interface br
R1#show ip interface brief
Any interface listed with OK? value "NO" does not have a valid configuration

Interface              IP-Address      OK? Method Status                Protocol
GigabitEthernet0/0/0   unassigned      YES unset  administratively down down
GigabitEthernet0/0/1   unassigned      YES unset  administratively down down
GigabitEthernet0/0/1.7 192.168.20.1    YES manual administratively down down
GigabitEthernet0/0/1.8 192.168.30.1    YES manual administratively down down
GigabitEthernet0/0/1.9 192.168.40.1    YES manual administratively down down
Gi0/0/1.11             unassigned      YES unset  administratively down down
GigabitEthernet0/0/2   unassigned      YES unset  administratively down down
GigabitEthernet0/0/3   unassigned      YES unset  administratively down down
Serial0/1/0            unassigned      NO  unset  down                  down
Serial0/1/1            unassigned      NO  unset  down                  down
Loopback0              209.165.20.1    YES manual up                    up
R1#conf t
Enter configuration commands, one per line.  End with CNTL/Z.
R1(config)#int
R1(config)#interface g0/0/1.7
R1(config-subif)#no sh
R1(config-subif)#no shutdown
R1(config-subif)#exit
R1(config)#exit
R1#show
*Aug 21 11:34:39.815: %SYS-5-CONFIG_I: Configured from console by consoleip interface brief
Any interface listed with OK? value "NO" does not have a valid configuration

Interface              IP-Address      OK? Method Status                Protocol
GigabitEthernet0/0/0   unassigned      YES unset  administratively down down
GigabitEthernet0/0/1   unassigned      YES unset  administratively down down
GigabitEthernet0/0/1.7 192.168.20.1    YES manual administratively down down
GigabitEthernet0/0/1.8 192.168.30.1    YES manual administratively down down
GigabitEthernet0/0/1.9 192.168.40.1    YES manual administratively down down
Gi0/0/1.11             unassigned      YES unset  administratively down down
GigabitEthernet0/0/2   unassigned      YES unset  administratively down down
GigabitEthernet0/0/3   unassigned      YES unset  administratively down down
Serial0/1/0            unassigned      NO  unset  down                  down
Serial0/1/1            unassigned      NO  unset  down                  down
Loopback0              209.165.20.1    YES manual up                    up
R1#conf t
Enter configuration commands, one per line.  End with CNTL/Z.
R1(config)#in
R1(config)#int
R1(config)#interface g0/0/1
R1(config-if)#ip add
R1(config-if)#no sh
R1(config-if)#no shutdown
R1(config-if)#exit
R1(config)#
R1(config)#exit
R1#ru
*Aug 21 11:37:55.128: %SYS-5-CONFIG_I: Configured from console by conso
R1#sh
R1#show run
R1#show running-config
Building configuration...

Current configuration : 6756 bytes
!
! Last configuration change at 11:37:55 UTC Wed Aug 21 2024
!
version 17.9
service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption
! Call-home is enabled by Smart-Licensing.
service call-home
platform qfp utilization monitor load 80
platform punt-keepalive disable-kernel-core
!
hostname R1
!
boot-start-marker
boot-end-marker
!
!
no aaa new-model
!
!
!
!
!
!
!
no ip domain lookup
ip domain name swre-lab.com
ip dhcp excluded-address 192.168.20.1 192.168.20.244
!
ip dhcp pool vlan2
 network 192.168.20.0 255.255.255.0
 default-router 192.168.20.1
 dns-server 8.8.8.8
!
!
!
login on-success log
!
!
!
!
!
!
!
subscriber templating
vtp version 1
multilink bundle-name authenticated
!
!
!
crypto pki trustpoint TP-self-signed-1574925342
 enrollment selfsigned
 subject-name cn=IOS-Self-Signed-Certificate-1574925342
 revocation-check none
 rsakeypair TP-self-signed-1574925342
!
crypto pki trustpoint SLA-TrustPoint
 enrollment pkcs12
 revocation-check crl
!
!
crypto pki certificate chain TP-self-signed-1574925342
 certificate self-signed 01
  30820330 30820218 A0030201 02020101 300D0609 2A864886 F70D0101 05050030
  31312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
  69666963 6174652D 31353734 39323533 3432301E 170D3234 30383231 30383236
  33335A17 0D333430 38323130 38323633 335A3031 312F302D 06035504 03132649
  4F532D53 656C662D 5369676E 65642D43 65727469 66696361 74652D31 35373439
  32353334 32308201 22300D06 092A8648 86F70D01 01010500 0382010F 00308201
  0A028201 0100A687 02E78A91 82F59D4A B0A329A2 BAC72422 C079841F 7EEB1C2C
  1CBF6E9A B65D62B2 C23CF41F 0AE8CF67 56A53050 34A5E4AA 5DA040BA 5518214D
  3F8F6B4F 99B25553 22A928F3 D8EE802D 25CA329A 1FF09657 58E79890 3F5B96D0
  89B6042E CCE38B1F 5252EA07 B1B0FE0D 1EBE34DD CE0D6DD6 EFBBD3F1 EEA38620
  3C2A8FB0 6C3AF456 C05308A9 383A25F4 91B08A7F C1CC2080 93BCB47C 47BD1D18
  78B3396C 707F393B 8E1D5E77 21DD8AE1 72B093F4 2DAD431A 59A128FB 80D0A984
  EBCF3E29 18422629 2362E72B F0C199FB 0C5ED2E7 8BD9F0C8 97BC6098 2A95E65E
  8537EA6C E7A4506E BAFD4A2F C97F00B5 B140EEE0 87CF45DF 19BD273A EC659083
  E13B38C2 754B0203 010001A3 53305130 0F060355 1D130101 FF040530 030101FF
  301F0603 551D2304 18301680 1459BB55 BE8A9AAA 885E289C B25A19F3 D10D25DC
  01301D06 03551D0E 04160414 59BB55BE 8A9AAA88 5E289CB2 5A19F3D1 0D25DC01
  300D0609 2A864886 F70D0101 05050003 82010100 100FD6EA BE02B4FE 29B89F73
  712BA30D E768B7D1 9B548705 18DA081D 8D674394 2A960C4F 91D91837 1B7816F5
  B8247640 B507D7FF 89FC72FB 4C96B9A6 64281DA2 5D8956DD 42BF7F67 2563810B
  0B96E5FA 86DBEA29 BBF76E77 CEA565DC 7EBF51FA 94C22A9A 1550BC11 5F68A9B0
  53921D45 9DF66E01 DE90D6E8 14370856 D496DA63 A6DD57E7 2CEF1F87 411AB837
  A5F375A6 83186F12 1241370C C0E5480A FC0429E0 80ED50FE 091BE1CC 5D71202E
  B71C9B7B 19F9C904 DE848EBB 51802468 63CC2FF1 44555C6E 31C513B1 DE6FCEDF
  21643D0F 53C69888 A9788E8E B898E2F2 738F3B67 4BC69155 7387F8B3 B7240C4D
  AC775511 6BD7DEF1 FBE522C1 0FF02F98 EB8A5BA8
        quit
crypto pki certificate chain SLA-TrustPoint
 certificate ca 01
  30820321 30820209 A0030201 02020101 300D0609 2A864886 F70D0101 0B050030
  32310E30 0C060355 040A1305 43697363 6F312030 1E060355 04031317 43697363
  6F204C69 63656E73 696E6720 526F6F74 20434130 1E170D31 33303533 30313934
  3834375A 170D3338 30353330 31393438 34375A30 32310E30 0C060355 040A1305
  43697363 6F312030 1E060355 04031317 43697363 6F204C69 63656E73 696E6720
  526F6F74 20434130 82012230 0D06092A 864886F7 0D010101 05000382 010F0030
  82010A02 82010100 A6BCBD96 131E05F7 145EA72C 2CD686E6 17222EA1 F1EFF64D
  CBB4C798 212AA147 C655D8D7 9471380D 8711441E 1AAF071A 9CAE6388 8A38E520
  1C394D78 462EF239 C659F715 B98C0A59 5BBB5CBD 0CFEBEA3 700A8BF7 D8F256EE
  4AA4E80D DB6FD1C9 60B1FD18 FFC69C96 6FA68957 A2617DE7 104FDC5F EA2956AC
  7390A3EB 2B5436AD C847A2C5 DAB553EB 69A9A535 58E9F3E3 C0BD23CF 58BD7188
  68E69491 20F320E7 948E71D7 AE3BCC84 F10684C7 4BC8E00F 539BA42B 42C68BB7
  C7479096 B4CB2D62 EA2F505D C7B062A4 6811D95B E8250FC4 5D5D5FB8 8F27D191
  C55F0D76 61F9A4CD 3D992327 A8BB03BD 4E6D7069 7CBADF8B DF5F4368 95135E44
  DFC7C6CF 04DD7FD1 02030100 01A34230 40300E06 03551D0F 0101FF04 04030201
  06300F06 03551D13 0101FF04 05300301 01FF301D 0603551D 0E041604 1449DC85
  4B3D31E5 1B3E6A17 606AF333 3D3B4C73 E8300D06 092A8648 86F70D01 010B0500
  03820101 00507F24 D3932A66 86025D9F E838AE5C 6D4DF6B0 49631C78 240DA905
  604EDCDE FF4FED2B 77FC460E CD636FDB DD44681E 3A5673AB 9093D3B1 6C9E3D8B
  D98987BF E40CBD9E 1AECA0C2 2189BB5C 8FA85686 CD98B646 5575B146 8DFC66A8
  467A3DF4 4D565700 6ADF0F0D CF835015 3C04FF7C 21E878AC 11BA9CD2 55A9232C
  7CA7B7E6 C1AF74F6 152E99B7 B1FCF9BB E973DE7F 5BDDEB86 C71E3B49 1765308B
  5FB0DA06 B92AFE7F 494E8A9E 07B85737 F3A58BE1 1A48A229 C37C1E69 39F08678
  80DDCD16 D6BACECA EEBC7CF9 8428787B 35202CDC 60E4616A B623CDBD 230E3AFB
  418616A9 4093E049 4D10AB75 27E86F73 932E35B5 8862FDAE 0275156F 719BB2F0
  D697DF7F 28
        quit
!
!
license udi pid C8200L-1N-4T sn FCZ2818R0NA
memory free low-watermark processor 62972
!
diagnostic bootup level minimal
!
spanning-tree extend system-id
!
enable secret 9 $9$Wy89ei4rgJJ1j.$Oth0WUh68V6zhN4v.FsGZ6./bwEOxK0ASJr6rRhPfAY
!
username cisco secret 9 $9$e/kSt1cmQh7xb.$wJbJvmdXbqT7IQQNLjTCR27LIuVKeSHA6SoxdUD7qi6
!
redundancy
 mode none
!
!
!
!
!
!
!
!
interface Loopback0
 ip address 209.165.20.1 255.255.255.0
!
interface GigabitEthernet0/0/0
 no ip address
 shutdown
 negotiation auto
!
interface GigabitEthernet0/0/1
 no ip address
 negotiation auto
!
interface GigabitEthernet0/0/1.7
 encapsulation dot1Q 7
 ip address 192.168.20.1 255.255.255.0
!
interface GigabitEthernet0/0/1.8
 encapsulation dot1Q 8
 ip address 192.168.30.1 255.255.255.0
!
interface GigabitEthernet0/0/1.9
 encapsulation dot1Q 9
 ip address 192.168.40.1 255.255.255.0
!
interface GigabitEthernet0/0/1.11
!
interface GigabitEthernet0/0/2
 no ip address
 shutdown
 negotiation auto
!
interface GigabitEthernet0/0/3
 no ip address
 shutdown
 negotiation auto
!
interface Serial0/1/0
!
interface Serial0/1/1
!
ip http server
ip http authentication local
ip http secure-server
ip forward-protocol nd
ip route 0.0.0.0 0.0.0.0 Loopback0
!
!
!
!
!
!
control-plane
!
!
line con 0
 password 7 030752180500701E1D
 login
 stopbits 1
line aux 0
line vty 0 4
 login local
 transport input ssh
line vty 5 14
 login
 transport input ssh
!
call-home
 ! If contact email address in call-home is configured as sch-smart-licensing@cisco.com
 ! the email address configured in Cisco Smart License Portal will be used as contact email address to send SCH notifications.
 contact-email-addr sch-smart-licensing@cisco.com
 profile "CiscoTAC-1"
  active
  destination transport-method http
!
!
!
!
!
!
end

R1#
S1>en
S1#show run
S1#show running-config
Building configuration...

Current configuration : 3497 bytes
!
! Last configuration change at 10:33:12 UTC Wed Aug 21 2024
!
version 15.2
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname S1
!
boot-start-marker
boot-end-marker
!
!
no aaa new-model
switch 1 provision c1000-24t-4g-l
system mtu routing 1500
!
!
!
!
!
!
!
!
!
!
spanning-tree mode rapid-pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
!
!
!
!
!
interface Port-channel1
 switchport trunk allowed vlan 7-11
 switchport trunk native vlan 11
 switchport mode trunk
!
interface GigabitEthernet1/0/1
 switchport access vlan 10
 switchport trunk allowed vlan 7-11
 switchport trunk native vlan 11
 switchport mode access
 shutdown
 channel-group 1 mode active
!
interface GigabitEthernet1/0/2
 switchport access vlan 10
 switchport trunk allowed vlan 7-11
 switchport trunk native vlan 11
 switchport mode access
 shutdown
 channel-group 1 mode active
!
interface GigabitEthernet1/0/3
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/4
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/5
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/6
 switchport access vlan 7
 switchport mode access
 switchport port-security maximum 3
 switchport port-security violation restrict
 switchport port-security mac-address sticky
 switchport port-security mac-address sticky 08bf.b8f0.737f
 switchport port-security
!
interface GigabitEthernet1/0/7
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/8
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/9
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/10
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/11
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/12
 switchport access vlan 10
 switchport mode access
 shutdown
!

S1#conf t
Enter configuration commands, one per line.  End with CNTL/Z.
S1(config)#int
S1(config)#interface g1/0/1
S1(config-if)#no sh
S1(config-if)#no shutdown
S1(config-if)#
*Aug 21 11:42:53.896: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/1, changed state to down
*Aug 21 11:42:54.914: %EC-5-CANNOT_BUNDLE2: Gi1/0/1 is not compatible with Po1 and will be suspended (dtp mode of Gi1/0/1 is off, Po1 is on)
*Aug 21 11:42:56.912: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/1, changed state to up
S1(config-if)#exit
S1(config)#interface g1/0/2
S1(config-if)#no shutdown
S1(config-if)#
*Aug 21 11:43:17.252: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/2, changed state to down
*Aug 21 11:43:18.214: %EC-5-CANNOT_BUNDLE2: Gi1/0/2 is not compatible with Po1 and will be suspended (dtp mode of Gi1/0/2 is off, Po1 is on)
*Aug 21 11:43:20.212: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/2, changed state to up
S1(config-if)#exit
S1(config)#interface g1/0/5
S1(config-if)#no sh
S1(config-if)#no shutdown
S1(config-if)#e
*Aug 21 11:43:51.970: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/5, changed state to downxit
S1(config)#
S1(config)#exit
S1#
S1#
*Aug 21 11:43:56.213: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/5, changed state to up
*Aug 21 11:43:56.537: %SYS-5-CONFIG_I: Configured from console by console
*Aug 21 11:43:57.213: %LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet1/0/5, changed state to up
S1#

User Access Verification

Password:
Password:
S2>en
Password:
S2#sho
S2#show r
S2#show ru
S2#show running-config
Building configuration...

Current configuration : 3644 bytes
!
! Last configuration change at 11:34:06 UTC Wed Aug 21 2024
!
version 15.2
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname S2
!
boot-start-marker
boot-end-marker
!
enable secret 9 $9$FIXaVcXf3rPuMp$Rqp6OGjaqCsMiI4JX4qpmim3Lt5ruQ2DTX3EP858svc
!
username cisco secret 9 $9$nyPYTrdepulgM6$5KDYYno5u6e6hrbegWzRImRFG2gduP3AGMzn058XvWM
no aaa new-model
switch 1 provision c1000-24t-4g-l
system mtu routing 1500
!
!
ip domain-name swre-lab.com
!
!
!
!
!
!
!
!
spanning-tree mode rapid-pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
!
!
!
!
!
interface Port-channel1
 switchport trunk allowed vlan 7-11
 switchport trunk native vlan 11
 switchport mode trunk
!
interface GigabitEthernet1/0/1
 switchport trunk allowed vlan 7-11
 switchport trunk native vlan 11
 switchport mode trunk
 channel-group 1 mode active
!
interface GigabitEthernet1/0/2
 switchport trunk allowed vlan 7-11
 switchport trunk native vlan 11
 switchport mode trunk
 channel-group 1 mode active
!
interface GigabitEthernet1/0/3
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/4
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/5
 switchport access vlan 10
 switchport mode access
!
interface GigabitEthernet1/0/6
!
interface GigabitEthernet1/0/7
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/8
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/9
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/10
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/11
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/12
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/13
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/14
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/15
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/16
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/17
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/18
 switchport access vlan 8
 switchport mode access
 switchport port-security maximum 3
 switchport port-security violation restrict
 switchport port-security mac-address sticky
 switchport port-security mac-address sticky 08bf.b8f0.8308
 switchport port-security
!
interface GigabitEthernet1/0/19
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/20
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/21
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/22
 switchport access vlan 10
 switchport mode access
 shutdown
!

S2#conf t
Enter configuration commands, one per line.  End with CNTL/Z.
S2(config)#int
S2(config)#interface range g1/0/1-2
S2(config-if-range)#sw
S2(config-if-range)#switchport ac
S2(config-if-range)#switchport access vl
S2(config-if-range)#switchport access vlan 10
S2(config-if-range)#
*Aug 21 11:49:43.654: %EC-5-L3DONTBNDL2: Gi1/0/2 suspended: LACP currently not enabled on the remote port.
*Aug 21 11:49:44.163: %EC-5-L3DONTBNDL2: Gi1/0/1 suspended: LACP currently not enabled on the remote port.
S2(config-if-range)#
S2(config-if-range)#
S2(config-if-range)#exit
S2(config)#no ip d
S2(config)#no ip d
S2(config)#no ip ?
Global IP configuration subcommands:
  access-list           Named access-list
  accounting-list       Select hosts for which IP accounting information is
                        kept
  accounting-threshold  Sets the maximum number of accounting entries
  accounting-transits   Sets the maximum number of transit entries
  address-pool          Specify default IP address pooling mechanism
  admission             Network Admission Control (NAC)
  alias                 Alias an IP address to a TCP port
  arp                   IP ARP global configuration
  cef                   Cisco Express Forwarding
  default-gateway       Specify default gateway (if not routing IP)
  default-network       Flags networks as candidates for default routes
  device                Device tracking
  dhcp                  Configure DHCP server and relay parameters
  dhcp-client           Configure parameters for DHCP client operation
  dhcp-relay            Configure DHCP relay global parameters
  dhcp-server           Specify address of DHCP server to use
  domain                IP DNS Resolver
  domain-list           Domain name to complete unqualified host names.
  domain-lookup         Enable IP Domain Name System hostname translation
  domain-name           Define the default domain name

S2(config)#no ip dom
S2(config)#no ip domain-l
S2(config)#no ip domain-lo
S2(config)#no ip domain-lookup
S2(config)#
S1#conf t
Enter configuration commands, one per line.  End with CNTL/Z.
S1(config)#no ip dom
S1(config)#no ip domain-l
S1(config)#no ip domain-lo
S1(config)#no ip domain-lookup
S1(config)#
S1(config)#exit
S1#
*Aug 21 11:54:08.696: %SYS-5-CONFIG_I: Configured from console by console
S1#wr
Building configuration...
[OK]
S1#show run
S1#show running-config
Building configuration...

Current configuration : 3487 bytes
!
! Last configuration change at 11:54:08 UTC Wed Aug 21 2024
!
version 15.2
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname S1
!
boot-start-marker
boot-end-marker
!
!
no aaa new-model
switch 1 provision c1000-24t-4g-l
system mtu routing 1500
!
!
no ip domain-lookup
!
!
!
!
!
!
!
!
spanning-tree mode rapid-pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
!
!
!
!
!
interface Port-channel1
 switchport trunk allowed vlan 7-11
 switchport trunk native vlan 11
 switchport mode trunk
!
interface GigabitEthernet1/0/1
 switchport access vlan 10
 switchport trunk allowed vlan 7-11
 switchport trunk native vlan 11
 switchport mode access
 channel-group 1 mode active
!
interface GigabitEthernet1/0/2
 switchport access vlan 10
 switchport trunk allowed vlan 7-11
 switchport trunk native vlan 11
 switchport mode access
 channel-group 1 mode active
!
interface GigabitEthernet1/0/3
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/4
 switchport access vlan 10
 switchport mode access
 shutdown

S1#

User Access Verification

Password:
R1>en
Password:
R1#sho
R1#show r
R1#show r
% Ambiguous command:  "show r"
R1#show r
R1#show ru
R1#show ru
% Ambiguous command:  "show ru"
R1#show runn
R1#show running-config
Building configuration...

Current configuration : 6756 bytes
!
! Last configuration change at 11:37:55 UTC Wed Aug 21 2024
!
version 17.9
service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption
! Call-home is enabled by Smart-Licensing.
service call-home
platform qfp utilization monitor load 80
platform punt-keepalive disable-kernel-core
!
hostname R1
!
boot-start-marker
boot-end-marker
!
!
no aaa new-model
!
!
!
!
!
!
!
no ip domain lookup
ip domain name swre-lab.com
ip dhcp excluded-address 192.168.20.1 192.168.20.244
!
ip dhcp pool vlan2
 network 192.168.20.0 255.255.255.0
 default-router 192.168.20.1
 dns-server 8.8.8.8
!
!
!
login on-success log
!
!
!
!
!
!
!
subscriber templating
vtp version 1
multilink bundle-name authenticated
!
!
!
crypto pki trustpoint TP-self-signed-1574925342
 enrollment selfsigned
 subject-name cn=IOS-Self-Signed-Certificate-1574925342
 revocation-check none
 rsakeypair TP-self-signed-1574925342
!
crypto pki trustpoint SLA-TrustPoint
 enrollment pkcs12
 revocation-check crl
!
!
crypto pki certificate chain TP-self-signed-1574925342
 certificate self-signed 01
  30820330 30820218 A0030201 02020101 300D0609 2A864886 F70D0101 05050030
  31312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
  69666963 6174652D 31353734 39323533 3432301E 170D3234 30383231 30383236
  33335A17 0D333430 38323130 38323633 335A3031 312F302D 06035504 03132649
  4F532D53 656C662D 5369676E 65642D43 65727469 66696361 74652D31 35373439
  32353334 32308201 22300D06 092A8648 86F70D01 01010500 0382010F 00308201
  0A028201 0100A687 02E78A91 82F59D4A B0A329A2 BAC72422 C079841F 7EEB1C2C
  1CBF6E9A B65D62B2 C23CF41F 0AE8CF67 56A53050 34A5E4AA 5DA040BA 5518214D
  3F8F6B4F 99B25553 22A928F3 D8EE802D 25CA329A 1FF09657 58E79890 3F5B96D0
  89B6042E CCE38B1F 5252EA07 B1B0FE0D 1EBE34DD CE0D6DD6 EFBBD3F1 EEA38620
  3C2A8FB0 6C3AF456 C05308A9 383A25F4 91B08A7F C1CC2080 93BCB47C 47BD1D18
  78B3396C 707F393B 8E1D5E77 21DD8AE1 72B093F4 2DAD431A 59A128FB 80D0A984
  EBCF3E29 18422629 2362E72B F0C199FB 0C5ED2E7 8BD9F0C8 97BC6098 2A95E65E
  8537EA6C E7A4506E BAFD4A2F C97F00B5 B140EEE0 87CF45DF 19BD273A EC659083
  E13B38C2 754B0203 010001A3 53305130 0F060355 1D130101 FF040530 030101FF
  301F0603 551D2304 18301680 1459BB55 BE8A9AAA 885E289C B25A19F3 D10D25DC
  01301D06 03551D0E 04160414 59BB55BE 8A9AAA88 5E289CB2 5A19F3D1 0D25DC01
  300D0609 2A864886 F70D0101 05050003 82010100 100FD6EA BE02B4FE 29B89F73
  712BA30D E768B7D1 9B548705 18DA081D 8D674394 2A960C4F 91D91837 1B7816F5
  B8247640 B507D7FF 89FC72FB 4C96B9A6 64281DA2 5D8956DD 42BF7F67 2563810B
  0B96E5FA 86DBEA29 BBF76E77 CEA565DC 7EBF51FA 94C22A9A 1550BC11 5F68A9B0
  53921D45 9DF66E01 DE90D6E8 14370856 D496DA63 A6DD57E7 2CEF1F87 411AB837
  A5F375A6 83186F12 1241370C C0E5480A FC0429E0 80ED50FE 091BE1CC 5D71202E
  B71C9B7B 19F9C904 DE848EBB 51802468 63CC2FF1 44555C6E 31C513B1 DE6FCEDF
  21643D0F 53C69888 A9788E8E B898E2F2 738F3B67 4BC69155 7387F8B3 B7240C4D
  AC775511 6BD7DEF1 FBE522C1 0FF02F98 EB8A5BA8
        quit
crypto pki certificate chain SLA-TrustPoint
 certificate ca 01
  30820321 30820209 A0030201 02020101 300D0609 2A864886 F70D0101 0B050030
  32310E30 0C060355 040A1305 43697363 6F312030 1E060355 04031317 43697363
  6F204C69 63656E73 696E6720 526F6F74 20434130 1E170D31 33303533 30313934
  3834375A 170D3338 30353330 31393438 34375A30 32310E30 0C060355 040A1305
  43697363 6F312030 1E060355 04031317 43697363 6F204C69 63656E73 696E6720
  526F6F74 20434130 82012230 0D06092A 864886F7 0D010101 05000382 010F0030
  82010A02 82010100 A6BCBD96 131E05F7 145EA72C 2CD686E6 17222EA1 F1EFF64D
  CBB4C798 212AA147 C655D8D7 9471380D 8711441E 1AAF071A 9CAE6388 8A38E520
  1C394D78 462EF239 C659F715 B98C0A59 5BBB5CBD 0CFEBEA3 700A8BF7 D8F256EE
  4AA4E80D DB6FD1C9 60B1FD18 FFC69C96 6FA68957 A2617DE7 104FDC5F EA2956AC
  7390A3EB 2B5436AD C847A2C5 DAB553EB 69A9A535 58E9F3E3 C0BD23CF 58BD7188
  68E69491 20F320E7 948E71D7 AE3BCC84 F10684C7 4BC8E00F 539BA42B 42C68BB7
  C7479096 B4CB2D62 EA2F505D C7B062A4 6811D95B E8250FC4 5D5D5FB8 8F27D191
  C55F0D76 61F9A4CD 3D992327 A8BB03BD 4E6D7069 7CBADF8B DF5F4368 95135E44
  DFC7C6CF 04DD7FD1 02030100 01A34230 40300E06 03551D0F 0101FF04 04030201
  06300F06 03551D13 0101FF04 05300301 01FF301D 0603551D 0E041604 1449DC85
  4B3D31E5 1B3E6A17 606AF333 3D3B4C73 E8300D06 092A8648 86F70D01 010B0500
  03820101 00507F24 D3932A66 86025D9F E838AE5C 6D4DF6B0 49631C78 240DA905
  604EDCDE FF4FED2B 77FC460E CD636FDB DD44681E 3A5673AB 9093D3B1 6C9E3D8B
  D98987BF E40CBD9E 1AECA0C2 2189BB5C 8FA85686 CD98B646 5575B146 8DFC66A8
  467A3DF4 4D565700 6ADF0F0D CF835015 3C04FF7C 21E878AC 11BA9CD2 55A9232C
  7CA7B7E6 C1AF74F6 152E99B7 B1FCF9BB E973DE7F 5BDDEB86 C71E3B49 1765308B
  5FB0DA06 B92AFE7F 494E8A9E 07B85737 F3A58BE1 1A48A229 C37C1E69 39F08678
  80DDCD16 D6BACECA EEBC7CF9 8428787B 35202CDC 60E4616A B623CDBD 230E3AFB
  418616A9 4093E049 4D10AB75 27E86F73 932E35B5 8862FDAE 0275156F 719BB2F0
  D697DF7F 28
        quit
!
!
license udi pid C8200L-1N-4T sn FCZ2818R0NA
memory free low-watermark processor 62972
!
diagnostic bootup level minimal
!
spanning-tree extend system-id
!
enable secret 9 $9$Wy89ei4rgJJ1j.$Oth0WUh68V6zhN4v.FsGZ6./bwEOxK0ASJr6rRhPfAY
!
username cisco secret 9 $9$e/kSt1cmQh7xb.$wJbJvmdXbqT7IQQNLjTCR27LIuVKeSHA6SoxdUD7qi6
!
redundancy
 mode none
!
!
!
!
!
!
!
!
interface Loopback0
 ip address 209.165.20.1 255.255.255.0
!
interface GigabitEthernet0/0/0
 no ip address
 shutdown
 negotiation auto
!
interface GigabitEthernet0/0/1
 no ip address
 negotiation auto
!
interface GigabitEthernet0/0/1.7
 encapsulation dot1Q 7
 ip address 192.168.20.1 255.255.255.0
!
interface GigabitEthernet0/0/1.8
 encapsulation dot1Q 8
 ip address 192.168.30.1 255.255.255.0
!
interface GigabitEthernet0/0/1.9
 encapsulation dot1Q 9
 ip address 192.168.40.1 255.255.255.0
!
interface GigabitEthernet0/0/1.11
!
interface GigabitEthernet0/0/2
 no ip address
 shutdown
 negotiation auto
!
interface GigabitEthernet0/0/3
 no ip address
 shutdown
 negotiation auto
!
interface Serial0/1/0
!

R1#
S2(config)#exit
S2#sho
*Aug 21 11:56:36.279: %SYS-5-CONFIG_I: Configured from console by console
% Type "show ?" for a list of subcommands
S2#sh
S2#show run
S2#show running-config
Building configuration...

Current configuration : 3718 bytes
!
! Last configuration change at 11:56:36 UTC Wed Aug 21 2024
!
version 15.2
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname S2
!
boot-start-marker
boot-end-marker
!
enable secret 9 $9$FIXaVcXf3rPuMp$Rqp6OGjaqCsMiI4JX4qpmim3Lt5ruQ2DTX3EP858svc
!
username cisco secret 9 $9$nyPYTrdepulgM6$5KDYYno5u6e6hrbegWzRImRFG2gduP3AGMzn058XvWM
no aaa new-model
switch 1 provision c1000-24t-4g-l
system mtu routing 1500
!
!
no ip domain-lookup
ip domain-name swre-lab.com
!
!
!
!
!
!
!
!
spanning-tree mode rapid-pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
!
!
!
!
!
interface Port-channel1
 switchport trunk allowed vlan 7-11
 switchport trunk native vlan 11
 switchport mode trunk
!
interface GigabitEthernet1/0/1
 switchport access vlan 10
 switchport trunk allowed vlan 7-11
 switchport trunk native vlan 11
 switchport mode trunk
 channel-group 1 mode active
!
interface GigabitEthernet1/0/2
 switchport access vlan 10
 switchport trunk allowed vlan 7-11
 switchport trunk native vlan 11
 switchport mode trunk
 channel-group 1 mode active
!
interface GigabitEthernet1/0/3
 switchport access vlan 10
 switchport mode access
 shutdown
!
 --More--
S1#show runn
S1#show running-config
Building configuration...

Current configuration : 3487 bytes
!
! Last configuration change at 11:54:08 UTC Wed Aug 21 2024
!
version 15.2
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname S1
!
boot-start-marker
boot-end-marker
!
!
no aaa new-model
switch 1 provision c1000-24t-4g-l
system mtu routing 1500
!
!
no ip domain-lookup
!
!
!
!
!
!
!
!
spanning-tree mode rapid-pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
!
!
!
!
!
interface Port-channel1
 switchport trunk allowed vlan 7-11
 switchport trunk native vlan 11
 switchport mode trunk
!
interface GigabitEthernet1/0/1
 switchport access vlan 10
 switchport trunk allowed vlan 7-11
 switchport trunk native vlan 11
 switchport mode access
 channel-group 1 mode active
!
interface GigabitEthernet1/0/2
 switchport access vlan 10
 switchport trunk allowed vlan 7-11
 switchport trunk native vlan 11
 switchport mode access
 channel-group 1 mode active
!
interface GigabitEthernet1/0/3
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/4
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/5
 switchport access vlan 10
 switchport mode access
!
interface GigabitEthernet1/0/6
 switchport access vlan 7
 switchport mode access
 switchport port-security maximum 3
 switchport port-security violation restrict
 switchport port-security mac-address sticky
 switchport port-security mac-address sticky 08bf.b8f0.737f
 switchport port-security
!
interface GigabitEthernet1/0/7
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/8
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/9
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/10
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/11
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/12
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/13
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/14
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/15
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/16
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/17
 switchport access vlan 10
 switchport mode access
 shutdown
!

S1#
S1#
S1#conf t
Enter configuration commands, one per line.  End with CNTL/Z.
S1(config)#in
S1(config)#interface g0/0/1.7
                       ^
% Invalid input detected at '^' marker.

S1(config)#exit
S1#sho
*Aug 21 12:04:16.006: %SYS-5-CONFIG_I: Configured from console by consolew
% Type "show ?" for a list of subcommands
S1#show in
S1#show ip in
S1#show ip interface br
S1#show ip interface brief
Interface              IP-Address      OK? Method Status                Protocol
Vlan1                  unassigned      YES unset  up                    down
GigabitEthernet1/0/1   unassigned      YES unset  up                    down
GigabitEthernet1/0/2   unassigned      YES unset  up                    down
GigabitEthernet1/0/3   unassigned      YES unset  administratively down down
GigabitEthernet1/0/4   unassigned      YES unset  administratively down down
GigabitEthernet1/0/5   unassigned      YES unset  up                    up
GigabitEthernet1/0/6   unassigned      YES unset  up                    up
GigabitEthernet1/0/7   unassigned      YES unset  administratively down down
GigabitEthernet1/0/8   unassigned      YES unset  administratively down down
GigabitEthernet1/0/9   unassigned      YES unset  administratively down down
GigabitEthernet1/0/10  unassigned      YES unset  administratively down down
GigabitEthernet1/0/11  unassigned      YES unset  administratively down down
GigabitEthernet1/0/12  unassigned      YES unset  administratively down down
GigabitEthernet1/0/13  unassigned      YES unset  administratively down down
GigabitEthernet1/0/14  unassigned      YES unset  administratively down down
GigabitEthernet1/0/15  unassigned      YES unset  administratively down down
GigabitEthernet1/0/16  unassigned      YES unset  administratively down down
GigabitEthernet1/0/17  unassigned      YES unset  administratively down down
GigabitEthernet1/0/18  unassigned      YES unset  administratively down down
GigabitEthernet1/0/19  unassigned      YES unset  administratively down down
GigabitEthernet1/0/20  unassigned      YES unset  administratively down down

S1#conf t
Enter configuration commands, one per line.  End with CNTL/Z.
S1(config)#in
S1(config)#interface g1/0/1.7
                       ^
% Invalid input detected at '^' marker.

S1(config)#vlan 7
S1(config-vlan)#ip add
S1(config-vlan)#ip addr
S1(config-vlan)#ip add
S1(config-vlan)#?
VLAN configuration commands:
  are           Maximum number of All Route Explorer hops for this VLAN (or
                zero if none specified)
  backupcrf     Backup CRF mode of the VLAN
  bridge        Bridging characteristics of the VLAN
  exit          Apply changes, bump revision number, and exit mode
  media         Media type of the VLAN
  mtu           VLAN Maximum Transmission Unit
  name          Ascii name of the VLAN
  no            Negate a command or set its defaults
  parent        ID number of the Parent VLAN of FDDI or Token Ring type VLANs
  private-vlan  Configure a private VLAN
  ring          Ring number of FDDI or Token Ring type VLANs
  said          IEEE 802.10 SAID
  shutdown      Shutdown VLAN switching
  state         Operational state of the VLAN
  ste           Maximum number of Spanning Tree Explorer hops for this VLAN (or
                zero if none specified)
  stp           Spanning tree characteristics of the VLAN
  tb-vlan1      ID number of the first translational VLAN for this VLAN (or
                zero if none)
  tb-vlan2      ID number of the second translational VLAN for this VLAN (or

S1(config-vlan)#p ?
% Ambiguous command:  "p "
S1(config-vlan)#ip ?
% Unrecognized command
S1(config-vlan)#exit
S1(config)#in
S1(config)#interface vlan 7
S1(config-if)#
*Aug 21 12:06:38.248: %LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan7, changed state to up
S1(config-if)#ip add
S1(config-if)#ip address 192.168.20.5 255.255.255.0
S1(config-if)#no sh
S1(config-if)#no shutdown
S1(config-if)#exit
S1(config)#in
S1(config)#interface vlan 8
S1(config-if)#i
*Aug 21 12:07:30.180: %LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan8, changed state to downp
% Incomplete command.

S1(config-if)#ip ad
S1(config-if)#ip add
S1(config-if)#ip address 192.168.30.5 255.255.255.0
S1(config-if)#no sh
S1(config-if)#no shutdown
S1(config-if)#exit
S1(config)#interface vlan 9
S1(config-if)#no shutdown
*Aug 21 12:08:01.578: %LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan9, changed sip address 192.168.30.5 255.255.255.0
% 192.168.30.0 overlaps with Vlan8
S1(config-if)#ip address 192.168.40.5 255.255.255.0
S1(config-if)#no sh
S1(config-if)#no shutdown
S1(config-if)#exit
S1(config)#exit
S1#
*Aug 21 12:08:21.342: %SYS-5-CONFIG_I: Configured from console by consoleconf t
Enter configuration commands, one per line.  End with CNTL/Z.
S1(config)#interface vlan 7
S1(config-if)#def
S1(config-if)#default?
default

S1(config-if)#def
S1(config-if)#defaultg
S1(config-if)#default-g
S1(config-if)#default-ge
S1(config-if)#default ?
  aaa                Authentication, Authorization and Accounting.
  arp                Set arp type (arpa, probe, snap) or timeout or log options
  auto               Configure Automation
  bandwidth          Set bandwidth informational parameter
  carrier-delay      Specify delay for interface transitions
  cdp                CDP interface subcommands
  counter            Enable IPv4 and IPv6 combined statistic counters
  custom-queue-list  Assign a custom queue list to an interface
  dampening          Enable event dampening
  delay              Specify interface throughput delay
  description        Interface specific description
  ethernet           Ethernet interface parameters
  fair-queue         Enable Fair Queuing on an Interface
  history            Interface history histograms - 60 second, 60 minute and 72
                     hour
  hold-queue         Set hold queue depth
  ip                 Interface Internet Protocol config commands
  ipv6               IPv6 interface subcommands
  link               Interface link related commands
  load-interval      Specify interval for load calculation for an interface
  logging            Configure logging for interface
  loopback           Configure internal loopback on an interface
  macro              Command macro
  neighbor           interface neighbor configuration mode commands
  network-policy     Network Policy
  nmsp               NMSP interface configuration
  ntp                Configure NTP
  priority-group     Assign a priority group to an interface
  private-vlan       Configure private VLAN SVI interface settings
  random-detect      Enable Weighted Random Early Detection (WRED) on an
                     Interface
  routing            Per-interface routing configuration
  service-policy     Configure CPL Service Policy
  shutdown           Shutdown the selected interface
  snmp               Modify SNMP interface parameters
  source             Get config from another source
  spanning-tree      Spanning Tree Subsystem
  standby            HSRP interface configuration commands
  subscriber         Subscriber inactivity timeout value.
  timeout            Define timeout values for this interface
  topology           Configure routing topology on the interface
  vtp                Enable VTP on this interface

S1(config-if)#exit
S1(config)#def
S1(config)#defau
S1(config)#default-g
S1(config)#default-ge
S1(config)#default?
default  default-value

S1(config)#default geatw
S1(config)#exit
S1#w
*Aug 21 12:10:06.095: %SYS-5-CONFIG_I: Configured from console by consoler
Building configuration...
[OK]
S1#

User Access Verification

Password:
S2>en
Password:
S2#conf t
Enter configuration commands, one per line.  End with CNTL/Z.
S2(config)#in
S2(config)#interface vlan 7
S2(config-if)#ip
*Aug 21 12:11:41.874: %LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan7, changed state to downa
% Ambiguous command:  "ip a"
S2(config-if)#ip ad
S2(config-if)#ip add
S2(config-if)#ip address 192.168.20.10 255.255.255.0
S2(config-if)#no sh
S2(config-if)#no shutdown
S2(config-if)#exit
S2(config)#int
S2(config)#interface vlan8
S2(config-if)#i
*Aug 21 12:12:48.014: %LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan8, changed state to upp add
S2(config-if)#ip address
% Incomplete command.

S2(config-if)#ip add
S2(config-if)#ip address 192.168.30.10 255.255.255.0
S2(config-if)#no sh
S2(config-if)#no shutdown
S2(config-if)#exit
S2(config)#int
S2(config)#interface vl
S2(config)#interface vlan9
S2(config-if)#
*Aug 21 12:13:18.227: %LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan9, changed state to down
S2(config-if)#ip add
S2(config-if)#ip address 192.168.40.10 255.255.255.0
S2(config-if)#
S2#
*Aug 21 12:13:40.055: %SYS-5-CONFIG_I: Configured from console by console
S2#
S2#show
S2#show ru
S2#show running-config
Building configuration...

Current configuration : 3892 bytes
!
! Last configuration change at 12:13:40 UTC Wed Aug 21 2024
!
version 15.2
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname S2
!
boot-start-marker
boot-end-marker
!
enable secret 9 $9$FIXaVcXf3rPuMp$Rqp6OGjaqCsMiI4JX4qpmim3Lt5ruQ2DTX3EP858svc
!
username cisco secret 9 $9$nyPYTrdepulgM6$5KDYYno5u6e6hrbegWzRImRFG2gduP3AGMzn058XvWM
no aaa new-model
switch 1 provision c1000-24t-4g-l
system mtu routing 1500
!
!
no ip domain-lookup
ip domain-name swre-lab.com
!
!
!
!
!
!
!
!
spanning-tree mode rapid-pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
!
!
!
!
!
interface Port-channel1
 switchport trunk allowed vlan 7-11
 switchport trunk native vlan 11
 switchport mode trunk
!
interface GigabitEthernet1/0/1
 switchport access vlan 10
 switchport trunk allowed vlan 7-11
 switchport trunk native vlan 11
 switchport mode trunk
 channel-group 1 mode active
!
interface GigabitEthernet1/0/2
 switchport access vlan 10
 switchport trunk allowed vlan 7-11
 switchport trunk native vlan 11
 switchport mode trunk
 channel-group 1 mode active
!
interface GigabitEthernet1/0/3
 switchport access vlan 10
 switchport mode access
 shutdown
!
 --More--

User Access Verification

Password:
Password:
R1>en
Password:
R1#show run
R1#show running-config
Building configuration...

Current configuration : 6756 bytes
!
! Last configuration change at 11:37:55 UTC Wed Aug 21 2024
!
version 17.9
service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption
! Call-home is enabled by Smart-Licensing.
service call-home
platform qfp utilization monitor load 80
platform punt-keepalive disable-kernel-core
!
hostname R1
!
boot-start-marker
boot-end-marker
!
!
no aaa new-model
!
!
!
!
!
!
!
no ip domain lookup
ip domain name swre-lab.com
ip dhcp excluded-address 192.168.20.1 192.168.20.244
!
ip dhcp pool vlan2
 network 192.168.20.0 255.255.255.0
 default-router 192.168.20.1
 dns-server 8.8.8.8
!
!
!
login on-success log
!
!
!
!
!
!
!
subscriber templating
vtp version 1
multilink bundle-name authenticated
!
!
!
crypto pki trustpoint TP-self-signed-1574925342
 enrollment selfsigned
 subject-name cn=IOS-Self-Signed-Certificate-1574925342
 revocation-check none
 rsakeypair TP-self-signed-1574925342
!
crypto pki trustpoint SLA-TrustPoint
 enrollment pkcs12
 revocation-check crl
!
!
crypto pki certificate chain TP-self-signed-1574925342
 certificate self-signed 01
  30820330 30820218 A0030201 02020101 300D0609 2A864886 F70D0101 05050030
  31312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
  69666963 6174652D 31353734 39323533 3432301E 170D3234 30383231 30383236
  33335A17 0D333430 38323130 38323633 335A3031 312F302D 06035504 03132649
  4F532D53 656C662D 5369676E 65642D43 65727469 66696361 74652D31 35373439
  32353334 32308201 22300D06 092A8648 86F70D01 01010500 0382010F 00308201
  0A028201 0100A687 02E78A91 82F59D4A B0A329A2 BAC72422 C079841F 7EEB1C2C
  1CBF6E9A B65D62B2 C23CF41F 0AE8CF67 56A53050 34A5E4AA 5DA040BA 5518214D
  3F8F6B4F 99B25553 22A928F3 D8EE802D 25CA329A 1FF09657 58E79890 3F5B96D0
  89B6042E CCE38B1F 5252EA07 B1B0FE0D 1EBE34DD CE0D6DD6 EFBBD3F1 EEA38620
  3C2A8FB0 6C3AF456 C05308A9 383A25F4 91B08A7F C1CC2080 93BCB47C 47BD1D18
  78B3396C 707F393B 8E1D5E77 21DD8AE1 72B093F4 2DAD431A 59A128FB 80D0A984
  EBCF3E29 18422629 2362E72B F0C199FB 0C5ED2E7 8BD9F0C8 97BC6098 2A95E65E
  8537EA6C E7A4506E BAFD4A2F C97F00B5 B140EEE0 87CF45DF 19BD273A EC659083
  E13B38C2 754B0203 010001A3 53305130 0F060355 1D130101 FF040530 030101FF
  301F0603 551D2304 18301680 1459BB55 BE8A9AAA 885E289C B25A19F3 D10D25DC
  01301D06 03551D0E 04160414 59BB55BE 8A9AAA88 5E289CB2 5A19F3D1 0D25DC01
  300D0609 2A864886 F70D0101 05050003 82010100 100FD6EA BE02B4FE 29B89F73
  712BA30D E768B7D1 9B548705 18DA081D 8D674394 2A960C4F 91D91837 1B7816F5
  B8247640 B507D7FF 89FC72FB 4C96B9A6 64281DA2 5D8956DD 42BF7F67 2563810B
  0B96E5FA 86DBEA29 BBF76E77 CEA565DC 7EBF51FA 94C22A9A 1550BC11 5F68A9B0
  53921D45 9DF66E01 DE90D6E8 14370856 D496DA63 A6DD57E7 2CEF1F87 411AB837
  A5F375A6 83186F12 1241370C C0E5480A FC0429E0 80ED50FE 091BE1CC 5D71202E
  B71C9B7B 19F9C904 DE848EBB 51802468 63CC2FF1 44555C6E 31C513B1 DE6FCEDF
  21643D0F 53C69888 A9788E8E B898E2F2 738F3B67 4BC69155 7387F8B3 B7240C4D
  AC775511 6BD7DEF1 FBE522C1 0FF02F98 EB8A5BA8
        quit
crypto pki certificate chain SLA-TrustPoint
 certificate ca 01
  30820321 30820209 A0030201 02020101 300D0609 2A864886 F70D0101 0B050030
  32310E30 0C060355 040A1305 43697363 6F312030 1E060355 04031317 43697363
  6F204C69 63656E73 696E6720 526F6F74 20434130 1E170D31 33303533 30313934
  3834375A 170D3338 30353330 31393438 34375A30 32310E30 0C060355 040A1305
  43697363 6F312030 1E060355 04031317 43697363 6F204C69 63656E73 696E6720
  526F6F74 20434130 82012230 0D06092A 864886F7 0D010101 05000382 010F0030
  82010A02 82010100 A6BCBD96 131E05F7 145EA72C 2CD686E6 17222EA1 F1EFF64D
  CBB4C798 212AA147 C655D8D7 9471380D 8711441E 1AAF071A 9CAE6388 8A38E520
  1C394D78 462EF239 C659F715 B98C0A59 5BBB5CBD 0CFEBEA3 700A8BF7 D8F256EE
  4AA4E80D DB6FD1C9 60B1FD18 FFC69C96 6FA68957 A2617DE7 104FDC5F EA2956AC
  7390A3EB 2B5436AD C847A2C5 DAB553EB 69A9A535 58E9F3E3 C0BD23CF 58BD7188
  68E69491 20F320E7 948E71D7 AE3BCC84 F10684C7 4BC8E00F 539BA42B 42C68BB7
  C7479096 B4CB2D62 EA2F505D C7B062A4 6811D95B E8250FC4 5D5D5FB8 8F27D191
  C55F0D76 61F9A4CD 3D992327 A8BB03BD 4E6D7069 7CBADF8B DF5F4368 95135E44
  DFC7C6CF 04DD7FD1 02030100 01A34230 40300E06 03551D0F 0101FF04 04030201
  06300F06 03551D13 0101FF04 05300301 01FF301D 0603551D 0E041604 1449DC85
  4B3D31E5 1B3E6A17 606AF333 3D3B4C73 E8300D06 092A8648 86F70D01 010B0500
  03820101 00507F24 D3932A66 86025D9F E838AE5C 6D4DF6B0 49631C78 240DA905
  604EDCDE FF4FED2B 77FC460E CD636FDB DD44681E 3A5673AB 9093D3B1 6C9E3D8B
  D98987BF E40CBD9E 1AECA0C2 2189BB5C 8FA85686 CD98B646 5575B146 8DFC66A8
  467A3DF4 4D565700 6ADF0F0D CF835015 3C04FF7C 21E878AC 11BA9CD2 55A9232C
  7CA7B7E6 C1AF74F6 152E99B7 B1FCF9BB E973DE7F 5BDDEB86 C71E3B49 1765308B
  5FB0DA06 B92AFE7F 494E8A9E 07B85737 F3A58BE1 1A48A229 C37C1E69 39F08678
  80DDCD16 D6BACECA EEBC7CF9 8428787B 35202CDC 60E4616A B623CDBD 230E3AFB
  418616A9 4093E049 4D10AB75 27E86F73 932E35B5 8862FDAE 0275156F 719BB2F0
  D697DF7F 28
        quit
!
!
license udi pid C8200L-1N-4T sn FCZ2818R0NA
memory free low-watermark processor 62972
!
diagnostic bootup level minimal
!
spanning-tree extend system-id
!
enable secret 9 $9$Wy89ei4rgJJ1j.$Oth0WUh68V6zhN4v.FsGZ6./bwEOxK0ASJr6rRhPfAY
!
username cisco secret 9 $9$e/kSt1cmQh7xb.$wJbJvmdXbqT7IQQNLjTCR27LIuVKeSHA6SoxdUD7qi6
!
redundancy
 mode none
!
!
!
!
!
!
!
!
interface Loopback0
 ip address 209.165.20.1 255.255.255.0
!
interface GigabitEthernet0/0/0
 no ip address
 shutdown
 negotiation auto
!
interface GigabitEthernet0/0/1
 no ip address
 negotiation auto
!
interface GigabitEthernet0/0/1.7
 encapsulation dot1Q 7
 ip address 192.168.20.1 255.255.255.0
!
interface GigabitEthernet0/0/1.8
 encapsulation dot1Q 8
 ip address 192.168.30.1 255.255.255.0
!
interface GigabitEthernet0/0/1.9
 encapsulation dot1Q 9
 ip address 192.168.40.1 255.255.255.0
!
interface GigabitEthernet0/0/1.11
!
interface GigabitEthernet0/0/2
 no ip address
 shutdown
 negotiation auto
!
interface GigabitEthernet0/0/3
 no ip address
 shutdown
 negotiation auto
!
interface Serial0/1/0
!
interface Serial0/1/1
!
ip http server
ip http authentication local
ip http secure-server
ip forward-protocol nd
ip route 0.0.0.0 0.0.0.0 Loopback0
!
!
!
!
!
!
control-plane
!
!
line con 0
 password 7 030752180500701E1D
 login
 stopbits 1
line aux 0
line vty 0 4
 login local
 transport input ssh
line vty 5 14
 login
 transport input ssh
!
call-home
 ! If contact email address in call-home is configured as sch-smart-licensing@cisco.com
 ! the email address configured in Cisco Smart License Portal will be used as contact email address to send SCH notifications.
 contact-email-addr sch-smart-licensing@cisco.com
 profile "CiscoTAC-1"
  active
  destination transport-method http
!
!
!
!
!
!
end

R1#sh
S1#show run
S1#show running-config
Building configuration...

Current configuration : 3658 bytes
!
! Last configuration change at 12:10:06 UTC Wed Aug 21 2024
!
version 15.2
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname S1
!
boot-start-marker
boot-end-marker
!
!
no aaa new-model
switch 1 provision c1000-24t-4g-l
system mtu routing 1500
!
!
no ip domain-lookup
!
!
!
!
!
!
!
!
spanning-tree mode rapid-pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
!
!
!
!
!
interface Port-channel1
 switchport trunk allowed vlan 7-11
 switchport trunk native vlan 11
 switchport mode trunk
!
interface GigabitEthernet1/0/1
 switchport access vlan 10
 switchport trunk allowed vlan 7-11
 switchport trunk native vlan 11
 switchport mode access
 channel-group 1 mode active
!
interface GigabitEthernet1/0/2
 switchport access vlan 10
 switchport trunk allowed vlan 7-11
 switchport trunk native vlan 11
 switchport mode access
 channel-group 1 mode active
!
interface GigabitEthernet1/0/3
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/4
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/5
 switchport access vlan 10
 switchport mode access
!
interface GigabitEthernet1/0/6
 switchport access vlan 7
 switchport mode access
 switchport port-security maximum 3
 switchport port-security violation restrict
 switchport port-security mac-address sticky
 switchport port-security mac-address sticky 08bf.b8f0.737f
 switchport port-security
!
interface GigabitEthernet1/0/7
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/8
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/9
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/10
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/11
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/12
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/13
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/14
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/15
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/16
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/17
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/18
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/19
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/20
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/21
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/22
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/23
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/24
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/25
!
interface GigabitEthernet1/0/26
!
interface GigabitEthernet1/0/27
!
interface GigabitEthernet1/0/28
!
interface Vlan1
 no ip address
!
interface Vlan7
 ip address 192.168.20.5 255.255.255.0
!
interface Vlan8
 ip address 192.168.30.5 255.255.255.0
!
interface Vlan9
 ip address 192.168.40.5 255.255.255.0
!
ip http server
ip http secure-server
!
!
!
!
line con 0
line vty 5 15
!
end

S1#show ip in
S1#show ip interface br
S1#show ip interface brief
Interface              IP-Address      OK? Method Status                Protocol
Vlan1                  unassigned      YES unset  up                    down
Vlan7                  192.168.20.5    YES manual up                    up
Vlan8                  192.168.30.5    YES manual up                    down
Vlan9                  192.168.40.5    YES manual up                    down
GigabitEthernet1/0/1   unassigned      YES unset  up                    down
GigabitEthernet1/0/2   unassigned      YES unset  up                    down
GigabitEthernet1/0/3   unassigned      YES unset  administratively down down
GigabitEthernet1/0/4   unassigned      YES unset  administratively down down
GigabitEthernet1/0/5   unassigned      YES unset  up                    up
GigabitEthernet1/0/6   unassigned      YES unset  up                    up
GigabitEthernet1/0/7   unassigned      YES unset  administratively down down
GigabitEthernet1/0/8   unassigned      YES unset  administratively down down
GigabitEthernet1/0/9   unassigned      YES unset  administratively down down
GigabitEthernet1/0/10  unassigned      YES unset  administratively down down
GigabitEthernet1/0/11  unassigned      YES unset  administratively down down
GigabitEthernet1/0/12  unassigned      YES unset  administratively down down
GigabitEthernet1/0/13  unassigned      YES unset  administratively down down
GigabitEthernet1/0/14  unassigned      YES unset  administratively down down
GigabitEthernet1/0/15  unassigned      YES unset  administratively down down
GigabitEthernet1/0/16  unassigned      YES unset  administratively down down
GigabitEthernet1/0/17  unassigned      YES unset  administratively down down
GigabitEthernet1/0/18  unassigned      YES unset  administratively down down
GigabitEthernet1/0/19  unassigned      YES unset  administratively down down
GigabitEthernet1/0/20  unassigned      YES unset  administratively down down
GigabitEthernet1/0/21  unassigned      YES unset  administratively down down
GigabitEthernet1/0/22  unassigned      YES unset  administratively down down
GigabitEthernet1/0/23  unassigned      YES unset  administratively down down
GigabitEthernet1/0/24  unassigned      YES unset  administratively down down
GigabitEthernet1/0/25  unassigned      YES unset  down                  down
GigabitEthernet1/0/26  unassigned      YES unset  down                  down
GigabitEthernet1/0/27  unassigned      YES unset  down                  down
GigabitEthernet1/0/28  unassigned      YES unset  down                  down
Port-channel1          unassigned      YES unset  down                  down
S1#show vl
S1#show vlan br
S1#show vlan brief

VLAN Name                             Status    Ports
---- -------------------------------- --------- -------------------------------
1    default                          active    Gi1/0/25, Gi1/0/26, Gi1/0/27
                                                Gi1/0/28
7    London                           active    Gi1/0/6
8    Swansea                          active
9    Management                       active
10   Birmingham                       active    Gi1/0/1, Gi1/0/2, Gi1/0/3
                                                Gi1/0/4, Gi1/0/5, Gi1/0/7
                                                Gi1/0/8, Gi1/0/9, Gi1/0/10
                                                Gi1/0/11, Gi1/0/12, Gi1/0/13
                                                Gi1/0/14, Gi1/0/15, Gi1/0/16
                                                Gi1/0/17, Gi1/0/18, Gi1/0/19
                                                Gi1/0/20, Gi1/0/21, Gi1/0/22
                                                Gi1/0/23, Gi1/0/24
11   Native                           active
1002 fddi-default                     act/unsup
1003 token-ring-default               act/unsup
1004 fddinet-default                  act/unsup
1005 trnet-default                    act/unsup
S1#

Port-channel1          unassigned      YES unset  down                  down
S1#show vl
S1#show vlan br
S1#show vlan brief

VLAN Name                             Status    Ports
---- -------------------------------- --------- -------------------------------
1    default                          active    Gi1/0/25, Gi1/0/26, Gi1/0/27
                                                Gi1/0/28
7    London                           active    Gi1/0/6
8    Swansea                          active
9    Management                       active
10   Birmingham                       active    Gi1/0/1, Gi1/0/2, Gi1/0/3
                                                Gi1/0/4, Gi1/0/5, Gi1/0/7
                                                Gi1/0/8, Gi1/0/9, Gi1/0/10
                                                Gi1/0/11, Gi1/0/12, Gi1/0/13
                                                Gi1/0/14, Gi1/0/15, Gi1/0/16
                                                Gi1/0/17, Gi1/0/18, Gi1/0/19
                                                Gi1/0/20, Gi1/0/21, Gi1/0/22
                                                Gi1/0/23, Gi1/0/24
11   Native                           active
1002 fddi-default                     act/unsup
1003 token-ring-default               act/unsup
1004 fddinet-default                  act/unsup
1005 trnet-default                    act/unsup
S1#
R1#
R1#
R1#
R1#
R1#

R1#show r
R1#show ru
R1#show run
R1#show running-config
Building configuration...

Current configuration : 6756 bytes
!
! Last configuration change at 11:37:55 UTC Wed Aug 21 2024
!
version 17.9
service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption
! Call-home is enabled by Smart-Licensing.
service call-home
platform qfp utilization monitor load 80
platform punt-keepalive disable-kernel-core
!
hostname R1
!
boot-start-marker
boot-end-marker
!
!
no aaa new-model
!
!
!
!
!
!
!
no ip domain lookup
ip domain name swre-lab.com
ip dhcp excluded-address 192.168.20.1 192.168.20.244
!
ip dhcp pool vlan2
 network 192.168.20.0 255.255.255.0
 default-router 192.168.20.1
 dns-server 8.8.8.8
!
!
!
login on-success log
!
!
!
!
!
!
!
subscriber templating
vtp version 1
multilink bundle-name authenticated
!
!
!
crypto pki trustpoint TP-self-signed-1574925342
 enrollment selfsigned
 subject-name cn=IOS-Self-Signed-Certificate-1574925342
 revocation-check none
 rsakeypair TP-self-signed-1574925342
!
crypto pki trustpoint SLA-TrustPoint
 enrollment pkcs12
 revocation-check crl
!
!
crypto pki certificate chain TP-self-signed-1574925342
 certificate self-signed 01
  30820330 30820218 A0030201 02020101 300D0609 2A864886 F70D0101 05050030
  31312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
  69666963 6174652D 31353734 39323533 3432301E 170D3234 30383231 30383236
  33335A17 0D333430 38323130 38323633 335A3031 312F302D 06035504 03132649
  4F532D53 656C662D 5369676E 65642D43 65727469 66696361 74652D31 35373439
  32353334 32308201 22300D06 092A8648 86F70D01 01010500 0382010F 00308201
  0A028201 0100A687 02E78A91 82F59D4A B0A329A2 BAC72422 C079841F 7EEB1C2C
  1CBF6E9A B65D62B2 C23CF41F 0AE8CF67 56A53050 34A5E4AA 5DA040BA 5518214D
  3F8F6B4F 99B25553 22A928F3 D8EE802D 25CA329A 1FF09657 58E79890 3F5B96D0
  89B6042E CCE38B1F 5252EA07 B1B0FE0D 1EBE34DD CE0D6DD6 EFBBD3F1 EEA38620
  3C2A8FB0 6C3AF456 C05308A9 383A25F4 91B08A7F C1CC2080 93BCB47C 47BD1D18
  78B3396C 707F393B 8E1D5E77 21DD8AE1 72B093F4 2DAD431A 59A128FB 80D0A984
  EBCF3E29 18422629 2362E72B F0C199FB 0C5ED2E7 8BD9F0C8 97BC6098 2A95E65E
  8537EA6C E7A4506E BAFD4A2F C97F00B5 B140EEE0 87CF45DF 19BD273A EC659083
  E13B38C2 754B0203 010001A3 53305130 0F060355 1D130101 FF040530 030101FF
  301F0603 551D2304 18301680 1459BB55 BE8A9AAA 885E289C B25A19F3 D10D25DC
  01301D06 03551D0E 04160414 59BB55BE 8A9AAA88 5E289CB2 5A19F3D1 0D25DC01
  300D0609 2A864886 F70D0101 05050003 82010100 100FD6EA BE02B4FE 29B89F73
  712BA30D E768B7D1 9B548705 18DA081D 8D674394 2A960C4F 91D91837 1B7816F5
  B8247640 B507D7FF 89FC72FB 4C96B9A6 64281DA2 5D8956DD 42BF7F67 2563810B
  0B96E5FA 86DBEA29 BBF76E77 CEA565DC 7EBF51FA 94C22A9A 1550BC11 5F68A9B0
  53921D45 9DF66E01 DE90D6E8 14370856 D496DA63 A6DD57E7 2CEF1F87 411AB837
  A5F375A6 83186F12 1241370C C0E5480A FC0429E0 80ED50FE 091BE1CC 5D71202E
  B71C9B7B 19F9C904 DE848EBB 51802468 63CC2FF1 44555C6E 31C513B1 DE6FCEDF
  21643D0F 53C69888 A9788E8E B898E2F2 738F3B67 4BC69155 7387F8B3 B7240C4D
  AC775511 6BD7DEF1 FBE522C1 0FF02F98 EB8A5BA8
        quit
crypto pki certificate chain SLA-TrustPoint
 certificate ca 01
  30820321 30820209 A0030201 02020101 300D0609 2A864886 F70D0101 0B050030
  32310E30 0C060355 040A1305 43697363 6F312030 1E060355 04031317 43697363
  6F204C69 63656E73 696E6720 526F6F74 20434130 1E170D31 33303533 30313934
  3834375A 170D3338 30353330 31393438 34375A30 32310E30 0C060355 040A1305
  43697363 6F312030 1E060355 04031317 43697363 6F204C69 63656E73 696E6720
  526F6F74 20434130 82012230 0D06092A 864886F7 0D010101 05000382 010F0030
  82010A02 82010100 A6BCBD96 131E05F7 145EA72C 2CD686E6 17222EA1 F1EFF64D
  CBB4C798 212AA147 C655D8D7 9471380D 8711441E 1AAF071A 9CAE6388 8A38E520
  1C394D78 462EF239 C659F715 B98C0A59 5BBB5CBD 0CFEBEA3 700A8BF7 D8F256EE
  4AA4E80D DB6FD1C9 60B1FD18 FFC69C96 6FA68957 A2617DE7 104FDC5F EA2956AC
  7390A3EB 2B5436AD C847A2C5 DAB553EB 69A9A535 58E9F3E3 C0BD23CF 58BD7188
  68E69491 20F320E7 948E71D7 AE3BCC84 F10684C7 4BC8E00F 539BA42B 42C68BB7
  C7479096 B4CB2D62 EA2F505D C7B062A4 6811D95B E8250FC4 5D5D5FB8 8F27D191
  C55F0D76 61F9A4CD 3D992327 A8BB03BD 4E6D7069 7CBADF8B DF5F4368 95135E44
  DFC7C6CF 04DD7FD1 02030100 01A34230 40300E06 03551D0F 0101FF04 04030201
  06300F06 03551D13 0101FF04 05300301 01FF301D 0603551D 0E041604 1449DC85
  4B3D31E5 1B3E6A17 606AF333 3D3B4C73 E8300D06 092A8648 86F70D01 010B0500
  03820101 00507F24 D3932A66 86025D9F E838AE5C 6D4DF6B0 49631C78 240DA905
  604EDCDE FF4FED2B 77FC460E CD636FDB DD44681E 3A5673AB 9093D3B1 6C9E3D8B
  D98987BF E40CBD9E 1AECA0C2 2189BB5C 8FA85686 CD98B646 5575B146 8DFC66A8
  467A3DF4 4D565700 6ADF0F0D CF835015 3C04FF7C 21E878AC 11BA9CD2 55A9232C
  7CA7B7E6 C1AF74F6 152E99B7 B1FCF9BB E973DE7F 5BDDEB86 C71E3B49 1765308B
  5FB0DA06 B92AFE7F 494E8A9E 07B85737 F3A58BE1 1A48A229 C37C1E69 39F08678
  80DDCD16 D6BACECA EEBC7CF9 8428787B 35202CDC 60E4616A B623CDBD 230E3AFB
  418616A9 4093E049 4D10AB75 27E86F73 932E35B5 8862FDAE 0275156F 719BB2F0
  D697DF7F 28
        quit
!
!
license udi pid C8200L-1N-4T sn FCZ2818R0NA
memory free low-watermark processor 62972
!
diagnostic bootup level minimal
!
spanning-tree extend system-id
!
enable secret 9 $9$Wy89ei4rgJJ1j.$Oth0WUh68V6zhN4v.FsGZ6./bwEOxK0ASJr6rRhPfAY
!
username cisco secret 9 $9$e/kSt1cmQh7xb.$wJbJvmdXbqT7IQQNLjTCR27LIuVKeSHA6SoxdUD7qi6
!
redundancy
 mode none
!
!
!
!
!
!
!
!
interface Loopback0
 ip address 209.165.20.1 255.255.255.0
!
interface GigabitEthernet0/0/0
 no ip address
 shutdown
 negotiation auto
!
interface GigabitEthernet0/0/1
 no ip address
 negotiation auto
!
interface GigabitEthernet0/0/1.7
 encapsulation dot1Q 7
 ip address 192.168.20.1 255.255.255.0
!
interface GigabitEthernet0/0/1.8
 encapsulation dot1Q 8
 ip address 192.168.30.1 255.255.255.0
!
interface GigabitEthernet0/0/1.9
 encapsulation dot1Q 9
 ip address 192.168.40.1 255.255.255.0
!
interface GigabitEthernet0/0/1.11
!
interface GigabitEthernet0/0/2
 no ip address
 shutdown
 negotiation auto
!
interface GigabitEthernet0/0/3
 no ip address
 shutdown
 negotiation auto
!
interface Serial0/1/0
!
interface Serial0/1/1
!
ip http server
ip http authentication local
ip http secure-server
ip forward-protocol nd
ip route 0.0.0.0 0.0.0.0 Loopback0
!
!
!
!
!
!
control-plane
!
!
line con 0
 password 7 030752180500701E1D
 login
 stopbits 1
line aux 0
line vty 0 4
 login local
 transport input ssh
line vty 5 14
 login
 transport input ssh
!
call-home
 ! If contact email address in call-home is configured as sch-smart-licensing@cisco.com
 ! the email address configured in Cisco Smart License Portal will be used as contact email address to send SCH notifications.
 contact-email-addr sch-smart-licensing@cisco.com
 profile "CiscoTAC-1"
  active
  destination transport-method http
!
!
!
!
!
!
end

R1#show ip in
R1#show ip interface br
R1#show ip interface brief
Any interface listed with OK? value "NO" does not have a valid configuration

Interface              IP-Address      OK? Method Status                Protocol
GigabitEthernet0/0/0   unassigned      YES unset  administratively down down
GigabitEthernet0/0/1   unassigned      YES unset  up                    up
GigabitEthernet0/0/1.7 192.168.20.1    YES manual up                    up
GigabitEthernet0/0/1.8 192.168.30.1    YES manual up                    up
GigabitEthernet0/0/1.9 192.168.40.1    YES manual up                    up
Gi0/0/1.11             unassigned      YES unset  up                    up
GigabitEthernet0/0/2   unassigned      YES unset  administratively down down
GigabitEthernet0/0/3   unassigned      YES unset  administratively down down
Serial0/1/0            unassigned      NO  unset  down                  down
Serial0/1/1            unassigned      NO  unset  down                  down
Loopback0              209.165.20.1    YES manual up                    up
R1#

----------------------------------------------------------------------------------------------------------------------------------------------------------------------

Port-channel1          unassigned      YES unset  down                  down
S1#show vl
S1#show vlan br
S1#show vlan brief

VLAN Name                             Status    Ports
---- -------------------------------- --------- -------------------------------
1    default                          active    Gi1/0/25, Gi1/0/26, Gi1/0/27
                                                Gi1/0/28
7    London                           active    Gi1/0/6
8    Swansea                          active
9    Management                       active
10   Birmingham                       active    Gi1/0/1, Gi1/0/2, Gi1/0/3
                                                Gi1/0/4, Gi1/0/5, Gi1/0/7
                                                Gi1/0/8, Gi1/0/9, Gi1/0/10
                                                Gi1/0/11, Gi1/0/12, Gi1/0/13
                                                Gi1/0/14, Gi1/0/15, Gi1/0/16
                                                Gi1/0/17, Gi1/0/18, Gi1/0/19
                                                Gi1/0/20, Gi1/0/21, Gi1/0/22
                                                Gi1/0/23, Gi1/0/24
11   Native                           active
1002 fddi-default                     act/unsup
1003 token-ring-default               act/unsup
1004 fddinet-default                  act/unsup
1005 trnet-default                    act/unsup
S1#
R1#
R1#
R1#
R1#
R1#

R1#show r
R1#show ru
R1#show run
R1#show running-config
Building configuration...

Current configuration : 6756 bytes
!
! Last configuration change at 11:37:55 UTC Wed Aug 21 2024
!
version 17.9
service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption
! Call-home is enabled by Smart-Licensing.
service call-home
platform qfp utilization monitor load 80
platform punt-keepalive disable-kernel-core
!
hostname R1
!
boot-start-marker
boot-end-marker
!
!
no aaa new-model
!
!
!
!
!
!
!
no ip domain lookup
ip domain name swre-lab.com
ip dhcp excluded-address 192.168.20.1 192.168.20.244
!
ip dhcp pool vlan2
 network 192.168.20.0 255.255.255.0
 default-router 192.168.20.1
 dns-server 8.8.8.8
!
!
!
login on-success log
!
!
!
!
!
!
!
subscriber templating
vtp version 1
multilink bundle-name authenticated
!
!
!
crypto pki trustpoint TP-self-signed-1574925342
 enrollment selfsigned
 subject-name cn=IOS-Self-Signed-Certificate-1574925342
 revocation-check none
 rsakeypair TP-self-signed-1574925342
!
crypto pki trustpoint SLA-TrustPoint
 enrollment pkcs12
 revocation-check crl
!
!
crypto pki certificate chain TP-self-signed-1574925342
 certificate self-signed 01
  30820330 30820218 A0030201 02020101 300D0609 2A864886 F70D0101 05050030
  31312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
  69666963 6174652D 31353734 39323533 3432301E 170D3234 30383231 30383236
  33335A17 0D333430 38323130 38323633 335A3031 312F302D 06035504 03132649
  4F532D53 656C662D 5369676E 65642D43 65727469 66696361 74652D31 35373439
  32353334 32308201 22300D06 092A8648 86F70D01 01010500 0382010F 00308201
  0A028201 0100A687 02E78A91 82F59D4A B0A329A2 BAC72422 C079841F 7EEB1C2C
  1CBF6E9A B65D62B2 C23CF41F 0AE8CF67 56A53050 34A5E4AA 5DA040BA 5518214D
  3F8F6B4F 99B25553 22A928F3 D8EE802D 25CA329A 1FF09657 58E79890 3F5B96D0
  89B6042E CCE38B1F 5252EA07 B1B0FE0D 1EBE34DD CE0D6DD6 EFBBD3F1 EEA38620
  3C2A8FB0 6C3AF456 C05308A9 383A25F4 91B08A7F C1CC2080 93BCB47C 47BD1D18
  78B3396C 707F393B 8E1D5E77 21DD8AE1 72B093F4 2DAD431A 59A128FB 80D0A984
  EBCF3E29 18422629 2362E72B F0C199FB 0C5ED2E7 8BD9F0C8 97BC6098 2A95E65E
  8537EA6C E7A4506E BAFD4A2F C97F00B5 B140EEE0 87CF45DF 19BD273A EC659083
  E13B38C2 754B0203 010001A3 53305130 0F060355 1D130101 FF040530 030101FF
  301F0603 551D2304 18301680 1459BB55 BE8A9AAA 885E289C B25A19F3 D10D25DC
  01301D06 03551D0E 04160414 59BB55BE 8A9AAA88 5E289CB2 5A19F3D1 0D25DC01
  300D0609 2A864886 F70D0101 05050003 82010100 100FD6EA BE02B4FE 29B89F73
  712BA30D E768B7D1 9B548705 18DA081D 8D674394 2A960C4F 91D91837 1B7816F5
  B8247640 B507D7FF 89FC72FB 4C96B9A6 64281DA2 5D8956DD 42BF7F67 2563810B
  0B96E5FA 86DBEA29 BBF76E77 CEA565DC 7EBF51FA 94C22A9A 1550BC11 5F68A9B0
  53921D45 9DF66E01 DE90D6E8 14370856 D496DA63 A6DD57E7 2CEF1F87 411AB837
  A5F375A6 83186F12 1241370C C0E5480A FC0429E0 80ED50FE 091BE1CC 5D71202E
  B71C9B7B 19F9C904 DE848EBB 51802468 63CC2FF1 44555C6E 31C513B1 DE6FCEDF
  21643D0F 53C69888 A9788E8E B898E2F2 738F3B67 4BC69155 7387F8B3 B7240C4D
  AC775511 6BD7DEF1 FBE522C1 0FF02F98 EB8A5BA8
        quit
crypto pki certificate chain SLA-TrustPoint
 certificate ca 01
  30820321 30820209 A0030201 02020101 300D0609 2A864886 F70D0101 0B050030
  32310E30 0C060355 040A1305 43697363 6F312030 1E060355 04031317 43697363
  6F204C69 63656E73 696E6720 526F6F74 20434130 1E170D31 33303533 30313934
  3834375A 170D3338 30353330 31393438 34375A30 32310E30 0C060355 040A1305
  43697363 6F312030 1E060355 04031317 43697363 6F204C69 63656E73 696E6720
  526F6F74 20434130 82012230 0D06092A 864886F7 0D010101 05000382 010F0030
  82010A02 82010100 A6BCBD96 131E05F7 145EA72C 2CD686E6 17222EA1 F1EFF64D
  CBB4C798 212AA147 C655D8D7 9471380D 8711441E 1AAF071A 9CAE6388 8A38E520
  1C394D78 462EF239 C659F715 B98C0A59 5BBB5CBD 0CFEBEA3 700A8BF7 D8F256EE
  4AA4E80D DB6FD1C9 60B1FD18 FFC69C96 6FA68957 A2617DE7 104FDC5F EA2956AC
  7390A3EB 2B5436AD C847A2C5 DAB553EB 69A9A535 58E9F3E3 C0BD23CF 58BD7188
  68E69491 20F320E7 948E71D7 AE3BCC84 F10684C7 4BC8E00F 539BA42B 42C68BB7
  C7479096 B4CB2D62 EA2F505D C7B062A4 6811D95B E8250FC4 5D5D5FB8 8F27D191
  C55F0D76 61F9A4CD 3D992327 A8BB03BD 4E6D7069 7CBADF8B DF5F4368 95135E44
  DFC7C6CF 04DD7FD1 02030100 01A34230 40300E06 03551D0F 0101FF04 04030201
  06300F06 03551D13 0101FF04 05300301 01FF301D 0603551D 0E041604 1449DC85
  4B3D31E5 1B3E6A17 606AF333 3D3B4C73 E8300D06 092A8648 86F70D01 010B0500
  03820101 00507F24 D3932A66 86025D9F E838AE5C 6D4DF6B0 49631C78 240DA905
  604EDCDE FF4FED2B 77FC460E CD636FDB DD44681E 3A5673AB 9093D3B1 6C9E3D8B
  D98987BF E40CBD9E 1AECA0C2 2189BB5C 8FA85686 CD98B646 5575B146 8DFC66A8
  467A3DF4 4D565700 6ADF0F0D CF835015 3C04FF7C 21E878AC 11BA9CD2 55A9232C
  7CA7B7E6 C1AF74F6 152E99B7 B1FCF9BB E973DE7F 5BDDEB86 C71E3B49 1765308B
  5FB0DA06 B92AFE7F 494E8A9E 07B85737 F3A58BE1 1A48A229 C37C1E69 39F08678
  80DDCD16 D6BACECA EEBC7CF9 8428787B 35202CDC 60E4616A B623CDBD 230E3AFB
  418616A9 4093E049 4D10AB75 27E86F73 932E35B5 8862FDAE 0275156F 719BB2F0
  D697DF7F 28
        quit
!
!
license udi pid C8200L-1N-4T sn FCZ2818R0NA
memory free low-watermark processor 62972
!
diagnostic bootup level minimal
!
spanning-tree extend system-id
!
enable secret 9 $9$Wy89ei4rgJJ1j.$Oth0WUh68V6zhN4v.FsGZ6./bwEOxK0ASJr6rRhPfAY
!
username cisco secret 9 $9$e/kSt1cmQh7xb.$wJbJvmdXbqT7IQQNLjTCR27LIuVKeSHA6SoxdUD7qi6
!
redundancy
 mode none
!
!
!
!
!
!
!
!
interface Loopback0
 ip address 209.165.20.1 255.255.255.0
!
interface GigabitEthernet0/0/0
 no ip address
 shutdown
 negotiation auto
!
interface GigabitEthernet0/0/1
 no ip address
 negotiation auto
!
interface GigabitEthernet0/0/1.7
 encapsulation dot1Q 7
 ip address 192.168.20.1 255.255.255.0
!
interface GigabitEthernet0/0/1.8
 encapsulation dot1Q 8
 ip address 192.168.30.1 255.255.255.0
!
interface GigabitEthernet0/0/1.9
 encapsulation dot1Q 9
 ip address 192.168.40.1 255.255.255.0
!
interface GigabitEthernet0/0/1.11
!
interface GigabitEthernet0/0/2
 no ip address
 shutdown
 negotiation auto
!
interface GigabitEthernet0/0/3
 no ip address
 shutdown
 negotiation auto
!
interface Serial0/1/0
!
interface Serial0/1/1
!
ip http server
ip http authentication local
ip http secure-server
ip forward-protocol nd
ip route 0.0.0.0 0.0.0.0 Loopback0
!
!
!
!
!
!
control-plane
!
!
line con 0
 password 7 030752180500701E1D
 login
 stopbits 1
line aux 0
line vty 0 4
 login local
 transport input ssh
line vty 5 14
 login
 transport input ssh
!
call-home
 ! If contact email address in call-home is configured as sch-smart-licensing@cisco.com
 ! the email address configured in Cisco Smart License Portal will be used as contact email address to send SCH notifications.
 contact-email-addr sch-smart-licensing@cisco.com
 profile "CiscoTAC-1"
  active
  destination transport-method http
!
!
!
!
!
!
end

R1#show ip in
R1#show ip interface br
R1#show ip interface brief
Any interface listed with OK? value "NO" does not have a valid configuration

Interface              IP-Address      OK? Method Status                Protocol
GigabitEthernet0/0/0   unassigned      YES unset  administratively down down
GigabitEthernet0/0/1   unassigned      YES unset  up                    up
GigabitEthernet0/0/1.7 192.168.20.1    YES manual up                    up
GigabitEthernet0/0/1.8 192.168.30.1    YES manual up                    up
GigabitEthernet0/0/1.9 192.168.40.1    YES manual up                    up
Gi0/0/1.11             unassigned      YES unset  up                    up
GigabitEthernet0/0/2   unassigned      YES unset  administratively down down
GigabitEthernet0/0/3   unassigned      YES unset  administratively down down
Serial0/1/0            unassigned      NO  unset  down                  down
Serial0/1/1            unassigned      NO  unset  down                  down
Loopback0              209.165.20.1    YES manual up                    up
R1#

Router>
Router>                                                                      interface GigabitEthernet1/0/4
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/5
 switchport access vlan 10
 switchport mode access
!
interface GigabitEthernet1/0/6
!
interface GigabitEthernet1/0/7
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/8
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/9
 switchport access vlan 10
 switchport mode access
 --More--
 shutdown
!
interface GigabitEthernet1/0/10
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/11
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/12
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/13
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/14
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/15
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/16
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/17
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/18
 switchport access vlan 8
 switchport mode access
 switchport port-security maximum 3
 switchport port-security violation restrict
 switchport port-security mac-address sticky
 switchport port-security mac-address sticky 08bf.b8f0.8308
 switchport port-security
!
interface GigabitEthernet1/0/19
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/20
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/21
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/22
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/23
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/24
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/25
!
interface GigabitEthernet1/0/26
!
interface GigabitEthernet1/0/27
!
interface GigabitEthernet1/0/28
!
interface Vlan1
 no ip address
!
interface Vlan7
 ip address 192.168.20.10 255.255.255.0
!
interface Vlan8
 ip address 192.168.30.10 255.255.255.0
!
interface Vlan9
 ip address 192.168.40.10 255.255.255.0
!
ip http server
ip http secure-server
!
!
!
!
line con 0
 password cisco123
 login
line vty 0 4
 login local
 transport input ssh
line vty 5 15
 login
 transport input none
!
end

S2#show ip in
S2#show ip interface br
S2#show ip interface brief
Interface              IP-Address      OK? Method Status                Protocol
Vlan1                  unassigned      YES unset  up                    down
Vlan7                  192.168.20.10   YES manual up                    down
Vlan8                  192.168.30.10   YES manual up                    up
Vlan9                  192.168.40.10   YES manual up                    down
GigabitEthernet1/0/1   unassigned      YES unset  up                    down
GigabitEthernet1/0/2   unassigned      YES unset  up                    down
GigabitEthernet1/0/3   unassigned      YES unset  administratively down down
GigabitEthernet1/0/4   unassigned      YES unset  administratively down down
GigabitEthernet1/0/5   unassigned      YES unset  down                  down
GigabitEthernet1/0/6   unassigned      YES unset  down                  down
GigabitEthernet1/0/7   unassigned      YES unset  administratively down down
GigabitEthernet1/0/8   unassigned      YES unset  administratively down down
GigabitEthernet1/0/9   unassigned      YES unset  administratively down down
GigabitEthernet1/0/10  unassigned      YES unset  administratively down down
GigabitEthernet1/0/11  unassigned      YES unset  administratively down down
GigabitEthernet1/0/12  unassigned      YES unset  administratively down down
GigabitEthernet1/0/13  unassigned      YES unset  administratively down down
GigabitEthernet1/0/14  unassigned      YES unset  administratively down down
GigabitEthernet1/0/15  unassigned      YES unset  administratively down down
GigabitEthernet1/0/16  unassigned      YES unset  administratively down down
GigabitEthernet1/0/17  unassigned      YES unset  administratively down down
GigabitEthernet1/0/18  unassigned      YES unset  up                    up
GigabitEthernet1/0/19  unassigned      YES unset  administratively down down
GigabitEthernet1/0/20  unassigned      YES unset  administratively down down
GigabitEthernet1/0/21  unassigned      YES unset  administratively down down
GigabitEthernet1/0/22  unassigned      YES unset  administratively down down
GigabitEthernet1/0/23  unassigned      YES unset  administratively down down
GigabitEthernet1/0/24  unassigned      YES unset  administratively down down
GigabitEthernet1/0/25  unassigned      YES unset  down                  down
GigabitEthernet1/0/26  unassigned      YES unset  down                  down
GigabitEthernet1/0/27  unassigned      YES unset  down                  down
GigabitEthernet1/0/28  unassigned      YES unset  down                  down
Port-channel1          unassigned      YES unset  down                  down
S2#sho
S2#show ru
S2#show running-config
Building configuration...

Current configuration : 3892 bytes
!
! Last configuration change at 12:13:40 UTC Wed Aug 21 2024
!
version 15.2
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname S2
!
boot-start-marker
boot-end-marker
!
enable secret 9 $9$FIXaVcXf3rPuMp$Rqp6OGjaqCsMiI4JX4qpmim3Lt5ruQ2DTX3EP858svc
!
username cisco secret 9 $9$nyPYTrdepulgM6$5KDYYno5u6e6hrbegWzRImRFG2gduP3AGMzn058XvWM
no aaa new-model
switch 1 provision c1000-24t-4g-l
system mtu routing 1500
!
!
no ip domain-lookup
ip domain-name swre-lab.com
!
!
!
!
!
!
!
!
spanning-tree mode rapid-pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
!
!
!
!
!
interface Port-channel1
 switchport trunk allowed vlan 7-11
 switchport trunk native vlan 11
 switchport mode trunk
!
interface GigabitEthernet1/0/1
 switchport access vlan 10
 switchport trunk allowed vlan 7-11
 switchport trunk native vlan 11
 switchport mode trunk
 channel-group 1 mode active
!
interface GigabitEthernet1/0/2
 switchport access vlan 10
 switchport trunk allowed vlan 7-11
 switchport trunk native vlan 11
 switchport mode trunk
 channel-group 1 mode active
!
interface GigabitEthernet1/0/3
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/4
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/5
 switchport access vlan 10
 switchport mode access
!
interface GigabitEthernet1/0/6
!
interface GigabitEthernet1/0/7
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/8
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/9
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/10
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/11
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/12
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/13
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/14
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/15
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/16
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/17
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/18
 switchport access vlan 8
 switchport mode access
 switchport port-security maximum 3
 switchport port-security violation restrict
 switchport port-security mac-address sticky
 switchport port-security mac-address sticky 08bf.b8f0.8308
 switchport port-security
!
interface GigabitEthernet1/0/19
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/20
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/21
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/22
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/23
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/24
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/25
!
interface GigabitEthernet1/0/26
!
interface GigabitEthernet1/0/27
!
interface GigabitEthernet1/0/28
!
interface Vlan1
 no ip address
!
interface Vlan7
 ip address 192.168.20.10 255.255.255.0
!
interface Vlan8
 ip address 192.168.30.10 255.255.255.0
!
interface Vlan9
 ip address 192.168.40.10 255.255.255.0
!
ip http server
ip http secure-server
!
!
!
!
line con 0
 password cisco123
 login
line vty 0 4
 login local
 transport input ssh
line vty 5 15
 login
 transport input none
!
end

S2#show in
S2#show vl
S2#show vlan

VLAN Name                             Status    Ports
---- -------------------------------- --------- -------------------------------
1    default                          active    Gi1/0/6, Gi1/0/25, Gi1/0/26
                                                Gi1/0/27, Gi1/0/28
7    London                           active
8    Swansea                          active    Gi1/0/18
9    Management                       active
10   Birmingham                       active    Gi1/0/1, Gi1/0/2, Gi1/0/3
                                                Gi1/0/4, Gi1/0/5, Gi1/0/7
                                                Gi1/0/8, Gi1/0/9, Gi1/0/10
                                                Gi1/0/11, Gi1/0/12, Gi1/0/13
                                                Gi1/0/14, Gi1/0/15, Gi1/0/16
                                                Gi1/0/17, Gi1/0/19, Gi1/0/20
                                                Gi1/0/21, Gi1/0/22, Gi1/0/23
                                                Gi1/0/24
11   Native                           active
1002 fddi-default                     act/unsup
1003 token-ring-default               act/unsup
1004 fddinet-default                  act/unsup
1005 trnet-default                    act/unsup

VLAN Type  SAID       MTU   Parent RingNo BridgeNo Stp  BrdgMode Trans1 Trans2
---- ----- ---------- ----- ------ ------ -------- ---- -------- ------ ------
1    enet  100001     1500  -      -      -        -    -        0      0
7    enet  100007     1500  -      -      -        -    -        0      0
8    enet  100008     1500  -      -      -        -    -        0      0
9    enet  100009     1500  -      -      -        -    -        0      0
10   enet  100010     1500  -      -      -        -    -        0      0
11   enet  100011     1500  -      -      -        -    -        0      0
1002 fddi  101002     1500  -      -      -        -    -        0      0
1003 tr    101003     1500  -      -      -        -    -        0      0
1004 fdnet 101004     1500  -      -      -        ieee -        0      0
1005 trnet 101005     1500  -      -      -        ibm  -        0      0

Primary Secondary Type              Ports
------- --------- ----------------- ------------------------------------------

S2#
