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[bookmark: _Toc172263962]1.0	Description of the Risk and Justification for Carrying the Task Out
The aim of this documentation is to make the reader aware of the associated risks involved with a  Live Firing trial of a Cased Telescoped 40mm Cannon (CT-40 Cannon) from an Armoured Vehicle System (AJAX). This will be a static firing, this presents hazards with both the AJAX and CT-40 Cannon. This documentation will follow the Safe Systems of Work (SSOW) processes that reduce the risk of harm when employees work with unavoidable hazards [1]. This process will start with a risk assessment (RA) analysing the activity to highlight potential hazards. This has been conducted at a basic level during a group task (Appendix A) with a corresponding risk matrix (Appendix B). The RA in this report will provide a more detailed analysis and cover additional risks to ensure a comprehensive safety assessment from ‘cradle to grave’.

The RA identifies controls that are already in place to reduce the risks and any additional action that needs to be taken to control the risks. A person will be nominated to complete this action and will have a target date for completion [2].  If any risks are identified as still being too high after basic controls are added then an As Low As Reasonably Practicable (ALARP) justification is needed, as the secretary of state for defence requires that the Ministry of Defence (MOD) are ALARP. The ALARP justification acknowledges that no activity is risk-free, but the cost (in terms of time, not financial) of reducing the risk must be grossly disproportionate to the risk [3]. Figure 1 indicates when the ALARP approach may be applied.
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[bookmark: _Ref171501291][bookmark: _Toc172263378]Figure 1 - ALARP Scale [3].
[bookmark: _Toc172263963]2.0	Risk Assessment


2 | Page

	Risk Assessment for Live Firing of a Cased Telescoped 40mm Cannon (CT-40 Cannon) from an Armoured Vehicle System (AJAX)

	Authorisation:
	Issue Number:
	1

	Name
	Signature
	
	

	Adam Mayo
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	Cause
	Consequence
	Personnel
	S
	L
	R
	Control/Mitigation
	Post-Control
	S
	L
	R

	Foreign Object Debris (FOD) ingress into barrel.
	Unintended wear leading to hotspots/ deformation of the barrel causing unintended/ premature detonation/ firing.

Injury via blast/fragmentation/Noise – Serious, acute injury.
	Direct
	5
	3
	15
	Ensure the barrel remains covered until operationally required and regular cleaning regimes.
	
	5
	1
	5

	FOD interference with CT-40 Cannon.
	Jammed CT-40 Cannon leading to unpredictable behaviour during firings.
Jammed CT-40 Cannon leading to breach detonation

Injury via blast/fragmentation/noise – Serious, acute injury
	Direct
	5
	3
	15
	Ensure inspections and maintenance are routinely carried out on the CT-40 Cannon.
	
	5
	1
	5

	Thermal Expansion
	Jammed weapon potentially leading to in-barrel/breach detonation

Injury via blast/fragmentation/fire
	Direct
	5
	3
	15
	Ensure CT-40 Cannon is covered until operationally required. Implement a regular service schedule for mechanical components, therefore any damaged parts should be replaced.
	
	5
	1
	5

	Insufficient hearing protection/distance when subject to noises louder than 85 dB.
	Damage to hearing from shock/blast waves
	Direct
	4
	4
	16
	The relevant PPE must be worn by the firing crew, with all doors and hatches closed during firings.

External personnel must wear hearing protection and observe a safety distance governed by the TCO.

Live firings should be indicated by a flashing beacon on the outside of the vehicle.
	
	3
	1
	3

	Insufficient hearing protection/distance when subject to noises louder than 85 dB.
	Loud noises trigger PTSD leading to a range of mental problems that may affect how the crew performs.
	Direct
	4
	1
	4
	Personnel with underlying health conditions should be closely monitored and kept away from events that may trigger PTSD.
	
	3
	1
	4

	Insufficient hearing protection/distance when subject to noises louder than 85 dB.
	Prolonged exposure to loud noise generated from the vehicle internally/externally.
	Direct
	4
	4
	16
	The relevant PPE must be worn by the firing crew, with all doors and hatches closed where feasible.

Appropriate safety distances are to be observed by external personnel.

	
	2
	4
	8

	Fumes from firing externally/internally.
	Poor ventilation within the vehicle leading to a reduction in air quality for an extended time for the AJAX crew.
External personnel in the proximity of the vehicle may receive a reduction in air quality for a short duration of time.
Damage to overall body health.
	Direct
	4
	4
	16
	Ensure that the breach seals are in good working order, and that any hatches or doors remain closed during firings.

External personnel must remain in well-ventilated areas and observe a safety distance governed by the TCO.

Live firings should be indicated by a flashing beacon on the outside of the vehicle.
	
	2
	4
	8

	Unintended initiation of ammunition
	Stores may cook off due to a warm environment in the barrel or during loading procedures.

Injury via blast/fragmentation/noise – Serious, acute injury
	Direct & Indirect
	4
	3
	12
	Ammunition is to be stored in EPS rated areas prior to firing to make loading a controlled process.

A reasonable firing rate will be adhered to control temperatures within the barrel.

Live firings should be indicated by a flashing beacon on the outside of the vehicle.
	
	4
	1
	4

	Unintended initiation of ammunition
	Stores may cook off/ detonate if subjected to an activation stimulus within storage conditions, due to adjacent munitions functioning.

Electrostatic Discharge (ESD)  leading to an energetic event whilst in storage conditions.

Injury via blast/fragmentation/noise – Serious, acute injury
	Indirect
	5
	3
	15
	Ammunition is to be stored in approved buildings following EPS regulations.

Munitions are to be stored with others from the same compatibility group following ER2024 regulations.
	
	5
	1
	5

	Traversing the gun
	Personnel near the CT-40 Cannon getting struck when the firing crew rotates the cannon.

Injury via Blunt force
	Indirect
	4
	3
	12
	The firing crew are to utilise a flashing beacon to signify they are moving/manipulating the weapon or firing.

Personnel are not to surround the vehicle when the flashing beacon is active.
	
	4
	1
	4

	Firing outside of arc
	The firing crew losing situational awareness and spatial orientation of the CT-40 Cannon leading to shots being fired outside of the permitted arc of fire agreed upon in the trial plan.

CT-40 Cannon moves position due to recoil forces without the firing crew being aware.

Leading to rounds landing and detonating outside of the allowed range limits, affecting indirect personnel.

Injury via blast/fragmentation/noise – Serious, acute injury
	Indirect
	5
	3
	15
	Firing crew to adhere to a low firing rate, so that the orientation of the CT-40 Cannon can be checked after a small number of shots.

Maintenance of gun system and calibration of sensors i.e. GPS to ensure bearing read outs are accurate in the AJAX system.

Only a competent firing crew to operate the CT-40 Cannon with the correct training provided.
	
	5
	2
	10

	CT-40 Cannon pointing over vehicle exit/entry points.
	Whilst the CT-40 Cannon is pointing in the direction of the vehicle exit/entry points there is a risk of personnel unintentionally being in the line of sight of the CT-40 Cannon. This could lead to rounds being fired at personnel.

Injury via
Blunt force/blast/fragmentation/noise – Serious, acute injury
	Direct
	5
	3
	15
	The vehicle shall be positioned so the CT-40 Cannon is not pointing over exit/entry points during firings. This is in case an emergency evacuation of the vehicle is need during firing.
	
	5
	1
	5

	Post firing inspection
	The area has unexploded munitions that could detonate causing injuries.

The CT-40 Cannon has not been cleared and still has munitions inside the chamber/breach which could fire unintentionally with personnel nearby.

Injury via blast/fragmentation/noise – Serious, acute injury
	
	4
	3
	12
	Area and CT-40 Cannon to be declared safe by the TCO before any other personnel are allowed to go forward.

	
	4
	1
	4



Risk Rating Matrix

			RISK MATRIX

	Consequence
Likelihood
	Negligible
(1)
	Minor
(2)
	Medium
(3)
	Major
(4)
	Severe
(5)

	Almost 
Certain (5)
	5
	10
	15
	20
	25

	Likely (4)
	4
	8
	12
	16
	20

	Possible (3)
	3
	6
	9
	12
	15

	Unlikely (2)
	2
	4
	6
	8
	10

	Very Unlikely (1)
	1
	2
	3
	4
	5



		Rating
	Interpretation
	Authorisation

	≤ 6 = Low Risk
	Acceptable but ensure that controls are maintained
	Line Manager or equivalent

	9 -12 = Medium Risk
	Adequate but look to improve if reasonably practicable
	Line Manager or equivalent

	15 – 25 = Unacceptable Risk
	STOP activity and make immediate improvements
	PVC School/Director of PSU




	
	

		CONSEQUENCE (considered WITH controls in place)

	5
	Severe
	· Fatality (ies)
· Severe or chronic illnesses or permanent life changing impact

	4
	Major
	· Injury such as fracture of bones, dislocation, or acute ill health e.g. occupational asthma, occupational dermatitis

	3
	Medium
	· An injury  that requires first aid treatment and subsequent treatment by health care professional
· No lost time illnesses and no chronic/acute health effects

	2
	Minor
	· An injury that requires basic first aid treatment such as administering a plaster, individual able to continue at work e.g. minor cuts, bruising, abrasions, strains or sprains

	1
	Negligible
	· Superficial or no physical injury or health effects



		LIKELIHOOD (considered WITH controls in place)

	5
	Almost Certain
	· Will occur/greater than a likelihood of 1 in 1(yr)

	4
	Likely
	· Known to occur/probably occurs most circumstances/No greater than a likelihood of 1 in every 10

	3
	Possible
	· Might occur /no greater than a likelihood of 1 in 1000

	2
	Unlikely
	· Not likely/could occur at some time/no greater than a likelihood of 1 in 10,000

	1
	Very Unlikely
	· May only occur in exceptional circumstances/no greater than a likelihood of 1 in 100,000






[bookmark: _Toc172263964]3.0	ALARP Justification 
[bookmark: _Toc172263965]3.1 Why ALARP
The concept of ‘reasonably practicable’ is key to the British health and safety system [4], and makes up part of the general duties of the ‘Health and Safety at Work etc. Act 1974’ [5]. This ensures the safety and health of individuals by reducing risks to the lowest likelihood that is reasonably practicable. Additionally, it assists the author in understanding the rationale behind their decisions and choices, ensuring their appropriateness. Moreover, it provides readers of the ALARP document with clear information on the decisions made and the justification for selecting specific controls over others. 

Several case studies have served as learning opportunities for how to apply ALARP principles. Below are a few examples:
· Buncefield Oil Depot Explosion (2005) [6]
· Enschede Fireworks Disaster (2000) [7]
· PEPCON Explosion (1988) [8]
· Texas City Disaster (1947) [9] 
In summary, the above accidents have been failures or learning opportunities in the safety management process of the storage, handling, and transportation of hazardous, flammable or explosive materials. These incidents highlight the ALARP concept as essential for ensuring safety, legal compliance, ethical responsibility, financial stability, reputation management, and operational efficiency.
[bookmark: _Toc172263966]3.2 Risk identification
A risk is defined as the likelihood of someone being harmed and the severity of the potential harm [10]. The hazard that the ALARP justification will propose action to eliminate, or control is the explosion hazard which could lead to injuries via blast/fragmentation/noise This would be caused by the recoil of the CT-40 Cannon moving the line of fire outside of the permitted arc, leading to shots landing outside the defined danger area for this activity causing an explosion hazard to unknow numbers of personnel. The current risk rating of this hazard is 10, which is adequate but needs to be improved if reasonably practicable.
[bookmark: _Toc172263967]3.3 Existing Mitigation
Currently, visual cameras are in use to aid the firing crew’s situational awareness. However, these do not provide any quantitative information about bearings or firing arcs. Additionally, when conducting firings the range will be declared active and personnel in the impact/danger area will be restricted and controlled by range control.

[bookmark: _Toc172263968]3.4 ERICPD Approach
Several methods/strategies have been considered in line with the ERICPD approach to risk mitigation and control methods [11]. Below is an analysis of the six levels of ERICPD, and in section 4.0 the feasibility of the controls will be determined.
E – Eliminate
To eliminate this risk altogether, a fixed variation of the CT-40 Cannon, where the line of fire directly relates to the vehicle’s position, could be used. Additionally, virtual reality training would reduce the need for real trials to be conducted and eliminate any live munitions being fired. Another consideration would be to review the operational need of the CT-40 Cannon on AJAX, utilising other firing systems such as lasers or other means of achieving the same target effect. This would render the need for the CT-40 Cannon on AJAX obsolete, thus eliminating the risk.
	R – Reduce
Some risks cannot be eliminated completely but reduced to an acceptable level [12]. 
Applying this approach, a method to reduce the likelihood of a shot being fired or landing outside of the permitted arc would be to adopt an improved recoil system to reduce the likelihood of the CT-40 Cannon moving its line of fire. Additionally, inert or practice munitions could reduce the explosion hazard of a shot landing outside of the arc, though it would not eliminate all the impact hazards. Lastly, by reducing the firing rate, the recoil induced by the CT-40 Cannon would reduce, and the quantity of shots landing outside of the arc would be reduced if one or two shots were fired at a time.
I – Isolation 
To isolate this risk, a wider or enhanced firing arc could be achieved by using a range with a larger danger area than the current firing location. This would reduce the likelihood of this risk occurring.
C – Control 
At this level, organizational and technical controls shall be considered [11]. Such as SSOW for the control of the CT-40 Cannon, firing procedures, personnel training to improve competence and abilities to recognise risks early on, and supervision from internal and external personnel to confirm the orientation of the CT-40 Cannon. Another control to check the orientation would be to integrate a compass into the camera feed so the firing crew can see if the CT-40 Cannon is pointing within the permitted arc. Additionally, an audio and visual warning could trigger when the CT-40 Cannon is pointing outside of the permitted firing arc, alerting the firing crew and reducing the risk.
	P – Personal Protective Equipment (PPE)
The amount of PPE a person is required to wear is based on their position on the range. Personnel near the firing arc should be provided with full body armour to a suitable standard. Eyewear to standard EN 166 and hearing protection to standard EN 352.
D – Discipline
Discipline is reliant on the conscientiousness of the personnel performing the activity [12] to make sure that all controls are monitored, reviewed, and enforced [11]. This requires the review of procedures stated in the SSOW and consideration of the hierarchy of the ERICPD
[bookmark: _Toc172263969]3.5 Why The Risk Has To Be Taken
Typically, risks are taken/adopted for several reasons, whether it is due to the uncertainty and unpredictability of certain tasks or an operational necessity, where the risks are essential to operations and cannot be entirely eliminated. These risks require effective mitigation and controls to reduce the severity or likelihood of a risk.
[bookmark: _Toc172263970]3.6 Relevant Legislation
Below is the legislation that employees involved with this activity need to adhere to:
· Explosive Regulations 2014 (ER2014)
· Health and Safety at Work Act 1974.
· Control of Major Accident Hazards Regulations 2015 (COMAH 15).
· Dangerous Substances and Explosive Atmospheres Regulations 2002 (SEAR).
· The Equipment and Protective Systems Intended for use in Potentially Explosive Atmospheres Regulations 2016 (EPS).
· SSOW and standard operating procedures of the trial site.
· Relevant operating instructions for AJAX and the CT-40 Cannon.
2 | Page

[bookmark: _Toc172263971]4.0	Cost Benefit Analysis (CBA)
The chance of the CT-40 Cannon firing outside of the permitted arc and the number of accidents are input into Table 1. The expected lifespan of the mitigation is 20 years. The MOD should look to use a disproportion factor of 10 if a measure is not reasonably practicable [13]. Thus, bringing the total cost to be disproportional to the benefits of £183,500. However, the writer acknowledges that this figure is subject to change from the assumptions made about the frequency of accidents and the number of fatalities [14]. 

In summary, the costs of the proposed mitigation in section 3.4 would not be grossly disproportionate to the benefits identified by the ERICPD controls. 

The CBA can help determine whether risk reduction improvements are reasonably practicable or if a mitigation method is grossly disproportionate to the benefits [13]. However, any discounted controls may become viable options as technology progresses or costs are reduced. It is unclear whether the cost is to reduce the risk for one AJAX vehicle or the current fleet of vehicles across a range of trials.
[bookmark: _Ref171952177][bookmark: _Toc172263380]Table 1, Cost Benefit Analysis.
	Injury
	Number of Accidents
	Value [13]
	likelihood
	Mitigation Lifespan
	Total

	Fatality
	5
	£1,336,800
	0.0001
	20 Years
	£13,368

	Permanent Injury
	10
	£207,200
	0.0001
	20 Years
	£4,144

	Serious Injury
	20
	£20,500
	0.0001
	20 Years
	£820

	Slight Injury
	30
	£300
	0.0001
	20 Years
	£18

	Total
	
	
	
	
	£18,350


[bookmark: _Toc172263972]5.0	Additional Risk Reduction Techniques
In addition to the ERICPD, a Bowtie analysis can be conducted to aid in cause and consequence analysis for identified hazards. This will determine where control and mitigations need to be implemented to reduce the risk of the identified hazard. The key components of a bowtie analysis are:
· Hazard/Hazardous Event.
· Threats.
· Consequences.
· Preventative Control/Action/Barrier.
· Recovery Control/Action/Barrier.
· Escalation Factors.
· Escalation Factor Controls.
This leads to a clear definition of the hazard, threats, accidents, controls and mitigations, which identify the relationship between components. However, the drawback of a bowtie analysis is the lack of quantitative data output, which limits causal analyses like event trees and fault tree analyses. Additionally, there is no way to compare the effectiveness of the controls or mitigations suggested [15]. An example is shown below in Figure 2.
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[bookmark: _Ref172209682][bookmark: _Toc172263379]Figure 2, Example of a Bowtie analysis [15].

[bookmark: _Toc172263973]6.0	Adopted Risk Reduction (ALARP)
Mitigations to eliminate/reduce the risk have been reviewed in section 4.0, and the cost would not be disproportionate to the benefits. However, one redesign elimination control would take years to design, and implement and would be costly to the manufacturer. The controls listed below were deemed to provide benefits that outweigh the cost of implementation. It is strongly recommended that, these controls are put in place for this activity:
·  Virtual reality training is to be adopted for the firing team, prior to conducting real firing trials.
· An improved recoil system should be designed and implemented.
· A consideration of using practice or inert rounds for training.
· A limited firing rate should be adhered to of one per 30 seconds.
· Where possible a larger range should be used, with wider firing arcs.
· A new SSOW shall be written along with, new firing procedures.
· A compass/heading information should be integrated into the CT-40 Cannon camera feed.
· All personnel deemed to be working in a risk area should wear PPE mentioned in section 3.4.
















[bookmark: _Toc172263974]7.0	Next review and future methods
The ALARP risks of this activity will be reviewed annually, however, the frequency of the review is dependent on regulatory requirements, changes in operations/technologies, environmental changes or whether an accident has recently occurred. As research/technology broadens in this area and more research becomes publicly available, the situational awareness of the firing crew could be enhanced to remove the risk of firing outside of the firing arc.
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2 Unlikely- >10¢

1 Improbable- <10

Lowest Risk Class: “The risk is.considered fo.be Broadly Acceptable. Addtional risk
reductions may be introduced only if the benefits justify the cost (tme, money,
inconvenience). This level of fisk can be accepted following endorsement of the Chief
Engineer and Safety Lead "«

Medium Risk Class (Lovi): “The risk is considered Tolerable and ALARP. This level of
tisk can be accepted following endorsement of the Chief Engineer, Head of Safety,
and quorum of relevant Safety Experts.”

Medium Risk Class (High): “The risk can only be considered Tolerable and ALARP if
demonstrated that futher isk reduction is impracticable. This level of risk can only be
accepted by the Managing Director and Execulive Team following review and
presentation made by the Chief Engineer, Head of Safety, and quorum of relevant
Safety Experts.”+

Highest Risk Class: “The risk s considered InolerablefUnacceptable. The activity shall
not proceed, ar, the system shall not be used. This level of rsk can only be accepted
by the Managing Director and special govemmental dispensation, or, under force
majeure to meet an immediate Urgent Operational Requirement ”
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Hazarc: Noise from gunfire
Controt:

Eiminate- WA

Reduce/substiute- fring rate

Isolste- Autonomaus

‘Contratenginesring- physical barers batwaen gun and user

Control procaduralSafey distances, compstent prsans, rining for PPE
PP Earcatendars

il isk = 10 macium lov,

Hzara:inhalaton of hazardous gases(fumes) from gun ire
Controt:

Eiminate- WA

Reduce/substiuts-diffeent propallant n muniton

Isolsta- bariers betwean uses and gur|

Controlenginesring- iter,seas, barier, have mltple 53 fil safes

‘Contrat procedural- compstent prsons, safe systems of work (work nstructions <) maintenance
PP respirators

Fialrisk =1

Hazarc:unintended ntation of ammunition in rre!
Controt:

Eiminate:

Reduce/substtuts ess sensiive propellantand murition i

Isolte- autonomous

‘Controtenginesring- pysical sparation, arriers, cooling, and barel material

Control procadural compstent people, barrl caol down, mintenance, sfe system of work.
=3

Fialrisk =4
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Hazarc:unintended ntistion when oading.
Controt:

Eiminate:

Recuce/substitute ess munitions stored n vehicl, munition il ype.

Isolste- Autonomaus

‘Controlenginesring- Autoloader, temparature regulation, barrers and separation
Contrat procedural- malntenance, competent persons raining sfe system of work
=3

Fialrisk =1

Hazard:Crushing/entrapment from traversing Gun (sming)
Controt:

Eiminate- fxed posiion of gun

Reduce/substtute- speed of traverse.

Controtangineering.hatch ntelocks, removable ighs and irens, barirs? Hazard labels
Control procadural- Compatant persons,waining, and maintenance regime.
PP Hard nat

Fiairisk =2

Hazard: movement of gun resuting n incorrec sm iting ndiract people
Controt:

Eiminate- fxed gun noton 3 platform

Recuce/substitute lower fire rat, lower impulse propelant in munition

Isclate- arger safey distance.

‘Cantrolenginesring ocking mechanisms, companent sitabilty agproved design

Contrat procedural- malntenance, competent persons raning sfe system of work,checking gun
after 3 certain amount of frings red fags o ranges.

=3

Fiairisk =5
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