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[bookmark: _Toc214874987]Task 1 – Reflection on DevNet Associate Chapters
[bookmark: _Toc214874988]Introduction
The Cisco DevNet chapters 2,3, and 4 discussed various topics in detail. Some of the topics concerned resources available on Cisco’s website or the Cisco DevNet website [1]. The main topics were focused on the Software development cycle, Version control systems (VCS) and Application Programming Interfaces (APIs) [1]. Each chapter is reflected on below.
[bookmark: _Toc214874989]Chapter 2
Chapter 2 outlines some of the features that DevNet contains to aid developers in developing their own programs that utilise Cisco equipment [1]. It contains different virtual learning environments (VLEs), as well as sandboxes (‘Sandbox’ is an isolated and controlled environment specifically created for testing and learning about new technological concepts/ network configurations) for safe production, development, and testing environments [1] [2]. This ensures that if an issue arises with what has been developed, it will not impact an active organisation.  There is also a community-based code exchange where other developers have written code and open-sourced it, allowing others to utilise it in their own programs or APIs [1] [3]. It is also a central hub for all APIs related to Cisco equipment and tools, with all product developer documentation [1] [4]. If any issues arise, developer support is available by raising a ticket or by speaking with support through live chats and forums [1].
Within VLEs, there are labs that provide a structured tutorial on how to use a particular tool in a pre-configured environment, allowing the user to learn about the topic in a manner applicable to the real world [1]. Once the user has learnt what they need, then they can apply it to their own business/infrastructure set-up by testing it in a sandbox environment, where the code can run in a realistic environment without affecting production systems [1]. By testing on Cisco hardware/environment first, and if successful, it can then be deployed on the production systems. 
If a developer also wants to explore automation, there is a section within the code exchange dedicated to automation and scripts for various solutions and toolkits [1]. Furthermore, there are solutions to aid in the design, development and implementation of Cisco equipment into different industries and geographies [1]. 
 
[bookmark: _Toc214874990]Chapter 3
Chapter 3 focuses on the software development cycle and how software may follow particular patterns. It also mentioned version control systems, code review processes, testing and data formats. Some technical definitions are below [1]: 
Version control systems (VCS) - are software tools that track, log and keep a history of a file/files over time [1]. It serves as both a historical archive and a record of when and by whom changes to a file were made [1]. 
Git – is a popular open-source method of implementing a VCS into a workflow [1].
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[bookmark: _Toc214875071]Figure 1 - SDLC diagram [1]
Chapter 3 initially discussed the software development life cycle (SDLC). What are the stages that software must complete for a comprehensive process of developing a program from the concept through to the maintenance of the program. It consists of six phases, as illustrated in Figure 1 [1]. Due to its broad methodology, there are multiple iterations of the SDLC, such as the Waterfall, Agile Scrum, and Lean methodologies. Each has benefits and drawbacks, but all are based on the SDLC [1]. The waterfall is the most restrictive but also the most comprehensive in terms of documentation. Whereas Agile Scrum focuses on numerous small, independently managed teams that adapt and work in sprints to achieve the same outcome, the emphasis is on minimising wasted effort in planning and execution [1]. 
It also explained some of the benefits of utilising a VCS to manage file history/versions and to detail changes to the files [1]. There are three fundamental methods to VCS: local, centralised, and distributed [1]. Each has its benefits and drawbacks, based on complexity and the number of users working on a file/program [1]. There are also different programs/protocols which allow a VCS to take place. A common implementation is to utilise Git [1]. By utilising VCS, it can aid in the code review process and testing, as every change is documented and able to be viewed easily, so if there is a concern over a way a line of code operates or functions, they can see who added the code and speak to them to resolve the issue [1]. 
It also provided an overview of three different data formats: XML, JSON, and YAML. These are widely used in programming with a focus on the course on how they are used in APIs to transmit data between programs [1].



[bookmark: _Toc214874991]Chapter 4
This chapter’s emphasis is on Application Programming Interfaces (APIs), which aid developers in integrating third-party code/software into their own software [1]. It also explains the differences and benefits of synchronous and asynchronous APIs [1]. Synchronous API’s respond to requests almost instantly, providing the data requested(or other response) immediately; whereas Asynchronous APIs may have a delay in the desired response due to a callback response, where the data/ response desired takes time to process server-side, and so the Server side API will then trigger a callback when the server has the desired outcome ready after the request has been processed [1]. This allows the client to continue its operations and then resume once it has the required data/response [1]. The benefit of this approach is that the software can continue running while it waits for a response; however, the drawback is that the response may take longer to provide the data compared to synchronous APIs [1]. 
It also discussed three architectural types of APIs: Remote Procedure Call (RPC), Simple Object Access Protocol (SOAP) and Representational State Transfer (REST) [1]. They all define and control how the APIs function and interact with each other/Third parties [1]. They all have different rules. For example, SOAP utilises an XML-based protocol commonly paired with HTTP, whereas REST is a comprehensive suite of fundamental principles built on top of HTTP for APIs [1]. These include Client-server, stateless, cache, Uniform interface, layered system and optionally code-on-demand [1]. These together make the REST API type. REST also needs to be able to authenticate users; otherwise, any user would be able to access all features of the API, including the ability to update, delete, change details, and any other features created [1].
It also discussed the importance of rate limits for users and applications to prevent problems for the server/ application from a potential DDoS attack [1]. Along with troubleshooting the API calls, and if a code is provided, how to read and understand it [1]. 

[bookmark: _Toc214874992]Conclusion
In conclusion, the Devnet chapters provided a comprehensive overview of the tools available on the Devnet website, offering a good insight into APIs and the SDLC [1]. However, there could have been more videos explaining the concepts so that more people can access the learning. For auditory learners, there weren’t many videos to aid them.
[bookmark: _Toc214874993]Task 2 - Case Study
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Network programmability refers to the use of software to create, maintain, and aid in troubleshooting a network [1]. This can therefore reduce the time in deploying a network as it can aid in all areas of network deployment and maintenance of it [6]. DevOps is a method which combines both software development and IT operations into one [7]. It does so by automating both software development and IT operations, combining the two teams into one so that they can work closely and collaborate on tasks/projects [7]. 
FinSecure Ltd is a mid-sized financial services firm which also provides online banking services. They currently occupy 10 financial hubs and have a centralised data centre/office. They are currently researching how to improve their internal networking infrastructure and reduce staffing costs. They are keen to explore DevOps and network programmability. FinSecure’s current networking infrastructure is manually configured and monitored, providing limited visibility into the infrastructure's health and lacking alerts for system failures and potential cyber-attack threats. Due to the current process relying on manual configurations, this has had a significant impact on the scalability of FinSecure, as it requires a substantial amount of time to maintain the existing infrastructure and configure new equipment. This is now proving to be an immense challenge as they expand and grow, due to an increase in network failures, misconfigurations, and cyberattacks. This, together, is resulting in long network shutdowns, inconsistent service, and a delay in the required new infrastructure to aid growth and expansion. They are hoping to implement a solution that will enable them to easily configure new servers, switches, and routers, with reduced errors, while also allowing for easy updates to the infrastructure's configuration. Furthermore, they would like to implement some automation to enhance the security of the infrastructure, enabling it to automatically flag suspicious activity and traffic, thereby improving the security and reliability of the company. 


Therefore, FinSecure have commissioned a case study into how they may be able to improve their operations by utilising DevOps and network programmability in their infrastructure. Therefore, the objectives are as follows:
· To explain how network programmability can be utilised to improve network configurations.
· To evaluate how implementing certain DevOps practices can improve the workflow in the company.
· To assess the impact of automation on workflow performance and network downtime.



[bookmark: _Toc214874995]Analysis
If FinSecure start to create Python scripts for repetitive tasks. It would reduce the time required to perform the task and free up the employees for other tasks, as they can monitor the script that is running while performing other tasks [8]. It could also be run on multiple systems simultaneously allowing the same system configurations to take place at the same time [8]. This would dramatically increase the number of devices that could be installed at once, as a script being automatically executed will almost always be quicker than a human fluent in the Command Line (CL) interface [8]. Some of the tasks that could be automated are: initial configuration, for example, to get the device to a configuration that can be SSH into, VLAN setup, large network configurations and certain aspects of network monitoring, such as port monitoring, network up-time, port scanning and many others that can also make use of API’s to inform a responsible person that an events taken place which needs attention [9]. This can all reduce the time taken to configure and/or deploy the equipment. By doing so, it frees up the staff’s time to perform other network maintenance tasks or to further secure the infrastructure. Another versatile and powerful tool is REST APIs and YANG. These can be integrated into a program’s code to enhance the performance and functions. This is because REST APIs can allow the programmer to add functionality/features from another application into their own [10]. One implementation that could be utilised is in alerts for network issues, where if the network detects an issue, it will send a message to the API of, for example, Discord, to notify the staff member that an incident has happened that requires their attention [10]. It could include what the issue is and the data that triggered it. They can also be secured by utilising a feature of REST APIs, so only authorised personnel have access to the data by using authentication such as OAuth2 to provide security built into the process [11] [1]. This allows REST APIs to transmit data securely by utilising JSON, XML, and HTML data formats, as well as SSO, providing more information than would normally be available and on platforms/applications that would not normally be able to provide the information in a secure manner [11] [12]. This can improve staff responsiveness by automatically notifying them of events that require their attention. If set up with parameters that indicate a possible cyber incident, it can aid the team’s quick response, saving both time and potentially money [13]. 
Another aid is Continuous Integration/Continuous Delivery (CI/CD), which enables rapid improvements to be made and delivered continuously (part of DevOps practices). This enables objectives to be achieved more quickly, as each cycle is a rapid and complete iteration of the SDLC [14]. If integrated with version control systems (VCS), it will also allow more staff to be able to work on the development of the software with an integrated and automated version control, so if an issue arises, the software can be rolled back to a more stable version without the issues while it is investigated [15]. One popular and easy system to integrate is Git, as it is an open-source tool [16]. Due to its centralised nature, it allows a large team to pull the software for improvements and easily push a newer version to the central database. This will enable an increase in productivity and workflow, leading to enhanced efficiency [17].
If these tools and practices are implemented, they could reduce the time it takes to deploy and maintain the hardware infrastructure by enabling quicker deployment of new hardware and more effective testing, with a reduction in errors from misconfiguration [18]. This is because it is easier to thoroughly test a single script than the entire network infrastructure. It therefore addresses the challenges presented at the beginning.
This technology offers significant benefits across the broader industry but also comes with its own drawbacks. This is due to the heavy regulation of the finance industry. The primary benefits of methods such as DevOps and SDLC are that they improve efficiency, as repetitive tasks are reduced through the use of scripting and automation [18]. The combination of two major teams also aids in workplace efficiency, as the two teams rely on each other [19]. Furthermore, if VCS is implemented, there would be a reduction in lost productivity resulting from the loss of files, stable versions, and other unfortunate incidents that cause productivity loss [18] [20]. If the wider industry implements relevant changes, it will increase productivity, team cohesiveness, improve the scalability of infrastructure, reduce staffing costs, and enhance the customer experience [18] [1]. However, some major challenges do need to be overcome initially, such as a potential skills/knowledge gap in the new systems is possible which could result in a resistant workforce to the change and an increase in training costs, and if overused, could result in over-automation, resulting in a lack of human oversight, which in its self is detrimental to a business [13] [7] [18]. Some future technology which is currently being developed and/or integrated is the use of AI to increase productivity and reduce errors due to the adaptability of the software and Zero-touch provisioning, where new hardware can be implemented without manual input from IT staff due to its self-configuring from an already defined server which holds the necessary firmware, policies and configurations [21] [22]. However, these may have the same drawbacks as the current methodologies available.
[bookmark: _Toc214874996]Conclusion
FinSecure’s current network has major problems, ranging from hours of downtime to misconfiguration due to manual configurations, scalability issues, and security vulnerabilities. This has become a major concern and issue as they expand into the financial services market. The issues that have been identified can be addressed by implementing modern approaches, such as utilising DevOps practices and APIs, such as VCS and automation. As these can reduce errors in configuration, improve the monitoring and security of infrastructure, and speed up deployment, thereby enhancing the scalability and viability of business expansion. This can reduce the cost of staffing, increase productivity and strengthen the company’s security and infrastructure resilience. 
As newer technology is introduced, FinSecure should commission a viability report on the new technology practices, such as AI-driven automation and zero-touch provisioning, to determine if they are cost-effective in terms of improvements, so they can implement a long-term growth and enhanced security approach.
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