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[bookmark: _Toc226429191][bookmark: _Toc445208995][bookmark: _Toc534651158]Abstract  
The purpose of this report is to briefly define what Malware is. This will be done through the definition of what a virus is. Once defined the report will focus on ransomware with use of the example CryptoWall Trojan. Both malwares will be accessed throughout and categorised into defining a high level impact analysis along with a backup strategy. The findings of the report will be concluded and the references utilised throughout will also be defined. 

[bookmark: _Toc534651159]Introduction
[bookmark: _Toc445208997][bookmark: _Toc445208998]This report will document the following objectives:
· Description of what a Virus 
· Description of what Ransomware is with an example of a CryptoWall Trojan
· The impact that Viruses and Ransomware may have on the company 
· Backup strategy
· Conclusion 


[bookmark: _Toc534651160]Viruses 
A computer virus can be described as a virus which is designed to spread through different hosts and replicate itself to alter the way the computer operates. In many cases the virus will infect its designed files, programs or documents and lay dormant until the infected e.g. program is run. The severity of viruses is that once infected it can infect other computers on the network without the user being aware of the virus. There are many different types of viruses that can infect computers however they all have a similar agenda which causes loss of data, damaging data, causing permanent damage to hard disks and even demanding financial gains [1]. 

There are many warning signs that can alert the user of viruses. Some examples are continual pop ups, emails being sent from your accounts, slow computer performance and programs starting up when the computer is switched on [1]. If the user is provided with the right training these signs can be picked up earlier to minimise the impact a virus may have on the company.

The impact and defence against such viruses are described in sections 5 and 6 of the report. 
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Similar to viruses, ransomware is a malware and is described as the disruption and prevention of access to systems, documents and files in exchange for payment to regain access. [2] Ransomware can target government organisations all the way down to personal computers. Attackers gain entry to desktop systems and work in the background to encrypt and lock specific data. There is a number of ways ransomware can infect computers which range from email and social networking links to compromise websites [3]. 

[bookmark: _GoBack]One of the difficulties with ransomware is many don’t realise they are victims to the crime [3]. The resolution for such an attack can be to pay the ransom which is different for all victims. The problem with paying the ransom demands are costs to the business/individual and there is no guarantee the data will be released or that they will not attack again. Ensuring a backup solution can minimise business disruption and work towards business continuity [4]. 

It is believed that around 40% of all reported malware incidents are caused by ransomware with CryptoWall causing around $325 million dollars [5].

The below section details the CryptoWall Trojan example. 
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CryptoWall is a Trojan horse. This is when the virus is masked to encrypt a wide variety of files and asks the user for money to pay to decrypt their files [6]. They encrypt the files by using an RSA encryption which locks the user out [7]. As described on Symantec the following file types can be infected from the Trojan, this is not an inclusive list [6]: 


	xls
	wpd
	wb2
	txt
	tex
	swf
	sql

	rft
	RAW
	ppt
	pbg
	pem
	pdf
	pdp

	msg
	Mp3
	gif
	doc
	ava
	db
	ps



A CryptoWall does not only demand financial gains to release data but hides within the operating system to add itself to the start-up folder. It can delete shadow copies of your files to make it difficult to restore data and can try and access user passwords [5]. 


[bookmark: _Toc534651163]Impact 
Depending on the extent of the virus and the nature of the business the impact can be severe. Any business affected by a virus if that be through a CryptoWall Trojan will be negatively impacted. The consequences of such attacks can be loss of time and stress to the individual and company. As previously mentioned the demands can be financial and depending on the value and sensitivity of the data they hold, their demands can vary. 

A source from BBC news back in 2008 reiterates the severity of what Trojan viruses can have on not just a company but the wider economy. The source describes how the details of around 500,000 online bank accounts, credit and debit cards were stolen as “one of the most advanced pieces of crime ware ever created” [8]. The article goes on to describe how the RSA believed this attack was one of the most serious attacks to anyone with an internet connection. The impact of this attack was not just the monetary demands but the impact on businesses, employees, consumers and the financial economy. Since this attack there have been many more cases of Trojan viruses. The impact is widespread and varies in severity. 



[bookmark: _Toc534651164]Backup Strategy
There is a number of steps which can be taken for a company and individual to protect themselves against ransomware.

To protect against Trojan attacks the company can invest in an anti-virus scanners and software. Ensuring updates are completed regularly and trusted sources are used. Installing firewalls will also prevent hackers from entering their systems. In house and external training can be given to members of staff with guidelines and policies to follow. Training for avoiding suspicious emails can also aid the defence steps [9]. Frequent and confidential password changes can also be good practice for employees to follow.  Employees can be trained to notice the signs of malware such as suspicious emails, continuous pop ups and only open trustworthy files from emails and using trustworthy internet websites. 

Implementing a backup strategy and following common best practices can reduce the severity of the attack. It can also slow the attacker’s processes down. Cisco has set out some recommendations that can be utilised. These range from implementing security platforms, setting out corporate policies and procedures, backing up data and reviewing third-party tools [10].

Backing up data can be one way of protecting the severity an attack may have. If data isn’t backed up for example in the cloud but is backed up locally on servers or storage devices then these should be offline and not connected directly to the desktop systems that the attacker may be able to reach and infect [11]. 

As identified on Varonis there are six tips which every company and employee can follow to prevent ransomware attacks [5]:
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Source taken from Cisco [12] reinforces the importance of how ransomware policies and procedures can benefit the company:
[image: ]


[bookmark: _Toc534651165]Conclusion
In conclusion having a sound policy in place for the protection against ransomware will ensure the company and its data is protected. However having a soundproof policy in place which is suitable for the company demands will need to be accessed and continually renewed. 

As identified within the Cisco annual cybersecurity report [10], one of the greatest obstacles is budget. The resource, costs and commitment to defending against such attacks can be demanding and ever changing due to technology. As a company the nature of the company needs to be accessed alongside the potential impact, resource and budget restraints. Once these factors are determined steps can be conducted in order for business continuity if such attached were to happen.

It is fundamental that the company and its employees are aware of the risks touched upon within the report. Knowledge and understanding if that be through training of staff, will provide the company a good ground for protecting against attacks in the first instances. 
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Fifty-three percent of attacks result in
damages of $500,000 or more
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