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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
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1. Introduction
The authors intention is to provide a research report on the features of IPv6.  Discussing the development of IPv6, the structure, address types, protocols, functionalities and security features. 

2. Research Report on the Features of IPv6
2.1 What is IPv6?

IPv6 was developed by the Internet Engineering Task Force (IETF) to tackle the advancing shortcoming issues of IPv4 address exhaustion. Compared to IPv4 it has an increased address space and can reform internet capabilities [1]. It has been entirely redesigned while keeping to the standard functionalities of IP addressing. It is the newest revision of the Internet Protocol and the first to be widely deployed. It works on Layer 3, the Network Layer designed for the future Internet ‘version 2’, and all its possible requirements. 


2.2 Headers

IPv6 Headers are more straightforward that IPv4 Headers. IPv6 headers are larger, the header, source and destination addresses are 128 binary numbers [2] and are a minimum length of 40 bytes [3]. IPv6 also have extension headers made up of an integer multiple of 8 octets. These contain additional information used by network devices to direct and process packets [3].

2.3 Structure

An IPv6 address is made of 128 bits divided into eight 16-bits blocks. These blocks are then converted into 4-digit Hexadecimal numbers and then separated by a colon. The address is very long even after the conversion; therefore, 2 rules have been provided to shorten the address. 
Rule 1: Discard all leading Zeroes 
Rule 2: Omit all consecutive zeroes if 2 or more blocks contain them and replace with a double colon sign. Any further blocks of zeroes can be shown as a single zero. [4]

As exampled below -  [4]

Rule 1:

2001:0000:3238:DFE1:63:0000:0000:FEFB

Rule 2: 

2001:0:3238:DFE1:63::FEFB


2.4 Address Types

IPv6 has a vast amount of logical address space with 128 bits compared to 32 bits in IPV4 [1]. There are 3 different types of Unicast Address scheme. Global Unicast Address, Link-Local Address and Unique Local Address. 
As stated in [4] “A host can auto-configure its Interface ID by using IEEE’s Extended Unique Identifier (EUI-64) format. First, a host divides its own MAC address into two 24-bits halves. Then 16-bit Hex value 0xFFFE is sandwiched into those two halves of MAC address, resulting in EUI-64 Interface ID.”

Global Unicast Address
This address is comparable to the public address of IPv4 and are identifiable universally as a unique address system [4]. 
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Link-Local Address
This address is globally unique and intended for communications. It is used on an ethernet LAN and it may appear in the IPv6 packets as a source or destination address. It is not required to be unique outside of the LAN [5]. [image: ]
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Unique Local Address (ULA’s)
Used locally within home environments or organisations, these are not unique and have no formal address registration. They can be configured automatically by hosts which can then communicate with no manual configuration required, known as stateful or stateless configuration [6].
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As quoted on [6] “IPv6 uses 4 times more bits to address a device on the Internet. This much of extra bits can provide approximately 3.4×1038 different combinations of addresses”.
By adding extension headers, IPv6 can be extended. IPv6 extension headers are only limited by the IPv6 datagram packet size, IPv4 only has 40 byte options [6]. IPV6 is not backward compatible with IPv4 [6]. 


2.5 Protocols

The Internet Standards know as Internet Protocol Security (IPSec) provide confidentiality, authentication and data integrity using cryptographic security services. The support for these standards were optional in IPv4 but are mandatory in IPv6 [6]
IPv6 does not have an Address Resolution Protocol (ARP), this has been replaced with a node discovery protocol called Neighbour Discovery Protocol (NDP) [7]. Allowing for easier administration, this protocol enables an IPv6 hosts to generate its own IPv6 address automatically through autoconfiguration, making it less time-consuming. [1]
Internet Control Message Protocol Version 6 (ICMPv6) carry out diagnostic functions and error reporting, they are an integral part of IPv6 and have an extension framework to make future changes possible [7]. 


2.6 Advanced Functionalities

Devices such as mobiles, appliances and vehicles can be interconnected, thanks to the functionalities of IPv6. Network Address Translation (NAT) has been excluded, enabling new services due to the IP Layer being restored in true end-to-end connectivity. Quality of Service (QoS) and VoIP (Voice Over IP) are stronger and peer-to-peer networks become easier to create and maintain [8].  
IPv6 supports multicast which reduces network bandwidth, simultaneously allowing multimedia streams and other large packet flows to be sent to multiple destinations [8].
IPV6 has More efficient packet processing as it contains no IP-level checksum. Therefore, there is no requirement for the checksum to recalculate at every router hop [9].
The routing is more efficient due to the reduction in the size of routing tables. The source device handles the fragmentation instead of the router and there are fewer hops between network nodes [10]

2.7 Security

Internet Protocol Security (IPSec) is a mandatory feature of IPv6, however the use of IPSec is not mandatory. This protocol provides confidentiality, authentication, and data integrity and define the encrypted, de-encrypted and authenticated packets. IPSec can be used to secure traffic, routers, authentication without encryption and tunnelling which sets up circuits to protect network data. [11]
Encryption is also a mandatory feature through cryptography-based security. Two security headers Authentication Header (AH) and Encapsulating Security Payload (ESP) can be used separately or together along with security key exchange. Authentication Header protects against replay attacks, providing data-origin authentication and connectionless integrity. Using an Integrity Check Value (ICV) which calculates the header, payload and IPv6 header it can then authenticate. ESP has all the protection of AH but also encrypts the payload, implementing privacy and confidentiality [12]. 
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Part 2. Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B
	172.16.2.0
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D
	172.16.10.0
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F
	172.16.12.0
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E
	172.16.13.0
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	A
	172.16.13.64
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C
	172.16.13.96
	255.255.255.192
	172.16.13.97
	172.16.13.102
	172.16.13.103

	R1
	172.16.13.104
	255.255.255.252
	172.16.13.105
	172.16.13.106
	172.16.13.106

	R2
	172.16.13.107
	255.255.255.252
	172.16.13.108
	172.16.13.109
	172.16.13.110

	R3
	172.16.13.111
	255.255.255.252
	172.16.13.112
	172.16.13.113
	172.16.13.114
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