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Executive Summary
This report examines AI risk management in HSBC and argues that AI should now be treated as a strategic enterprise-risk issue rather than only a digital innovation agenda. The analysis shows that HSBC is expanding AI across important banking activities, including customer decision-making, transaction monitoring, pricing, internal productivity and digital operations. While this offers clear commercial benefits, it also creates material exposures in model risk, data quality, privacy, explainability, fairness, cyber resilience and third-party dependency. The international environment strengthens this challenge. Macroeconomic uncertainty continues to push banks towards productivity-enhancing technologies, while the regulatory environment is becoming more demanding. In the UK, AI governance remains principles-based and regulator-led; in the EU, the AI Act introduces a clearer and more prescriptive risk-based framework for high-impact uses. For HSBC, the key implication is that governance capability must develop at the same pace as AI deployment if the bank is to protect trust, resilience and long-term value.
The report concludes that HSBC should adopt a group-wide, risk-tiered AI governance model aligned to the EU’s high-risk logic for material banking systems and embedded within enterprise risk management across its UK and EU operations. This recommendation is supported by strategic and governance theory. Resource-Based View suggests that safe and well-governed AI deployment can become a difficult-to-imitate capability in regulated markets, while Stakeholder Theory and Institutional Theory show that long-term success depends on balancing the expectations of regulators, customers, investors, employees and partners in an environment of increasing external pressure. The report therefore proposes stronger board oversight, a central AI inventory, risk-tiered controls for high-impact systems, enhanced third-party oversight, and a customer-trust operating model built around explanation, human review and monitoring. Overall, the central argument is that future competitive advantage for HSBC will depend less on adopting AI fastest and more on scaling it credibly, safely and accountably.
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Introduction 
HSBC’s stated purpose is to “open up a world of opportunity”, and its current strategy is framed around becoming the most trusted bank globally and the preferred international financial partner for its customers and clients. That institutional position matters because HSBC’s competitive strength depends not only on scale and international reach, but also on sustained trust, sound governance and disciplined execution across markets. At the same time, the Group’s recent strategic reporting emphasises simplification, agility and targeted investment in areas that strengthen long-term performance. In this context, artificial intelligence should not be treated as a narrow technical development. It is increasingly connected to how HSBC improves service quality, supports decision-making, manages risk and delivers strategic transformation across its operations. As a result, any weakness in AI governance would not remain a technical matter for long; it would affect customer confidence, operational resilience and the credibility of the bank’s wider strategy . 
The purpose of this report is therefore to evaluate whether HSBC’s approach to AI risk management is strong enough to support its strategic ambition in a rapidly evolving financial-services environment. This report examines AI not only as a source of productivity and innovation, but also as a source of model risk, governance pressure, third-party dependency, conduct risk and financial-stability concern. UK regulators have already reported widespread AI adoption across financial services, while also identifying data quality, privacy, cyber security and bias as key areas of concern. In parallel, the Bank of England has signalled that responsible innovation in AI is now an important part of the resilience agenda for the financial system, and recent parliamentary scrutiny has reinforced the view that governance and oversight must keep pace with deployment. Accordingly, this report assesses HSBC’s AI governance through strategic, regulatory and operational lenses in order to identify how the bank can scale AI in a manner that is credible, resilient and aligned with its corporate purpose . 

Main Findings
2.1 AI risk management as a strategic issue for HSBC
AI is already embedded in core banking decisions, which means failures in AI governance can quickly become failures in business governance. In banking, errors do not remain technical for long: they become mis-priced credit, missed suspicious transactions, unsuitable customer treatment, weak complaints handling or resilience failures. The Bank of England and the Financial Conduct Authority ('FCA') found in their 2024 joint survey that 75 per cent of financial-services firms already use AI and that the most commonly cited risks are data related, including privacy, data quality, cyber security and bias. The significance for HSBC is that the commercial value and the control challenge of AI are rising together, not separately .
HSBC's own disclosures show why AI has become strategically material. The group states that it uses reversion, imitation, sampling, machine learning and judgmental scorecards across customer selection, product pricing, financial-crime transaction monitoring, wealth evaluation and financial reporting. It also reports model-risk committees, data-risk governance and cyber controls intended to support safe digital deployment. At the same time, HSBC has intensified its AI ambition. In 2025 it announced a strategic partnership with Mistral AI to accelerate generative-AI adoption, and in March 2026 it appointed David Rice as its first Chief AI Officer. The group also reports an internal productivity suite based on large language models and more than 26,000 colleagues completing over 122,000 hours of AI-related learning through HSBC's AI Academy. AI is therefore becoming part of HSBC's operating model rather than an isolated innovation project .
The governance implication is that a bank cannot rely on conventional model-risk processes alone. Traditional model governance remains necessary, especially in credit and financial-crime use cases, but generative AI, externally hosted models and AI-enabled customer interaction create additional requirements around explainability, monitoring, hallucination risk, vendor dependence and human oversight.  argue that organisational accountability gaps emerge when technical systems are built faster than institutional review processes, while  show that AI governance fails when organisations treat it as a purely technical issue rather than a socio-technical one involving policy, incentives and oversight. For HSBC, the strategic mistake would be to treat AI as a digital transformation programme with risk added later. Risk architecture must develop at the same speed as placement. 
This matters at board level because the bank's competitive positioning depends on trust as well as efficiency. HSBC's ambition to become 'the world's most trusted bank globally' raises the standard against which its AI choices will be judged. Trust Barometer shows that trust in innovation is conditional rather than automatic, while  find that trust in AI depends heavily on perceived reliability, transparency and institutional context. Customer trust is therefore not a communications outcome layered on top of AI strategy it is one of the main tests of whether the strategy is working. 


2.2 The international economic environment and macroeconomic policy
The macroeconomic environment shapes both the attractiveness of AI investment and the risks of arranging it badly. The International Monetary Fund's January 2026 World Economic Outlook Update projects global growth of 3.3 per cent in 2026 and 3.2 per cent in 2027, while noting that technology investment has helped offset trade-policy headwinds. For global firms, including banks, that creates pressure to continue digital and AI investment even while uncertainty remains elevated. AI is increasingly framed as a means of raising productivity, shortening processing times and managing costs in a lower-growth, higher-volatility environment . 
Monetary policy reinforces that pressure. The Bank of England held Bank Rate at 3.75 per cent in March 2026 and reported inflation at 3.0 per cent, while warning that renewed Middle East tensions had increased uncertainty and pushed up energy prices. The European Central Bank also left rates unchanged in March 2026 but revised inflation expectations upward and growth expectations downward. For a multinational bank these conditions matter because customer risk profiles can change quickly when inflation, rates or energy costs move, while instability makes historical data less stable as a guide to future behaviour. That increases the incentive to deploy AI for pricing, risk monitoring, service efficiency and fraud control, but it also increases the danger of model drift if systems are trained on patterns that no longer hold .
HSBC's own strategic and financial context fits this macro picture. The group reported profit before tax of $29.9 billion in 2025 and a CET1 ratio of 14.9 per cent, while pursuing organisational simplification and greater operating efficiency. Reuters reported in March 2026 that senior management had linked expanded AI use to HSBC's ambition to improve returns over 2026-2028. Resource-Based View logic is useful here. Barney (1991) argues that sustained advantage depends on resources and capabilities that are valuable, rare, difficult to imitate and organisationally embedded. Applied to HSBC, the implication is that competitive advantage will not come from generic AI tools that every bank can buy, it will come from building a governance and deployment capability that allows HSBC to scale AI safely in regulated, data-intensive contexts .
Macroeconomic uncertainty also makes weak governance more expensive. The World Economic Forum's Global Risks Report 2025 highlights misinformation, cyber insecurity and adverse outcomes of AI technologies among the major risks facing organisations. McKinsey's 2025 State of AI survey similarly reports that 47 per cent of organisations using generative AI experienced at least one negative consequence, while more than 80 per cent still reported no tangible enterprise-level EBIT impact. Boards are investing because they fear missing the upside, but realised gains remain uneven and downside incidents are already common. The stronger strategic position is therefore disciplined scale continues to invest, but tie that investment to measurable governance capability and evidence that risk controls are keeping step with deployment .


2.3 Data governance, privacy and cross-border data risk
Data governance is the operational foundation of AI risk management because most material AI failures begin with data problems. In banking, the issue is not only inaccurate data but also incomplete lineage, inappropriate reprocess, weak authorization, poor representativeness and unclear cross-border transfer arrangements. The Bank of England and FCA found that four of the top five AI risks identified by financial-services firms were data related: privacy and protection, data quality, data security and bias. Those risks are amplified in multinational institutions because data often moves across business lines, legal units and powers with different privacy rules and different expectations about explainability and contestability . 
HSBC already discloses significant work on data governance through trusted sources, data flows, data-quality controls, privacy processes and a risk-data aggregation and risk-reporting framework aligned to BCBS239 principles. Those are strong foundations, but AI raises the standard in two ways. First, the bank must show not only that data is governed, but that the data is appropriate for the purpose and decision context of each AI system. Second, it must demonstrate that personal data, model inputs, outputs and derived inferences are controlled consistently across powers. Abraham, Schneider and von Brocke (2019) argue that data governance succeeds when organisations clearly define decision rights, accountability and data-quality expectations across the enterprise. Applied to HSBC, AI data governance should therefore be tied to business ownership, legal accountability and model inventory at group level rather than left inside a technical lack of collaboration .
Cross-border data issues are especially important because the UK and EU remain aligned in broad privacy structure but not identical in institutional development. The UK GDPR still contains important safeguards relating to automated decision-making, and the Information Commissioner's Office ('ICO') continues to emphasise that solely automated decisions with legal or similarly significant effects trigger enhanced rights. The Data (Use and Access) Act 2025 has amended parts of the UK regime, with a first set of provisions already in force and a larger package commencing on 5 February 2026, yet the broad policy direction is not deregulation. For HSBC, that means compliance still depends on disciplined mapping of lawful bases, data minimisation, retention, access control and human review where significant effects are involved .
The privacy challenge is also architectural. Generative-AI tools and vendor-hosted applications can blur the boundaries between prompts, outputs, training data and secondary use. OECD work on AI, data governance and privacy notes that AI and privacy communities have often developed in silos even though AI systems increasingly operate on large-scale personal and commercially sensitive data. In a bank, a document-processing or summarisation tool may create confidentiality and leakage risk even where the underlying dataset was lawfully collected. NIST's AI Risk Management Framework therefore emphasises data provenance, intended use, downstream impacts and ongoing monitoring rather than assuming that compliance at data-collection stage is sufficient for the rest of the lifecycle 


There is also a concentration dimension. The Bank of England and FCA survey found extensive dependence on a small number of cloud, model and data providers, while HSBC identifies third-party risk as a major enterprise concern. Reuters reported in December 2025 that HSBC's Mistral partnership is intended to accelerate generative-AI use across the group. Third-party AI can deliver value faster than internal build, but it complicates governance because critical controls may sit outside the bank's own infrastructure. That heightens the need for model documentation, audit rights, change-notification duties, resilience testing and exit planning. A future-proof data-governance model therefore requires an enterprise AI inventory, traceable lineage, region-specific data controls and third-party oversight that is materially stronger than conventional vendor management .
2.4 Ethical AI, explainability, accountability and customer trust
Ethical AI matters in banking because legal compliance alone does not resolve questions of fairness, transparency and legitimacy. Floridi et al. (2018) argue that trustworthy AI requires principles such as beneficence, non-maleficence, autonomy, justice and explicability, while Jobin, Ienca and Vayena (2019) show that global AI ethics guidelines consistently emphasise transparency, accountability and fairness. Yet principles alone are not enough. Mittelstadt (2019) argues that they often fail because they do not specify the institutional mechanisms through which trade-offs will be governed. For HSBC, this matters directly. A bank can publish responsible-AI principles and still create harm if high-impact systems remain weakly explained, poorly tested or difficult for customers to challenge .
Customer trust is the clearest place where ethical and commercial logic meet. Edelman's 2025 data suggests that trust in innovation depends on whether institutions can show that new technologies are managed in the public interest, while the FCA's Mills Review stresses that AI could improve accessibility and personalisation in retail financial services but could equally worsen exclusion, manipulation, bias and fraud. In retail and commercial banking, trust failures quickly become economic failures because they increase complaints, remediation costs, regulatory scrutiny and attrition. Stakeholder Theory helps explain why. Freeman (1984) argues that firms must create value for and balance the interests of multiple stakeholder groups rather than treat shareholders as the only relevant audience. In HSBC's case those stakeholders include customers, regulators, investors, employees and technology partners. A governance model that is efficient for deployment but unacceptable to customers or supervisors is therefore not strategically sound .
Explainability is central to this problem. Rai (2020) shows that explainable AI should be understood not as a universal technical property but as a context-specific requirement shaped by the decision, the audience and the risk at stake. In banking, the explanation required for a fraud alert, a credit decision or a pricing outcome will differ, but decision-makers still need enough insight to detect unreasonable outputs and support challenge. Binns (2018) and Selbst et al. (2019) add an important caution: fairness is not simply a matter of choosing the right metric. It depends on how social and institutional context is represented in the system. For HSBC, bias testing cannot be reduced to a narrow statistical exercise performed once at launch. High-impact systems need continuous monitoring, clear escalation routes and review by people who understand conduct risk, vulnerability and customer outcome as well as model performance .
The accountability question is equally important. The Institute of Internal Auditors' Three Lines Model remains highly relevant because it clarifies that business ownership, independent risk oversight and internal assurance should not collapse into each other. First-line teams can own AI-enabled products and processes, but they should not validate themselves. Second-line risk and compliance functions should set policy, challenge and approve material controls. Third-line internal audit should test whether the overall governance framework is effective in practice. Raji et al. (2020) call for algorithmic auditing and documentation to close the accountability gap. OECD's 2026 Due Diligence Guidance for Responsible AI makes a similar point by urging organisations to define governance responsibilities and establish ongoing review. HSBC already has mature risk structures, but it still needs AI-specific accountability so that serious decisions cannot be obscured by the claim that 'the model produced the outcome' . 
(Note: For Institute of Internal Auditors source On Saturday, April 25, 2026, between 9:00 AM and 1:00 PM ET, multiple systems including CCMS, portals, and account management will be undergoing planned maintenance.)
Trust is also inseparable from security. The UK's National Cyber Security Centre notes that security is a precondition for resilient, fair and reliable AI, and its work on AI-enabled cyber threats warns that AI will intensify aspects of the threat landscape up to 2027. The Treasury Committee's 2026 report likewise warned about systemic dependency on a small number of external AI and cloud providers. Responsible AI in HSBC must therefore be treated as a joint ethics, conduct, security and resilience agenda rather than a compliance subgroup  .
2.5 Regulatory comparison: United Kingdom and European Union
The UK and EU are moving in the same broad direction on AI risk, but through different regulatory philosophies. The UK government continues to favour a principles-based, regulator-led approach rather than a single horizontal AI statute. Its response to the AI regulation consultation repeated principles including safety, transparency, fairness, accountability and contestability, to be interpreted by existing regulators according to context. For financial services, that means the FCA, Bank of England, ICO and other sectoral bodies remain central. The strength of this model is flexibility; the weakness is uncertainty, because firms must infer how older rules apply to newer AI systems and expectations may remain under-specified until guidance or enforcement develops .
That uncertainty is visible in recent UK debate. The Treasury Committee's January 2026 report argued that the current approach risks serious harm to consumers and the wider system because there is no AI-specific legislation or financial-services regime tailored to the technology. The Committee called for more practical FCA guidance and AI-specific stress testing, while warning that dependence on a concentrated group of external AI providers could create systemic risk. Reuters' coverage of the report highlighted the political pressure on regulators to move from broad statements of principle to more operational supervision. At the same time, the FCA's Mills Review and AI testing initiatives show that the regulator is trying to balance innovation support with consumer protection. For HSBC, the strategic implication is that the UK framework rewards firms that can evidence disciplined self-governance before the supervisory perimeter becomes more explicit .
The EU government is more prescriptive. Regulation (EU) 2024/1689, the AI Act, entered into force on 1 August 2024 and is being phased in over time. General provisions, AI literacy obligations and prohibitions have applied since 2 February 2025, obligations for general purpose AI models and governance arrangements have applied since 2 August 2025, most of the act becomes generally applicable from 2 August 2026, and some requirements for certain high-risk AI systems integrated into regulated products continue to phase in until 2 August 2027. The Act differentiates prohibited, high-risk, limited-risk and minimal-risk uses. High-risk systems face requirements around risk management, documentation, logging, data governance, human oversight, robustness and cyber security. That matters to banking because wealth and credit scoring used to determine access to essential private services can fall within the high-risk logic of the Act .
For HSBC, the most important feature of the EU AI act is not simply that it is stricter, it is that it creates a clearer operating standard for evidence-based governance. The European Commission's AI Pact encourages early adoption of governance strategies, identification of potentially high-risk systems and investment in AI literacy. The European Banking Authority's 2025 report on the Act's implications for banking and payments suggests that, although existing sectoral rules remain important, banks should expect supervisory attention to focus on how AI Act obligations interact with established practical and conduct frameworks. This layered model is demanding, but it also signals the likely direction of travel for any firm operating across Europe .
The contrast between the UK and EU can be analysed through Institutional Theory. DiMaggio and Powell (1983) argue that organisations face forced, normative and representational pressures that make governance structures converge over time. In this case, forced pressure is strongest in the EU because the AI Act is legally binding. Normative pressure arises from professional standards and emerging supervisory expectations in both powers. Representational pressure arises because large firms benchmark against peers and adopt governance structures seen as credible in the market. Bradford's (2020) 'Brussels Effect' strengthens this logic by suggesting that multinational firms often standardise upward where the EU creates a clear market rule. For HSBC, the rational choice is therefore not to build one control model for the UK and a weaker one for the EU. It is to adopt an enterprise baseline close to EU high-risk expectations for material systems and then adapt where local law requires distinction .







Table 1: Comparison of the UK and EU AI governance environments for HSBC
Issue	United Kingdom	European Union	Implication for HSBC
Regulatory model	Principles-based, regulator-led, no single AI statute yet	Binding, risk-based AI Act with staged implementation	Group policy should not rely on UK flexibility alone.
Supervisory posture	Existing regulators apply current rules and are developing guidance	AI Act requirements are becoming directly operational	Evidence and documentation standards should be designed to satisfy EU scrutiny.
Automated decisions	UK GDPR safeguards remain important; DUAA modifies framework but keeps safeguards	AI Act overlays sector rules for high-risk uses; GDPR still relevant	Material customer decisions need documented human review and contestability.
Third-party AI risk	Rising concern from Parliament and regulators	Also relevant through deployer obligations and operational-resilience expectations	Vendor governance should be enterprise-wide, not regional.
Strategic response	Room for proportionality but uncertainty remains	Higher prescriptive baseline for material use cases	Adopt an EU-shaped baseline with local legal overlays.


2.6 Governance architecture and implementation plan
The recommended governance architecture for HSBC combines enterprise-risk discipline with AI-specific controls. At strategic level, the bank should place AI formally within enterprise risk management, using COSO logic to connect governance, strategy, performance, review and information flows. The board should approve an explicit AI risk appetite statement defining which use cases are acceptable, restricted or prohibited, what level of explainability, human oversight and documentation is required by risk tier, and which forms of third-party dependency or data use fall outside tolerance. This is more robust than managing AI through scattered policy documents because it forces trade-offs to be decided where strategy, conduct and risk appetite meet. It also supports Resource-Based View reasoning by treating governance capability itself as a strategic asset that enables the safe scaling of AI across the bank . 
Operationally, the first priority is visibility. HSBC should create a single enterprise AI inventory covering all material models and AI-enabled systems across business lines and legal entities. Each entry should record owner, business purpose, data sources, power, model type, third-party dependencies, customer impact, applicable regulation, validation status and next review date. The inventory should be linked to risk tiering so that systems affecting credit, fraud intervention, anti-money-laundering decisions, onboarding, complaints handling, or vulnerable customers receive enhanced governance. NIST's AI RMF provides a useful lifecycle structure because it requires organisations to map, measure, manage and govern AI risks rather than treat controls as a one-off gateway exercise .
The second priority is control depth. High-impact systems should be subject to independent validation, fairness testing, explainability review, scenario analysis, documentation of intended use, human-oversight design and post-deployment monitoring. Generative-AI systems should additionally be assessed for vision risk, prompt abuse, content leakage and model-change dependence where third parties are involved. The Three Lines Model should be made explicit: first-line teams own design and operational performance, second-line risk, compliance and data-governance functions define standards and approve exceptions, third-line internal audit periodically tests whether the overall framework is effective. This aligns with Raji et al.'s (2020) argument that algorithmic accountability requires documentation and auditability, and with OECD due-diligence guidance calling for governance responsibilities, traceability and remediation processes .
The third priority is customer and regulator confidence. HSBC should build a customer-trust operating model for significant AI use cases. That would include clear disclosure where automated or AI-assisted decisions materially affect customers, meaningful routes to human review, complaint categories that tag AI-related harms, and management information that tracks patterns in disputes, overrides and vulnerable-customer outcomes. The FCA's work suggests that consumer understanding and contestability will become increasingly important as AI-enabled services become more personalised and potentially opaquer. From a Stakeholder Theory perspective, these controls are not merely defensive; they are the mechanisms through which HSBC demonstrates that its AI strategy creates value for customers and regulators as well as shareholders .
A phased implementation plan over twenty-four months is appropriate. In months 1-6, HSBC should establish a Group AI Governance Committee, approve the AI risk appetite, create the enterprise inventory and complete a UK-EU regulatory gap analysis. In months 7-15, the bank should implement risk-tiered control standards, strengthen data lineage and model documentation, deploy enhanced third-party review requirements, and roll out role-specific training focused on first-line accountability. In months 16-24, HSBC should embed AI metrics in board reporting, publish a responsible-AI report, run AI-specific resilience simulations and commission internal-audit assurance across major use cases. Indicative public-market benchmarking suggests that a group of HSBC's scale could credibly expect to spend roughly £63-82 million over two years on programme management, data architecture, validation, audit, legal support, training and control tooling, although exact internal costs would depend on existing system maturity .
To make the plan measurable, each phase should have named owners and KPIs. Foundation metrics should include the percentage of material systems inventoried and the percentage of high-risk use cases assigned accountable business owners. Build-phase metrics should include the proportion of tier-one systems independently validated, the proportion of critical vendors covered by enhanced AI clauses, and the number of systems with documented human-oversight procedures. Lead-phase metrics should include trends in AI-related complaints, the number of material incidents, average time to remediate model issues and the proportion of significant systems covered by internal-audit testing. A credible implementation plan answers who does what, by when, measured how, and at what cost .
Table 2: Twenty-four-month implementation plan for HSBC's AI governance model
Phase and timing	Priority actions	Lead owners	Core KPIs	Indicative cost
Phase 1 - Foundation
Months 1-6	Approve AI risk appetite; establish Group AI Governance Committee; create enterprise AI inventory; complete UK-EU gap analysis	Board Risk Committee; Chief Risk Officer; Chief AI Officer; Chief Data Officer	% material systems inventoried; % high-impact systems with named owner	£18m-£22m
Phase 2 - Build
Months 7-15	Implement risk-tiered standards; strengthen lineage and documentation; enhance vendor clauses; role-specific training	Risk; Compliance; Data Governance; Procurement; Business unit leads	% tier-one systems independently validated; % critical vendors under enhanced review	£30m-£40m
Phase 3 - Lead
Months 16-24	Board dashboards; responsible-AI report; resilience simulations; internal-audit assurance and remediation	Executive Committee; Internal Audit; Operations; Corporate Affairs	AI complaint trend; incident remediation time; % significant systems audit-tested	£15m-£20m





Conclusion 
This report has argued that AI should now be treated by HSBC as a strategic enterprise-risk issue rather than a narrow innovation agenda. The reason is simple the same technologies that can improve productivity, fraud detection, customer service and analytical capacity can also intensify data-governance failures, bias, opacity, cyber exposure, third-party concentration risk and conduct failures. Those threats are not hypothetical. Official UK evidence, OECD analysis, industry surveys and recent parliamentary scrutiny all point to a common message: AI adoption in finance is advancing quickly, but governance maturity is uneven and the downside from weak control can be systemic as well as reputational .
The UK and EU comparison reinforces that conclusion. The UK remains flexible and principles based, which gives firms room to innovate but places more responsibility on them to show that existing rules have been operationalised credibly. The EU, by contrast, is providing a clearer and more prescriptive risk-based regime through the AI Act. For a multinational bank, the rational strategic response is not to exploit the gap between the two systems. It is to build an enterprise-wide governance baseline close to the highest credible standard for material use cases and then apply local legal overlays. That is the most defensible way to protect customer trust, simplify oversight and avoid fragmented compliance . 
Ultimately, HSBC's competitive advantage will not come from adopting AI fastest, because access to generic models and tools is increasingly widespread. The stronger advantage will come from the ability to scale AI in sensitive, regulated contexts without losing trust, control or strategic flexibility. In that sense, governance is not a drag on performance. It is part of the performance model. A bank that can demonstrate disciplined AI deployment, auditable accountability and credible customer protection is more likely to realise the value of AI than a bank that pursues speed without institutional depth .


Recommendations 
The strongest recommendation from this report is that HSBC should adopt a group-wide, risk-tiered AI governance model, aligned to the EU’s high-risk logic for material banking use cases and embedded within existing enterprise risk, compliance and operational resilience structures across its UK and EU operations. This is preferable to fragmented local compliance because the main AI exposures in finance are cross-functional and cross-jurisdictional. They include model risk, data governance weaknesses, explainability problems, cyber risk and dependence on external providers. BIS identifies governance, skills, model risk management, data governance and third-party AI service providers as areas needing particular supervisory attention, while the FSB highlights third-party concentration, cyber risk, model risk, data quality and governance as vulnerabilities that may scale beyond the firm level. ECB analysis similarly warns that AI can increase operational risk and external dependency when critical processes rely on opaque or externally supplied models .
Five linked actions should follow. First, the board should approve a formal AI risk appetite and assign named executive accountability, because effective AI governance requires senior management ownership rather than informal delegation to technical teams . Second, HSBC should create a central AI inventory covering model purpose, materiality, ownership, legal basis, jurisdiction and vendor dependencies. Recent banking guidance stresses that inventory quality is essential for understanding model risk at both individual and aggregate levels. Third, systems used in credit, fraud, AML, underwriting or other high-impact decisions should face enhanced validation, fairness testing, explainability review, ongoing monitoring and effective challenge proportionate to their materiality. Fourth, HSBC should tighten oversight of third-party AI and cloud providers through contract registers, performance monitoring, contingency arrangements and clear termination pathways for critical services . Fifth, it should build a customer-trust operating model for material AI decisions, including clear explanations, documented human review routes and complaint monitoring, because in financial services the justification of decisions to affected individuals is a core governance requirement, not communications extra .
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