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Abstract

Lab 4 from our assignments requires that we write about the features of IPv6.  The report will cover various topics, such as structure, advanced functionalities and security.
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Main chapters

1. Introduction

IPv6 is the replacement of IPv4, and was designed to correct IPv4 short comings for the future of networks.  IPv4 was introduced in the 80’s, at a time when the network was much different to how it is today, with very few organisations connected.[1]

1.1 The short comings of IPv4

IPv4 is made up of 32 bits, 4 groups of 8, which creates around 4.3 billion addresses.  As the amount of devices connected to the network has grown considerably this does not provide enough address space.

Due to the limited amount of addresses in the ranges provided by IPv4, devices require IP management, and are unable to have a unique global address.

IPv4 offers no security within the protocol itself.  Instead relying on external intervention to provided this layer.

IPv4 has limited functionality for data prioritization.[1]


2. IPv6

IPv6 was created by the Internet Engineering Task Force (IETF) after the rapid increase in connected devices during to commercialization in the 90’s.  By 1998 IETF had formalized a draft standard of the protocol and by 14th of July 2017 it was agreed as an internet standard. [2]

2.1 Structure

The structure of the IPv6 addressing was changed to use a hexadecimal numbering system instead of what was used in IPv4, which was 4 groups of numbers in a decimal range between 0 and 255.  IPv6 addresses are groups of 8, four character hexadecimal numbers, which each represent 16 bits for a total of 128 bits.[3]

An example address is shown below

2001:0000:3238:DFE1:0064:0000:0000:FEFB [4]

Or as here shown in the Windows OS under TPC/IP settings

[image: ][5]

Most IPv6 address do not occupying their entire range of numbers, and are therefore padded out with 0’s or contain only 0’s.  To abbreviate this leading zeros can be dropped, and if an entire group contains 0’s it can be represented as either a single 0 or skipped entirely as represented as two :’s.

An example using reference 4 above would mean 2001:0000:3238:DFE1:0064:0000:0000:FEFB could become
2001::3238:DFE1:0064:::FEFB or a combination
2001:0:3238:DFE1:0064:0::FEFB

Both would be valid.[6] 

2.2. Larger address space

Due to the change in structure to 128 bits, the amount of addresses that IPv6 can be used to create increases.  Instead of the 4.3 billion in IPv4, IPv6 is able to make 340 billion billion billion billion addresses, with some reserved for special use.[2]

2.2 Simplified Header

The information in the packet header in IPv6 has been simplified, with data which is used less being moved to optional header extensions.  This simplified approach should benefit the processing of packet forwarding by routers, despite the IPv6 packet header being at least twice the size of IPv4.  However, in real world practice, the implementation hasn’t necessarily given these gains on IPv6 compatible routers because of poor implementation.  IPv6 also does away with checksum and IP fragmentation checks, moving the processes to other areas of the process.[2]

2.4 End-to-end connectivity

Due to the number of available IP addresses, everyone network connected devices will be able to have a unique IP address.  This means it can be directly connected to the internet, if an organisation wishes (use of proxy and firewall technologies may remain).  This means the system of IPv6 can do away with NAT and other translating components.[7] 

2.5 Auto-configuration

IPv6 hosts can configure themselves automatically with an address using Neighbour Discovery Protocol via Internet Control Message Protocol version 6 (ICMPv6) router discovery messages.  This is called stateless address auto configuration.  IPv6 does support stateful configuration via DHCPv6 if stateless is unsuitable, or manual configuration of static addresses on each host.[2]

2.6 IPSec

Initially Internet Protocol Security (IPsec) was developed for IPv6 and was meant to be a mandatory feature of the protocol.  However, its use was re engineered for IPv4 and was widely deployed.  It is now an optional feature of IPv6.[2]

2.7 No Broadcast

IPv6 drops support for broadcasts, instead replacing them with multicast transmissions.  Broadcasts in IPv4 is where a special packet was sent to all host on the attached link using the broadcast address.  The same result is now achieved by sending a multicast transmission (single send to multiple destinations) to multicast group address ff02::1.[2]





2.8 Anycast support

IPv6 supports anycast routing and addressing.  This is where a single destination address has multiple routing paths to two ore more destinations.  Based on multiple factors, for example latency, hops, lower costs routers will select the best, least expensive path.[8]

2.9 Mobility

IPv6 lends itself to mobility, by enabling end user devices, such as mobile phones to retain their single unique IP address where ever in the globe they may connect from.[7]

It is worth noting in the mobile realm, that when IPv6 was initially created mobility wasn’t such a widely used technology.  When stateless/auto configured addresses are used the devices MAC address is used to make its public IPv6 unique identifier.  It is possible to use this to track a device.  Due to the privacy concerns of this, IPv6 developers created “SLAAC privacy extensions” which employs randomized interface identifiers and therefore stopping the leaking of the MAC address.[2]

2.10 Enhanced Priority Support

Improving upon Quality of Service (QoS) in IPv4, which is a group of technologies used to manage data traffic in a network, therefore improving user experience, if supported by the network [9].  Enhanced Priority Support adds traffic class and flow label which are used to achieve the same out come out of the box.[7]  

2.11 Extensibility

IPv6 is further future proofed by having an extendable header.  This affords developers the opportunity to add to the protocol in the future without changing the core structure of the packet.[2]


3. Conclusion

IPv6 brings many benefits to it predecessor, for example a bigger address space.  However, it also raises some questions such as it not being designed to be backward compatible with IPv4 [7] therefore its implementation is not straight forward.  It is also pressing for organisations to take note of the new technology, even if they do not intend to implement it immediately. The reason for this is as we drive towards its use globally new devices can be automatically enabled for its use and therefore pose a risk for the corporate network not prepared to secure against it, this is known as shadow network [2].
Future work

In the future I would like to build upon this lab, by investigating IPv6 readiness activities and what will be required for implementing in an organisation.
References

[1]	“IPv6 - Overview - Tutorialspoint.” [Online]. Available: https://www.tutorialspoint.com/ipv6/ipv6_overview.htm. [Accessed: 02-Dec-2019].
[2]	“IPv6 - Wikipedia.” [Online]. Available: https://en.wikipedia.org/wiki/IPv6. [Accessed: 02-Dec-2019].
[3]	“10 things you should know about IPv6 addressing - TechRepublic.” [Online]. Available: https://www.techrepublic.com/blog/10-things/10-things-you-should-know-about-ipv6-addressing/. [Accessed: 02-Dec-2019].
[4]	“IPv6 - Address Types & Formats - Tutorialspoint.” [Online]. Available: https://www.tutorialspoint.com/ipv6/ipv6_address_types.htm. [Accessed: 02-Dec-2019].
[5]	“IPv6-Windows-2.png (653×619).” [Online]. Available: https://blog.contabo.de/wp-content/uploads/2013/09/IPv6-Windows-2.png. [Accessed: 02-Dec-2019].
[6]	“(No Title).” [Online]. Available: https://docs.oracle.com/cd/E19253-01/816-4554/ipv6-overview-24/index.html. [Accessed: 02-Dec-2019].
[7]	“IPv6 - Features - Tutorialspoint.” [Online]. Available: https://www.tutorialspoint.com/ipv6/ipv6_features.htm. [Accessed: 02-Dec-2019].
[8]	“Anycast - Wikipedia.” [Online]. Available: https://en.wikipedia.org/wiki/Anycast. [Accessed: 02-Dec-2019].
[9]	“What is QoS (quality of service) ? - Definition from WhatIs.com.” [Online]. Available: https://searchunifiedcommunications.techtarget.com/definition/QoS-Quality-of-Service. [Accessed: 02-Dec-2019].

image1.png
Internet Protocol Version 6 (TCP/IPv6) Proper!

o |

Vou can get IPv6 settings assigned autamaticaly F your network supports this capabilty.
Otherwise, you need ta ask your netwark adninstrator For the apprapriate TPV settings.

 Obtain an IPv6 address automaticaly

[~ Use the follwing IPv6 addess:
1Py address:

Subnet prefixlength

Default gateway:

2a02iC2000: 1021089371

1z

Fes0ri1

Preferred DI server:

Alkernate DI server:

€ Obtain D3 server address autamaticall

[ Use the follawing DNS server addresses;

2a0zic2000i 10512311
2a012:c200:0:10::5001:1]

I~ validate settings upon ext

Advanced

=





