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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 

[image: ]























Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B
	172.16.2.0
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D
	172.16.10.0
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F
	172.16.12.0
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E
	172.16.13.0
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	A
	172.16.13.64
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C
	172.16.13.96
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	  R1 to R2
	172.16.13.104
	255.255.255.248
	172.16.13.105
	172.16.13.106
	172.16.13.107

	  R3 to R2
	172.16.13.108
	255.255.255.248
	172.16.13.109
	172.16.13.110
	172.16.13.111

	
	
	
	
	
	



Features of IPv6

IPv6 was designed by IETF (Internet Engineering Task Force) and implemented in 1996. It reached 10% implementation 20 years later, but with increasing pressure for improved security and more addresses we can expect to see it more frequently, especially in new networks.

Addressing

Possibly the only thing most people know about the difference is that there will be more addresses available. How many more is probably beyond their comprehension:
· IPv4 is 32 bits long and can provide just over 4 billion addresses globally. 
· IPv6 is 128 bits long, providing over 300 trillion trillion trillion addresses globally (these figures include the military/reserved classes)

A down side is the size of the number – it isn’t memorable. Most IT professionals can remember an IPv4 IP address, and can identify backbone equipment from just the address. IPv6 will make that difficult:

IPv4 address	163.122.16.55 contains 4 octets (4 x 8 bit fields)
		network part  host part

IPv6 address	2007:0gb8:3c4r:0a58:0000:0000:1a3g:8f7h contains 8 x 16bit groups
		   site prefix	 subnet ID 	  interface ID
Site prefix (48 bits) represents the public topology.
[bookmark: _GoBack]Subnet ID (16 bits) is the site/private topology.
Interface ID (64 bits) also known as a token. Can be configured manually or automatically using the MAC address.
The first 4 sections are the network component, and the last 4 sections are the endpoint address (the device).

This address can be abbreviated in several places:
Contiguous fields of zeros can be represented with two colons (0000:0000 becomes ::)
Non-contiguous fields of zeros can be represented with a single zero (0000 becomes 0)
Lead zeros can be omitted (0gb8 becomes gb8)
The address above then becomes 2007:gb8:3c4r:a58::1a3g:8f7h

IPv6 supports three address types:
· Unicast – a single interface. One to one communication such as interacting with a website, FTPing a file etc. 
· Multicast – a group of interfaces. When data is sent to a multicast address all members of that group will receive it at the same time, such as streaming video or sending a software update to a group of devices.
· Anycast – a group of interfaces. Data sent will go to/from the interface that is closest to the sender. Multiple sites with a domain controller each would transmit from the DC closest to the interface (usually the same site).


IPv6 and the Internet of Things

The damage that can be done by someone hacking into banks or personnel records is immediately obvious, but how vulnerable are we if we keep adopting smart devices at the rate we have so far? What damage could a hacker do if they were able to access or control:
· Smart Homes – heating, lighting, entertainment etc.
· Wearables – fitness trackers (personal data).
· Healthcare – heart, foetal, diabetes monitors. Remote medics available on video.
· Warehousing – climate control, robot control, stock monitoring.
· Smart cities – traffic lights, trams, energy supply, security.
· Driverless cars.

It is estimated that there could be over 20 billion devices accessing the internet by 2020. Given that IPv4 only has 4 billon addresses to offer there is a clear need to have IPv6 just for the additional addresses. But it offers much more, and importantly for the IoT it offers improved security.


Security
‘One of the weaknesses of the original Internet Protocol (IP) is that it lacks any sort of general-purpose mechanism for ensuring the authenticity and privacy of data as it is passed over the internetwork. Since IP datagrams must usually be routed between two devices over unknown networks, any information in them is subject to being intercepted and even possibly changed. With the increased use of the Internet for critical applications, security enhancements were needed for IP. To this end, a set of protocols called IP Security or IPsec was developed.’
Reference 1

IPsec (IP Security) is an integral part of IPv6 security. It’s use is not mandatory, but the facility for an interface to support it is. 

‘IPsec is designed to provide interoperable, high quality, cryptographically-based security for IPv4 and IPv6.  The set of security services offered includes access control, connectionless integrity, data origin authentication, detection and rejection of replays….., confidentiality….., and limited traffic flow confidentiality.  These services are provided at the IP layer, offering protection in a standard fashion for all protocols that may be carried over IP (including IP itself).’
Reference 2

IPsec has three main protocols:
· ESP (Encapsulating Security Payload) – provides confidentiality, integrity, authentication.
· AH (Authentication Header) – a digital signature providing authentication.
· IKE (Internet Key Exchange) – a protocol that implements key exchanges. This is an optional to use part of IPsec.

It was backward applied to IPv4 as IPv4 was already well developed before IPsec was designed. Although in theory available in IPv4 it is with much reduced functionality compared to IPv6.


Improved Functionalities

Smaller routing tables make packet movement more efficient. The end device will handle fragmentation rather than the router.

Secure Neighbor Discovery (SEND) protocol can confirm that a host is actually who it claims to be at the point of making the connection, using a cryptographic confirmation with a public and private key exchange.

More efficient packet processing as checksum has been removed at the router negotiation point, instead being included in several of the transport layers.

The multicast facility will reduce bandwidth use in environments where there are frequent mass communications such as software updates.

The improved security will make it easier to implement and manage VoiP and peer-to-peer networks.

Will eliminate the use of NAT (Network Address Translation) which has long represented a security risk.

Able to run end-to-end encryption.

Devices are able to generate their own unique IP address based on their MAC address, using the Extended Unique Identifier (EUI).


The Disadvantages

Because IPv6 is so different from IPv4, changing is going to take years. The two are not compatible as the datagram format and addressing are too different, so there needs to be ways for the two to co-exist and communicate while changes happen. Some places may never upgrade so there also needs to be long term solutions. None of these are simple or without their problems, but options are available:
· Dual stack – the network runs both at the same time.
· Tunnel – encapsulating the IPv6 packets inside IPv4 packets.
· NATting – using Network Address Translation with Protocol Translation to translate one packet format into the other.

The initial implementation of IPv6 can be extremely complex, especially if you are moving from IPv4.


References

Reference 1
Kozierok, C. M. (2005). Ip security (ipsec) protocols. In TCP/IP Guide: A Comprehensive, Illustrated Internet Protocols Reference (pp. 449–473).

Reference 2
Security Architecture for IP
December 2005, RFC 4301, The Internet Society

Although no direct quotes are used, a lot of addressing information is from:
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Interesting Further Reading

The documents and memos from the IETF are published and available to read online or download. Whilst some are requests for discussion or proposals it is interesting to see the progression of the project:
IPv6 Node Requirements (Best Current Practice)
https://tools.ietf.org/html/rfc8504
Security Architecture for the Internet Protocol (Proposed Standard)
https://tools.ietf.org/html/rfc4301
Internet Protocol, Version 6 (IPv6) Specification (Standards Track)
https://www.ietf.org/rfc/rfc2460.txt

Understanding IPv6 EUI-64 Bit Address
https://community.cisco.com/t5/networking-documents/understanding-ipv6-eui-64-bit-address/ta-p/3116953
Almeida, L., Carvalho, P., Jacome, C., Monteiro, M., & Cabral, M. (2019). An In-Depth Analysis of the Last Twenty Years about IPv6 Security. In Proceedings - 2018 10th IEEE Latin-American Conference on Communications, LATINCOM 2018. Institute of Electrical and Electronics Engineers Inc. 
https://doi.org/10.1109/LATINCOM.2018.8613223

Žagar, D., & Grgić, K. (2006). IPv6 security threats and possible solutions. In 2006 World Automation Congress, WAC’06. IEEE Computer Society. 
https://doi.org/10.1109/WAC.2006.375753
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