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Abstract- Abstract Body Text
Task 1: Research: Security Technologies

I. Introduction
The research section of this assignment will explore the technologies used to protect our devices and will cover applications that can be installed on devices for added security such as firewalls, access controls and virtual private networks or VPN’s. 

II. Firewalls
1) What is a Firewall

A firewall is a tool to protect your system from malicious activity from the internet. They act almost like a bouncer allowing ‘safe’ data through and preventing ‘dangerous’ data from penetrating your system. The majority of modern devises come with a firewall pre-installed with exception of most mobile phones which do not come with a firewall installed out of the box. Many businesses now set up hardware firewalls as well as the one already built into the device. [1]

2) Types of Firewalls
There are four major types of firewalls, proxy-based firewalls, stateful firewall, web application firewalls and next generation firewalls. 
A proxy-based firewall acts as a gateway between the user who has requested the data and the data source. These work by the host connecting to the proxy and then the proxy connecting to the data source providing a buffer between the hosts device and the data source allowing the proxy to intercept and unwanted or malicious data. The proxy can also filter data, enforce policies and mask the hosts device location. The big upside to these firewalls is that only a very limited amount of data can be retrieved about the host device because it is never directly connected to the data source. The major downside to a proxy-based firewall is that there are so many connections being made that it can severely degrade performance. [2]
Stateful firewalls are similar to proxy-based firewalls in that they create connections between the host and the data source however stateful firewalls make a huge performance improvement by storing already checked and safe data through without being checked again allowing for far quicker access to already accessed data and preventing the need for as many checks. It will even allow different data from the same source through without the need for additional checks as long as the source is logged as ‘safe’. [2]
 Web application firewalls are placed between servers that support web applications and the internet itself the firewall then protects the application from specific HTML attacks such as cross-site scripting, SQL injection and more. They can be hardware, cloud-based or written into applications in order to determine if the user trying to access the data should be allowed to. [2]
Next generation firewalls incorporate rules for what individual application and users can do and access and incorporate data from other technologies to make more informed decisions as to what traffic is allowed and what traffic is not. In some examples of next generation firewalls they can perform URL filtering, can terminate secure sockets layer (SSL) and transport layer security (TLS) connections and support software-defined wide area networking to improve the efficiency of how decisions about connectivity are enforced. [2]
3) Future of firewalls  
Firewalls are no longer enough on their own to protect our devices the next generation firewalls now include an array of additional features such as intrusion prevention systems, deep packet inspection, SSL/TLS termination and sandboxing which allows them to protect your device with far greater efficiency than before allowing for a safer environment in which to use your device. [2]

III. Access Controls
1) What is Access Control

Access control is a technique used in computer system security that governs what data users can view and access and what privileges a user has on a network. There are two types of access control: physical and logical. The physical control is based on campuses, building, rooms etc meaning that access to physical IT assets can be restricted based on where they are located in the real world. Logical access control restricts access to networks, files and data based on the users’ privileges or position in an institution’s hierarchy. [3] 

2) How Access Control Works
Access control works by having user accounts with differing access privileges to allow access to specific areas of a network. Each user is assigned a username and password and they are given privileges in order to complete the tasks they are required to do. For example, the CEO may have full access to all files etc whereas a receptionist would not need access to the same level of information to effectively complete their duties. [3] 
3) Types of Access Control

There are five main types of access control, mandatory access control, discretional access control, role-based access control, rule-based access control and attribute-based access control. 

Mandatory access control is a security model which access rights are controlled and regulated by a central authority with multiple levels of security. It is often used by the military and governments to control access to their data between their employees by granting or denying access to resources on a system. [3] 

Discretionary access control allows the owners or administrators of the system set policies defining who or what is able to access a particular resource. Discretion access however does not have central control and hence is not so effective for larger organisations. [3]

Role-based access control is a widely used access control mechanism that restricts access to resources based on the user’s business functions rather than being individual to each user is assigned a level of access based on a role in the organisation. Role-based access control relies on the set up of complex role assignments, role authorisations and role permissions that are developed and regulated by a role engineer. [3]

Rule-based access control is a rule set defined by the system administrator to govern access to resources. These rules can be based on things like the time of day or location. Rule-based access control is often used along side role-based access control to enforce access policies and procedures. [3]

Attribute-based access control uses the attributes of users, systems, and environmental conditions to manage access rights within a system. [3] 


IV. Virtual Private Network (VPN)
1) What is a VPN
A VPN is an encrypted connection via the internet from a device to a network this encrypted connection helps ensure that sensitive data is transmitted safely and prevents unauthorised users from eavesdropping on data traffic. [4]

2) How VPN’s Work
A VPN hides the IP address of your device by rerouting the traffic through a remote server run by the VPN host. The VPN server hence becomes the source of your data meaning that your internet service provider or any other third party cannot see which websites you visit or what data is sent and received from and by the device. A VPN will scramble your data so that even if a third party were to get hold of your data it would be unreadable to them. [5] 
3) Functionalities of VPN’s
VPNs provide a wide array of benefits that can help keep data more secure online.  Secure encryption provides an encryption key in order to read the data being sent back and forth through a device. Hides your location making it far more difficult to be subject to an attack in addition most VPN’s do not keep a log of your activities making it almost impossible for an attacker to track and predict online activity. For secure data transfer a VPN is almost essential as it creates an encrypted connection between your device and the data source allowing for secure remote access of data securely. Encryption of your IP address prevents your internet service provider and any third party from seeing your devices activities. Kill switch allows a VPN to stop any prescheduled programs from executing if the connection is cut to prevent any unsecure data transfers. [5]
 
Task 2: Case Scenario

I. Compliance
There are many laws and ethics that apply to this company. Storing data on people’s behalf incurs many boundaries to leap and many guarantees that need be put in place for the customer to have a seamless experience. Customers will have ethical expectations from the company such as that they would not like their data shared or sold to other companies, they would like their data to be secure and safe from attacks and also to have little to no server down time to constantly have access to their data.
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