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[bookmark: _Toc102047943]Task 1 – Managing and Maintaining Network Resources Using Network Policy and Security Practices

[bookmark: _Toc102047944]1.1 - NTFS
The first task involved understanding NTFS and share permissions. New Technology File System (NTFS) is a process for storing and organising files utilising the Windows NT operating system. NTFS provides access control using permissions such as read, write, read & execute, modify and full control that can be set for objects, containers, and files and folders within a domain. 
NTFS permissions take effect at local OS level, so they are bound to the local operating system and its user. First the author created different sets of permissions for two different users, one allowed for administrator privileges (NWT-SP) and other was granted read only access (User One). 
The author logged onto Client 1 as the admin user. Went to C: Drive and created a folder named Share_Files_NOSS.
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Withing the Share_Files_NOSS folder, a test document was created and called Important_files.
[image: Graphical user interface, application
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To set local NTFS permissions, the access permissions needed to be set on the folder and the file. The author had to remove the permissions that were inherited by default from the windows file system. This involved going into Folder Properties > Security Tab > Advanced Settings > and selecting the option Disable Inheritance.
[image: Graphical user interface, text, application
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Once the inheritance was removed, the admin account that the author was logged in as was added into Permissions entries and given access permission of Full Control, thus providing the admin account full access to the folder and file. 
[image: Graphical user interface, application
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Because the test file is within the folder, this inherited the permissions set at the folder level.
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The non-admin user (User One) was added as an object type for the folder.
[image: Graphical user interface, application, Word
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User One permissions were then set as Read and List folder contents.
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The permissions set for each user shows within Advanced Settings on security tab of the folder properties. 
[image: Graphical user interface, application, Word

Description automatically generated]

To confirm that the set permissions were working as expected, the author logged in as User One with their limited permissions, opened the test file and entered text. 
[image: Graphical user interface, application, Word
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The author then attempted to save the changes made to the document. The set permissions were confirmed as the User One account was unable to save any modifications to the file. 
[image: Graphical user interface, application, Word
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The author then confirmed that the User One account could not delete the file without authorisation from a user who has the granted permissions.
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The Full Control permissions assigned to the NWT-SP admin account were then confirmed. The account was able to access, modify, and save the changes to the file.
[image: Graphical user interface, text, application
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[bookmark: _Toc102047945]1.2 - Share Permissions
Creating share permissions enables control over resource access within a network environment. Share permissions need to be managed alongside NTFS permissions, if there are conflicting rules amongst the two then the most restrictive rules will be prioritised.
As shares are typically stored on servers, a file server role was the most appropriate.
A new share was created in Server Manager. When creating the new share, the quick setup option was selected.
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The server was then selected. 
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The share name was set to Share_Files_NOSS$. The local and remote paths were noted down. 
[image: Graphical user interface, application
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Next the Enable access-base enumeration and Allow caching of share options were selected in the Configure share settings window to ensure the share only displays folders or files that a user has rights to access and that users can still see these folders or files while they are offline. 
[image: Graphical user interface, text, application
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Within the Specify permissions to control access window, an admin member (Administrator/edited to admin later) was added with Full control permissions. 
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Two non-admin users (User One and User Two) were also added but only with the Read & execute, List folder contents, and Read privileges. 
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The configuration setup was then confirmed and created. 
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[bookmark: _Toc102047946]1.3 – Accessing the File Share/Server Over the Network

The file share was to be accessed via a Mapped Drive method.
The author logged into Client 1 and searched This PC, right clicked and selected map network drive which produced the Map Network Drive window. 
[image: Graphical user interface, application
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The default drive letter was kept and the folder pathway \\DC1-NWT\Share_Files_NOSS$ was entered. 
[image: A screenshot of a computer
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This file share is now shown mapped to the Z: drive within My PC:
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[bookmark: _Toc102047947]2.0 - Group Policy
Group policy provides system administrators the ability to manages domain joined computers and user accounts within an active directory.  In this task the author set up five group policy objects (GPO’s). 

[bookmark: _Toc102047948]GPO 1: Moderating Access to the Control Panel 
Users within an Organisational Unit (OU) follow the policies set within that OU.  The author first created an OU and called it Non-Admin Users.[image: Graphical user interface
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A new user (User Three) was then created within the OU.
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The Group Policy Management console was opened, and the domain was expanded to locate the Non-Admin OU. Within the Non-Admin Users OU, a new Group Policy object was created and named NoCtrlPanAccess. 
[image: Graphical user interface, text, application
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The NoCtrlPanAccess was edited to open the Group Policy Object Editor where the Control Panel policy was located. The policy Prohibit access to Control Panel and PC Settings was selected and the policy was enabled
[image: Graphical user interface, application
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The command Prompt was then used to enforce the group policy using the gpupdate /force command. 
[image: A computer screen capture
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To test the policy has been correctly enforced, the author attempted to access the control panel as the non-admin user. As the user is part of the Non-Admin Users OU, the policy was enforced on their account to prohibit access. 
[image: Graphical user interface
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Confirmation that the policy was not applied to the admin user was also carried out as they are not within the Non-Admin Users OU, thus should not inherit the policy and be prohibited in accessing the Control Panel. 
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[bookmark: _Toc102047949]GPO2: Remove Access to the Command Prompt
A new Group Policy was created within the Non-Admin OU and named NoCmdPrmptAccess. 
[image: Graphical user interface, text, application
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The NoCmdPrmptAccess was edited to open the Group Policy Object Editor where the System policy was located. The policy Prevent Access to the Command Prompt was selected and the policy was enabled
[image: Graphical user interface, text, application
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The command Prompt was then used to enforce the group policy using the gpupdate /force command. 
[image: A screenshot of a computer
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It was then confirmed that the command prompt could not be accessed by non-admin user.
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The policy was then confirmed to not have been applied to an admin user as no admin account was setup in the OU to inherit the policy.
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[bookmark: _Toc102047950]GPO3: Restricting Access to Removable Media Drives
A new group policy object was created within the Non-Admin Users OU and named NoRemDriveAccess.
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The NoRemDriveAccess was edited to open the Group Policy Object Editor where the Removable Access Storage policy was located. The policy All removable storage classes: Deny all accesses policy was selected and enabled.  
[image: A screenshot of a computer
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[bookmark: _Toc102047951]GPO4: Restricting Software Installs

 An additional adapter (NAT) was added to Client 1 to utilise the host machine’s internet access needed for testing this group policy. 
[image: Graphical user interface, application
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Once the adapter was added, internet connection on Client 1 was confirmed.
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A new Organisational Unit called NWClient Computers was created on Server 1. 
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The computer object was then moved within the new OU. 
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Within the NWClient Computers OU, A new Group Policy Object was created called NounauthSoftInstallS.
[image: Graphical user interface, text, application
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The NounauthSoftInstallS was edited to open the Group Policy Object Editor where Windows Installer policy was located. The policy Prohibit User Install was selected and enabled.  
[image: Graphical user interface, text, application
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The command Prompt was then used to enforce the group policy using the gpupdate /force command. 
[image: A screenshot of a computer
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The policy was then tested, and it was confirmed that software installs could not be completed by a non-admin user. 
[image: A screenshot of a computer
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[bookmark: _Toc102047952]GPO 5 – Enforcing Password Policy in the ‘nosstask.msft’ domain

The password policy was located, and the policy configuration was updated to meet the password policy requirements defined within the assignment specification as pictured below. 
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The command Prompt was then used to enforce the group policy using the gpupdate /force command. 
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A new user was created to test password policy was enforced as expected to which it denied any password that did not meet the specified criteria. [image: Graphical user interface, application
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[bookmark: _Toc102047953]Task 2 - Routing and Packet Filtering within core TCP/IP Services and Critical Failover/Redundancy Practices

As a prerequisite to the routing task, directions to add default gateway IP addresses on both clients were implemented to allow packets to arrive at their intended destination. If no default gateway was set, then the packets would not go anywhere.
[image: Graphical user interface, application, Word
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[bookmark: _Toc102047954]1 - Utilize ARP and Routing Tables
The current setup consists of two local area networks that are isolated from one another as there are no routing capabilities setup within each of the private networks. Even though both servers can connect via the public network connection, it is not possible for the clients to currently ping each other on their respective networks. 
The author viewed the current ARP table using the command ARP -A in the command prompt and verified the networks the host is connected to using the command route print.  
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[bookmark: _Toc102047955]2 – Deploy Core Services

File Transfer Protocol (FTP) is used to transfer files between computers on a network. To do this, an FTP service needed to be setup on Server 2 via the server manager.
[image: Graphical user interface, application
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A new FTP user (ftpuser22) was created. 
[image: A screenshot of a computer
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An FTP Site named MYFTPSITE was added.
[image: A screenshot of a computer

Description automatically generated]

The port number 21 was noted. 
[image: A screenshot of a computer
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Basic authentication was chosen.
[image: A screenshot of a computer
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A setup welcome banner to confirm connecting to the right server was established. 
[image: A screenshot of a computer
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In the file system, C:\Inetpub, the ftproot file was located and the FTP user account ftpuser22 was granted permissions. The FTP service was then running on Server 2.
[image: Graphical user interface, text, application
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On Server 2, a folder was created within ftproot file called MyFTPuploads.
[image: Graphical user interface, text, application
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On Client 2, a folder was created name FTPFiles. Within the folder a text document called myfile2upload was created. 
[image: Graphical user interface, application
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Within the command prompt on Client 2, the author connected to the FTP service and logged in under the ftpuser22 account. The myfile2upload file was then uploaded from the client to the server.   
[image: Graphical user interface, application

Description automatically generated]

[image: Graphical user interface, application

Description automatically generated]
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The author then confirmed the file was copied across to the server.
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[bookmark: _Toc102047956]3 - Installing and Configuring the Routing and Remote Access Service

As previously mentioned, the current network design needed expanding to allow the LANs to communicate with each other using Routers and Routing Protocols.
First a Routing Service was setup using server manager. In the server roles window, Remote Access was checked.
[image: Graphical user interface, application
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Routing and DirectAccess and VPN (RAS) role services were selected in the Select role services window.
[image: Graphical user interface, application
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Once installed, the Getting Started Wizard was run, and Deploy VPN only was selected in the Configure Remote Access window. 
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Custom configuration was then selected, and LAN Routing was chosen, the service was then started.
[image: Graphical user interface, text, application
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Routing protocols then needed to be enabled on each interface within our network, this allowed for one network to learn about the other.
Within the Routing and Remote Access window, the server and IPv4 protocol was selected to create a new routing protocol. RIP V2 was added as a protocol n IPv4. 
[image: Graphical user interface, application
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The routing protocols were then added to the interfaces that the server uses to connect to both the PublicNet and PrivateNet network.  
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The process of adding this new routing protocol was then duplicated on the other server.
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Once this was completed a check needed to be done to confirm WAN connectivity. The first test involved pinging Server 2 from Server 1 on the PublicNet network. 
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The second test involved pinging Server 1 from Server 2 via the PublicNet network. 
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The next check involved pinging Client 1 from Server 2 via the PrivateNet network. This was routed through from Server 1. 
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The next check involved pinging Server 1 from Client 2 via the PrivateNet network. 
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The final check involved pinging Server 2 from Client 1. 
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[bookmark: _Toc102047957]4 - IP Packet Filtering
IP Packet filtering is a basic configuration service from Microsoft that restricts packet flows. In this task the author setup three filters to govern access to services and protocols as defined in each filter scenario.   
[bookmark: _Toc102047958]Filter 1 - Stopping anyone in PrivateNet1 from pinging the router firewall service
To create the rule enabling packet filtering. The Routing and Remote Access window was opened. The server and IPv4 was expanded. The interfaces were then located on the protocol.
[image: Graphical user interface, application
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In the PrivateNet1 Properties, an inbound filter was added. The destination network IP address was set as the PrivateNet1 interface on Server 1 and the protocol type was set as ICMP.
[image: Graphical user interface, application
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The inbound filter rule was then set to Receive all packets except the one just created, resulting in only PrivateNet 1 packets being filtered out and not being able to ping the router service. 
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Description automatically generated]

To confirm this, the author logged onto Client 1 and attempted ping Server 1.
[image: A screenshot of a computer

Description automatically generated]




Additional confirmation was shown as author was able to ping other networks such as Server 2 on the PublicNet interface.
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[bookmark: _Toc102047959]Filter 2 – Restrict Access to FTP Service running on Server 2 to only hosts in PrivateNet 2
To create the rule enabling packet filtering. The Routing and Remote Access window was opened. The server and IPv4 was expanded. The interfaces were then located on the protocol.
In the PublicNet properties, two outbound filters were added. The filters were added to state that anyone trying to access the IP addresses into the destination network (PrivateNet2 and PublicNet on Server 2) using the TCP protocol and attempting to get to destination port 21 will be filtered. [image: Graphical user interface, application
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To test the filter, the author attempted connecting to the FTP service. 
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Pinging the service still worked as it did not meet the established filter rule.
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[bookmark: _Toc102047960]Filter 3 - Only Allow Specific Hosts in PrivateNet1 to Access the FTPService Running on Server 2
This filter was only going to allow Client 1 to access the FTP service on Server 2.
An inbound filter was created on PrivateNet1 to get as close to the problem as possible. Adding the Source Network allows 192.168.1.2 (PrivateNet1 on Client 1) through to access 192.168.10.201 (PublicNet on Server 2) via port 21 using the TCP protocol.[image: Graphical user interface, application
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Another inbound filter was added to allow the same from 192.168.1.2 (PrivateNet1 on Client 1) but this time to access the 192.168.11.1 (PrivateNet2 on Sever 2) interface via port 21 on a TCP protocol. 
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The rule Drop all packets except those that meet the criteria below was selected for the filters so that only those two rules can access the FTP Service.
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The author confirmed the ability to connect to the FTP server from Client 1.
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The author then displayed that the packets were being dropped/filtered by trying to ping PrivateNet2 on Server 2 from Client 1, as only FTP was allowed so the ping could not be successful.
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[bookmark: _Toc102047961]Task 3 – Observational Tasks
 
[bookmark: _Toc102047962]Sound Password Principles
Within any network environment, passwords are a crucial gateway to keeping digital assets secured and out of reach from unwanted users.  Common password cracking techniques used to infiltrate a network include but are not limited to the following [1]:
1. Brute Force Attack – This technique can range from simply guessing a user’s password to using more sophisticated systematic combinations of alphabetical, numeric, and special characters, to crack the password. A common brute force attack is a dictionary attack. This involves passing a list of commonly used password and phrases through an automated process until something matches. This methos takes advantage of the fact that many people use memorable phrases as passwords, which are frequently made up of full words [2]. There are many different forms of brute force attacks. 
1. Phishing Attack – This technique involves attackers mimicking a legitimate email or website and convincing users to enter personal data including passwords or installing a malicious file [1]. 
1. Network Analysers – This technique involves hackers using tools to intercept network data packets to lift plain text passwords that are stored within the packet. A network analyser attack requires physical access to a network switch and is highly effective. Commonly a network analyser attack is followed by a brute force attack [1]. 

There are many principles that can help users make their passwords more secure to become less susceptible to cyber security attacks. Organisations should, and commonly do, enforce password policies to ensure users are creating secure passwords and maintaining good password management. The following provides examples of principles that could be enforced by users to keep their digital data secure: 
1. Unique Passwords – Passwords should be different for every system account a user has, if a user’s password is duplicated and used amongst different systems, when the user password is exposed on one system then the hacker will gain further exposure to the user’s other accounts using the same password.  Passwords should also not be re-used for this reason [3].
1. Complex Passwords – Passwords should be difficult to guess. Stolen account records are used by cybercriminals to build lists of common passwords to guess passwords for other accounts. Organisations can help their users avoid implementing easy to crack passwords by not setting a default password for new user accounts, and utilising Microsoft’s Azure Active Directory Password Protection where they can detect, and block known weak passwords. Hive Systems, a cyber security company published an updated Hive Systems Password Table in 2022 as shown in Appendix 1, to communicate the time it takes a hacker to brute force passwords of varying lengths and varying characters. A strong correlation is shown that passwords are more secure if they contain numbers, upper and lowercase letters, and special characters within the password. Additionally, the more total characters within the password the longer a brute force attack would take to crack the password [4].
1. Passphrases – Where a password consists of a brief string of mixed digits, a passphrase is a phrase or sentence made up of a string of text that can contain spaces between words. Like a password, a passphrase can also contain numbers and special characters, and does not need to be grammatically correct or produce a sensical sentence [5]. Because paraphrases will contain more characters overall, they become an extremely difficult target for brute force attacks (including dictionary attacks) due to easily meeting the password complexity standards. Passphrases should avoid being popular quotes or song phrases to ensure its efficiency is maintained. 

1. Multifactor Authentication – Accounts should be setup with Multifactor Authentication so that the login requires a second factor that only the intended user can access. This normally comes in the form of a code being generated that can only be confirmed by the intended user on the account. This prevents hackers being able to access the account, as if they break through the first line of defence, they are unable to continue as they cannot access the second factor of the login [6]. 
It is important to have a sound password as a user and to implement a rigid password policy as an organisation to protect digital assets. It is the responsibility of both the individual and organisation to ensure the network security is protected. The implications of weak passwords could bring high financial and reputational costs to the users and organisation. 


[bookmark: _Toc102047963]Failover Clustering for High Availability Systems/Services
Failover clustering is a Windows feature that allows the connection of two servers (or up to four if in a data centre) into a cluster to work together to perform clustered roles if any failures were to occur, thus facilitating with continuous availability of the services. Failover clustering will automatically detect and recover from failures. To avoid any downtime of the service, one server will be active whilst the other is passive. If there is a failure or planned downtime of the active server, the passive server will then take effect to become active, reducing downtime of the service. 
Prerequisites such as the servers running the same version of Windows server, available storage, servers are joined to the same Active Directory domain etc. are required to be met prior to installation. Once the prerequisites have been met, the failover clustering feature is installed through the Server Manager on both servers as a feature-based installation. 
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Prior to creating the failover cluster, it is important to validate the configuration to ensure the hardware involved is compatible as it will only be supported by Microsoft if all validation is passed, and the hardware has been certified. 
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Once the failover cluster has been created, the clustered roles must be created for the server workloads. [7] Once this setup is complete, the workload should be mirrored on each server so that if an active server does fail then not only is there a switchover to the other server to become active, but it can also pickup the workload from where the failed server left. [7]

[bookmark: _Toc102047964]Drafted Network Policy
The following is a drafted network policy of an Enterprise Network operating in multiple locations. 
Purpose
The purpose of this network management policy is to protect the computer systems and networks from exploitation and to define the parameters for managing the computer systems and network. [8]

Network Management

Support and Maintenance of the network must only be performed by Enterprise staff. 
Use of network services must be monitored. 
Unauthorised devices must not be connected to the internal network and software installation on devices must require administrative privileges. 
Before running commands, launching scripts, or accessing network resources, a user must be verified as an authorised user. 
The configuration of network devices must be logged and kept up to date. Said documentation must be stored in a secure area. 

Data Breach Policy
A data breach incident is defined as loss or theft of sensitive or confidential information, unauthorised use of data and computer systems, unauthorised attempts to gain access to the network, equipment theft, and human error
If a breach is discovered the organisation must be made aware as soon as it is practical. 
A user who is responsible for a data breach more than once will begin disciplinary action [9]

Disaster Recovery Plan
In the event of a physical disaster, employees will be provided new equipment if needed and will work remotely from home until further notice. 
To prevent intrusions to the network, security systems must be in place to identify and respond to attacks, such as a firewall or separate system. 
Daily back-ups of systems are to be cloned and stored in separate servers to ensure data recovery if disaster were to occur. 

Business continuity plan
Failover clusters are to be set up to ensure high availability and continuous availability within the network. 
Failover cluster testing is to be carried out monthly to ensure failover is working as expected.
Software updates should be run on all computer systems on a bi-weekly basis as ensure the latest security settings are installed and not to become targets to an exploitation in the operating system. 

Password Policy Plan
User’s will log in with their assigned credentials; users will not share login details. 
User’s password must be a minimum of 8 characters, contain lowercase, uppercase, numerical, and special characters.
Users’ passwords may not be recycled for future use.







[bookmark: _Toc102047965]Appendix

1.
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Youhave the Auto capture keyboard option turned on, This wil cause the Vrtual Machine to automaticaly capture the keyboard every tine the VM window is activated and make it unavaiable to other applicatons running on your host machine: when the keyboard s captured, al keystrokes (ncluding system ones ke AIt-Tab) wil be diected to the VM.

The Virtual Machine reports that the guest OS supports mouse pointer integration. This means that you do not need to capture the mouse pointer to be able to use itin your guest O ~ all mouse actions you perform when the mouse pointer is over the Virtual Machine's display are directly sent to the guest S, If the mouse is currently captured, it will be automatically uncaptured. () ()

¥

RecycleBin

haring Center

< Network and Interet > Network Connections

o e

Networking

v o

Rename this connection

Internet Protocol Vrsion 4 (ICP/1Pv4) Properties

General

T You can et IPsettings sssigned automatically f your network supports
this capabiit. Otherwise, you need to ask your network administrator
o the appropriate IP settngs.
(O Obtain an IP address automatically
® Use the folowing IP address:
P address:

12,168 1 .

Subnet mask: 255 . 255 . 255 .

Defauit gateway: 12,168 1 .

Obtain DS server address automaticaly

[valdate settings upon exit

P Type here to search

@w

BOEdo Bl Il@ @ty

19:23
21/04/2022




image57.png
il Client2 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

You have the Auto capture keyboard option turned on, This wil cause the Vrtual Machine to automaticaly capture the keyboard every tine the VM window is activated and make it unavaiable to other applicatons running on your host machine: when the keyboard s captured, al keystrokes (including system ones ke AIt-Tab) wil be diected to the VM.
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You have the Auto capture keyboard opton turned on. This wil cause the Virtual Machine to automaticaly capture the keyboard every time the VM window is actvated and make it unavaiable to other application running on your host machine: when the keyboard s captured, al keystrokes (including system ones ke AltTab) wil be diected to the VM. [E13]

The Vitual Machine reports that the guest OS suppors mouse pointer integration. This means that you do not need to capiure the mouse pointer to be able to se itin your guest OS  all mouse actions you perform when the mouse pointer i over the Virtual Machine's display are directly sent to the guest OS. If the mouse is currently captured, it il be automatically uncaptured. () (3)
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You have the Auto capture keyboard opton turned on. This wil cause the Virtual Machine to automaticaly capture the keyboard every time the VM window is actvated and make it unavaiable to other application running on your host machine: when the keyboard s captured, al keystrokes (including system ones ke Alt-Tab) wil be diected to the VM. [E13]
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You have the Auto capture keyboard opton turned on. This wil cause the Virtual Machine to automaticaly capture the keyboard every time the VM window is actvated and make it unavaiable to other application running on your host machine: when the keyboard s captured, al keystrokes (including system ones ke AltTab) wil be diected to the VM. @
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Youhave the Auto capture keyboard option turned on, This wil cause the Vrtual Machine to automaticaly capture the keyboard every tine the VM window is activated and make it unavaiable to other applicatons running on your host machine: when the keyboard s captured, al keystrokes (ncluding system ones ke AIt-Tab) wil be diected to the VM.

The Vitual Machine reports that the guest OS suppors mouse pointer integration. This means that you do not need to capiure the mouse pointer to be able to se itin your guest OS  all mouse actions you perform when the mouse pointer i over the Virtual Machine's display are directly sent to the guest OS. If the mouse is currently captured, it il be automatically uncaptured. () (3)
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Youhave the Auto capture keyboard option turned on, This wil cause the Vrtual Machine to automaticaly capture the keyboard every tine the VM window is activated and make it unavaiable to other applicatons running on your host machine: when the keyboard s captured, al keystrokes (ncluding system ones ke AIt-Tab) wil be diected to the VM.
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The Vitual Machine reports that the guest OS suppors mouse pointer integration. This means that you do not need to capiure the mouse pointer to be able to se itin your guest OS  all mouse actions you perform when the mouse pointer i over the Virtual Machine's display are directly sent to the guest OS. If the mouse is currently captured, it il be automatically uncaptured. () (3)
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You have the Auto capture keyboard opton turned on. This wil cause the Virtual Machine to automaticaly capture the keyboard every time the VM window is actvated and make it unavaiable to other applicationsunning on your host machine: when the keyboard s captured, al keystrokes (including system ones ke AltTab) wil be diected to the VM. ®®

The Vitual Machine reports that the guest OS suppors mouse pointer integration. This means that you do not need to capiure the mouse pointer to be able to se itin your guest OS  all mouse actions you perform when the mouse pointer i over the Virtual Machine's display are directly sent to the guest OS. If the mouse is currently captured, it il be automatically uncaptured. () (3)

T @ > WIN-MHEURMCURIS » Stes » MYFIPSITE » @
Fie View Help 01 P s oot - o x
= wome e vew )
L & € w4l THSPC » LocalDisk(C) » inetpub » feproot [0 | Search fproot o
T StrtPage R
G5 WIN-MHEUFMCUHSS (W Name Dstemodified  Type size
D Appication ooty ¥ Quicksccess | MyFTPuplosd oy Fietold
~ 8 sites B Desitop WFTPuploads ol
@ Detiwenste g
@ MyFTPSITE
Documents
) Pictures
= Thispe
& Network
<
e | item o

BOEdo Bl I@#rscy

. ©

26/04/2022





image68.png
il Client2 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

You have the Auto capture keyboard opton turned on. This wil cause the Virtual Machine to automaticaly capture the keyboard every time the VM window is actvated and make it unavaiable to other application running on your host machine: when the keyboard s captured, al keystrokes (including system ones ke AltTab) wil be diected to the VM. ®%
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Youhave the Auto capture keyboard option turned on, This wil cause the Vrtual Machine to automaticaly capture the keyboard every tine the VM window is activated and make it unavaiable to other applicatons running on your host machine: when the keyboard s captured, al keystrokes (including system ones ke AIt-Tab) wil be diected to the VM.
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The Vitual Machine reports that the guest OS suppors mouse pointer integration. This means that you do not need to capiure the mouse pointer to be able to se itin your guest OS  all mouse actions you perform when the mouse pointer i over the Virtual Machine's display are directly sent to the guest OS. If the mouse is currently captured, it il be automatically uncaptured. () (3)
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Configure VPN using the Routing and Remote Access console. Remote client computers can
connect over VPN, and multipl stes can be connected using VPN ste-to-site connections. VPN
can be used by clients not supported for DirectAccess.

ROLES AND SERVER GROUPS

Roles: 5 | Server groups: 1 | Servers total: 1

‘Active Directory Users and Computers
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You have the Auto capture keyboard option turned on, This wil cause the Vrtual Machine to automaticaly capture the keyboard every tine the VM window is activated and make it unavaiable to other applicatons running on your host machine: when the keyboard s captured, al keystrokes (ncluding system ones ke AIt-Tab) wil be diected to the VM.
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The Vitual Machine reports that the guest OS suppor s mouse pointer integration. This means that you do not need to capture the mouse pointer to be able to se it in your guest OS — all mouse actions you perform when the mouse pointe i over the Virtual Machines display are directy sent to the guest OS. If the mouse is urrently captured, it wil be automaticaly uncaptured. (@) (%
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€ Network address transition (NAT)
Alow intemal clets to connect to the Intemet using ane public P address.
" Vitual pivate network (VPN) access and NAT

Allow remote clients to connect to this server through the ntemet and localclerts to
‘connect to the Intemet using a single publc P address.

" Secure connection between two prvate networks
Connectthis network to a emote netwrk, such as a branch offce.

& Custom configuration
‘Select any combinatin of the features avalable in Rovting and Remote Access.

5 Routing and Remote Access
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The Vitual Machine reports that the guest OS suppors mouse pointer integration. This means that you do not need to capiure the mouse pointer to be able to se itin your guest OS  all mouse actions you perform when the mouse pointer i over the Virtual Machine's display are directly sent to the guest OS. If the mouse is currently captured, it il be automatically uncaptured. () (3)
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Youhave the Auto capture keyboard option turned on, This wil cause the Vrtual Machine to automaticaly capture the keyboard every tine the VM window is activated and make it unavaiable to other applicatons running on your host machine: when the keyboard s captured, al keystrokes (including system ones ke AIt-Tab) wil be diected to the VM.

@w

The Vitual Machine reports that the guest OS suppors mouse pointer integration. This means that you do not need to capiure the mouse pointer to be able to se itin your guest OS  all mouse actions you perform when the mouse pointer i over the Virtual Machine's display are directly sent to the guest OS. If the mouse is currently captured, it il be automatically uncaptured. () (3)
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Access Server Setup wizard
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The Routing and Remote Access service is ready to use.
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You have the Auto capture keyboard opton turned on, This wil cause the Vrtual Machine to automaticaly capture the keyboard every tine the VM window is activated and make it unavaiable to other applicatons running on your host machine: when the keyboard s captured, al keystrokes (including system ones ke AIt-Tab) wil be diected to the VM.

=

File Action View Help

The Vitual Machine reports that the guest OS suppors mouse pointer integration. This means that you do not need to capiure the mouse pointer to be able to se itin your guest OS  all mouse actions you perform when the mouse pointer i over the Virtual Machine's display are directly sent to the guest OS. If the mouse is currently captured, it il be automatically uncaptured. () (3)

e amEcRz Hm

" Routing and Remote Access
5 Sever Status
v ) DCI-NWT (local)
T NetworkInterfaces
&3 Remote Access Logging|
e
vE e
 Generst
T sttic Routes

Name

H General
E tatc Routes

New Routing Protocol

Cick the routing protocol hat you want to add, then cick OK.
Routing protocols:

¥ IGMP Router and Proxy.
¥ NAT
¥ RIP Version 2for Intemet Protocol

oK

@w

BOEdo Bl I@Erstcy

(=10

27/04/2022

=]




image83.png
i server1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Youhave the Auto capture keyboard option turned on, This wil cause the Vrtual Machine to automaticaly capture the keyboard every tine the VM window is activated and make it unavaiable to other applicatons running on your host machine: when the keyboard s captured, al keystrokes (including system ones ke AIt-Tab) wil be diected to the VM.
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Youhave the Auto capture keyboard option turned on, This wil cause the Vrtual Machine to automaticaly capture the keyboard every tine the VM window is activated and make it unavaiable to other applicatons running on your host machine: when the keyboard s captured, al keystrokes (ncluding system ones ke AIt-Tab) wil be diected to the VM.
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