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[bookmark: _Toc179624641]Abbreviations 
SDL – Security Development Lifecycle.
WBA – Web-Based application
DAST – Dynamic Application Security Testing 
RAM – Random Access Memory
NIC – Network Interface Controller 
OS -  Operating System 



1.0 [bookmark: _Toc179624642]Introduction 	
In the modern-day world, most people on the planet have regular frequent interactions with websites. People use websites for a range of purposes from personal entertainment to serious uses such as banking, communication and the logging of private personal information. But are users private and sensitive data at risk whenever they are browsing the web? Well, we learn from the source [1, No. 2] that between 2018 and 2019 there were at least 30,000 data breaches in the data set used in said study alone. After taking this into account it justifies the importance of high-quality data security across all websites. This is where the need for my project becomes apparent. The purpose of this project is to test and evaluate an given websites data security quality. This will involve a detailed test of a website’s security features, their user data privacy/storage policies, methods users can take to protect their own data and a final evaluation. All of this will be explored in more detail later in this document. 



[bookmark: _Toc179624643]2.0 Background to Proposed Research 

[bookmark: _Toc179624644]2.1 Definitions of Fields:
This project exists within the field of Cybersecurity, the field of Data security and Data analytics. Firstly, a brief description of these fields. What is Cybersecurity? Cybersecurity is a term commonly associated with work that revolves around protecting networks, devices and data from malware and attacks from ‘hackers’ [2]. What is Data security? Data security can be defined as securing digital data, for example data held in databases from unauthorised actions. Finaly data analytics. data analytics can be defined as the process of examining raw data to gain insight into data trends and patterns to help create informed decisions, data analytics requires the use of computation techniques to convert data into something useable. This is according to the definition generated via ChatGPT. [3]  “Data analytics refers to the process of examining raw data to uncover patterns, trends, correlations, and insights that inform decision-making. It involves the use of statistical, computational, and algorithmic techniques to transform data into actionable knowledge.”.
[bookmark: _Toc179624645]2.2 Key Developments in Relevant Fields:
Since online websites have existed security for them has been required. However, in this section I am mainly focused on more recent developments in online website security. When looking for modern developments in cybersecurity used for websites originating from the 2010’s and 2020’s we get examples such as changes in security architecture and the adoption of machine learning AI for security purposes. Firstly, in the modern day we have seen a widespread adoption of zero trust architecture. What is zero trust architecture? Zero trust architecture means that at constant verification of user must be done and access control restriction must be put in place regardless of a user’s location [4] .  Secondly AI and machine learning have been adopted Widley for use in threat detection. AI is used to analyse vast amounts of data and detect anomalies and patterns in said data. AI can analyse more data than any human can faster than a human can allowing for threat response times to be quicker [4]. Another example of a development in this field is the adoption of cloud security. Why has this been adopted? The reason for the requirement of cloud securities is the widespread adoption of sites that offer cloud services. Cloud security technologies offer automatic security suggestions, which work to keep cloud networks secure [4]. Other examples include the use of automated security testing within continuous integration and deployment pipelines, plus the integration of controls for security into the code that makes up the infrastructure. These tools are more effectively used to find and correct infrastructure vulnerabilities within the beginning early stages of development. This improves overall security quality after development [4].

[bookmark: _Toc179624646]2.3 Research Problem
Why is this project test necessary? In the modern-day data breaches are becoming increasingly more frequent due to the popularity of transitioning to hosting services through cloud-based platforms. These cloud-based services contain databases which hold sensitive data related to the cloud providers, the site providers and the clients of web services [5]. With data such as this so easily attainable, it leaves thousands or hundreds of thousands of people vulnerable to malicious action such as fraud and identity theft. It also leaves the companies which run these sites data vulnerable to malicious actors as well.  Which can lead to company secrets being leaked, corporate espionage and loss of revenue for the company. This is why frequent security tests are important to maintain a high standard of security. 
What is the effect of frequent security testing? The positive effects of frequent web application security testing include the ability to find flaws before malevolent actors can take advantage of them. By being proactive, the likelihood of data breaches and other cyberthreats is decreased [6, Vol. 13]. Another benefit of frequent security testing is a reduce in cost to a hosting organisation by saving them money from data breaches and saving them the high cost of legal fees which proceed data breaches [7]. The final example of the positive effects of regular security testing is that it increases network and system resilience. Consistent testing helps highlight gaps in security so that they can be rectified within a timely manner. This then helps organisations be more prepared for more professional sophisticated attacks [8, p. 202]. 

[bookmark: _Toc179624647]3.0 Research Problem Statement 
This project aims to address the large number of WBAs that have less than adequate security quality. I aim to test a sample WBA security standard and accurately map out flaws in their security. After this I intend to lay out a detailed plan to bring security up to an acceptable standard and if possible, implement these changes. 
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[bookmark: _Toc179624649]4.1 Research Aim:
To investigate, evaluate and test data security quality on a sample WBA.

[bookmark: _Toc179624650]4.2 Objectives 
Methods within the objectives of this project have been developed from the SDL [9], however additional objectives have been added to fit this project’s purpose. 
1. To acquire consent from a client to run security testing to the back end of their WBA.
2. Begin the requirements evaluation phase.
a. Threat Modelling – Identify what the potential threats to the WBA are and any security requirements.
b. Compliance- determine what the legal requirements and regulations are for the areas in which the WBA operate within.
3. Initial test of base WBA architecture – test security quality of the WBA architecture before any modification is made. 
4. Evaluate quality of Data Security and Give client a review of security quality.
5. Design Phase.
a. Develop secure architecture design.
b. Conduct an accurate threat assessment.
c. Ensure that data communication between clients and servers is secure.
6. Implementation Phase (If Possible).
a. If allowed by my client, the methods within my review and plan will be implemented into the clients’ network.
7. Testing new implementations (If made).
8. Deployment Phase (If required).
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[bookmark: _Toc179624652]5.1 Methods 
This Project will contain a mix of quantitative and qualitative research. Qualitative research will be found in research of literature related to web application and data security methods, as well as examples of when said methods have been used. Whereas quantitative research will be used to gather results from experiments run on the client’s current security architecture and if carried out our newly implemented one.
The research strategy for this project will be an experiment, testing the data security quality of the given client’s web application. This experiment will be supported by secondary research from trusted article and research papers.
Throughout this project analysis of data collected from security tests will be required. First attempts will be made to circumvent the security of the current architecture, data related to how security was breached, what was breached and how many times a breach was successful will be recorded and then these values will be used to gain the average percentage of successful breaches and the percentage of times that security devices were successful in both old and new architecture. 


[bookmark: _Toc179624653]5.2 Materials 
Secondary Research:
· Research databases: Google Scholar, UWTSD Library, IEEE Explore – Used to find articles and research papers.
· Referencing tool: RefWorks – Used for referencing and citing research sources. 
· These methods for collecting secondary research are appropriate because the databases only offer peer reviewed professional studies, articles and conference papers.  RefWorks is a trusted tool that shortens the time it takes to gather and site research sources. 
· ChatGPT used only for the generation of definitions 

Primary Research/Tests
· Methods For Testing data security:
· Penetration Testing [10].
· Dynamic Application Security Testing (DAST) [11].
· Fuzz Testing [12].
· Ethical Considerations – All data collected during this project will be stored only during the deration of the project then will be removed shortly after. No data will be disclosed with third parties outside those involved in the project.
· Hardware Requirements:
· Multi-Core Processor 
· 8-16 GB RAM
· SSD Storage
· NIC’s 
· Software Requirements:
· Windows OS 
· Burp Suite tool (used for Web vulnerabilities like SQL Injection)
· OWASP ZAP (open-source tool for finding vulnerabilities within a WBA)
· Network scanning tools (Wireshark or Nmap)
· DAST tools (Nessus)
· Fuzz Test Tool (Peach Fuzzer)
· Web Browser (Chrome)

[bookmark: _Toc179624654]6.0 Project Plan 
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· Requirement Evaluation: 5th  – 15th  November
· Planning phase: 16th  -29th  November
· Initial Test phase: 30th  November – 12th December
· Evaluation: 15th – 21st  December 
· Interim Viva: 23rd – 31st December
· Final evaluation: 1st – 8th January
· Design Phase: 10th January – Febuary 10th 
· Implementation Phase: 12  Febuary – March 1st 
· Evaluation of Architeture: March 2nd  - March 13th 
· Deployment Phase: 15th March – March 31st
· Final Viva: 1st – 12th April
· Project Exhibition: 15th April – May 1st 
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