



Part A
As a first attending officer to the scene of a crime there are many cautional procedures that have to be followed to ensure safety to yourself and others. These procedures also ensure that sufficient evidence is preserved to ensure a strong case is held in court to achieve justice. The First Attending Officer has the crucial role of ensuring all procedures are followed. In any crime scene there is always some evidence which is left behind. As mentioned by pepper (2010, p. 45-103) there are three main types of forensic evidence, which are Trace evidence, impressions and DNA. Along with this there are other types of evidence such as photographs, firearms, injuries of the victims, digital evidence, witness evidence and intelligence.
This essay aims to evaluate the procedures that are carried out by a First attending Officer to prevent cross contamination of crucial evidence. To ensure this aim is achieved, this document will identify the procedures and provide a better understanding of what each procedure entails and identification of the effectiveness of these procedures to prevent cross contamination of evidence. 

When attending a crime scene there is a set period of time which is the golden hour which is the most important hour after arriving at a crime scene. There are a number of things that need to be done once the first attending officer arrives at a crime scene. These are known as the Golden Hour Principles. 
Bryant and Bryant (2019, p. 225) states that the golden hour Principle is a term which is used to describe the period of time which has occurred after a major crime has been committed. The main considerations that are required to focus on are the victims, scenes, suspects, witnesses, log, family/community, Physical evidence, Intelligence, Prevent contamination, Lines of responsibility ((1)College of Policing, 2021). These principles are put in place to strongly reduce any possibilities of cross contamination of evidence. The main 3 considerations which are crucial in preventing contamination are the Log, the Physical Evidence and The Lines of responsibility. 
During investigations which contain evidence, along with cordons, there are Personnel logs. This is a log to keep track of who enters and leaves the inner cordon. When entering, all personnel must note their name, rank, grade, number (in block numbers), date and time of entry, reason for entry and a list of PPE worn and their signature (Service Instruction, 2016).  The use of a crime scene log is an effective way to monitor the work that is carried out and to ensure that all members of staff are accounted for when entering the crime scene, as a precaution to ensure there is no cross contamination.

Once the first attending officer has ensured no life is in danger the main priority is to ensure police cordons are put in place. During any investigation, which has forensic evidence, there are always cordons put in place. There are two different types of police cordons that are required to be put in place which are Outer and inner cordons. 
An outer cordon is a cordon that is put in place to prevent any unauthorised personnel from contaminating any evidence (Emergency services liaison group, 2016, p.4). According to (Castle View Forensics, 2021) an outer cordon is found in a wider area surrounding the main scene of the crime. Using the outer cordon is effective as it allows other officers and other emergency services attending the incident to be within a close range to the crime scene without having to battle their way through onlookers and allows emergency services to be at the scene of the crime but not close enough that cross contamination of evidence occurs.  
According to ((2)College of Policing, 2021) the inner cordons are in place to ensure that any areas containing hazards, or where contamination is possible, is identified to reduce cross contamination. According to (Castle View Forensics, 2021) inner cordons are found at the core of the crime scene. The use of these cordons is highly effective in avoiding any cross contamination as both cordons are controlled by police personnel, therefore is limited to who can access areas within these cordons. This cordon is effective in avoiding cross contamination of evidence, for the reason that only authorised personnel who wear the correct garments and provide the correct equipment are authorised to go into this cordoned area. 

When entering a crime scene with forensic evidence, all personnel must wear the correct PPE before entering the inner cordon. PPE is Personal Protective Equipment which is used in hospitals, crime scenes, laboratories and other places (Oxford University Hospitals, 2021). There is a specific sequence on how to change into PPE. This is as follows: Face mask, mob cap, first pair of gloves, over-suit, overshoes and then the second pair of gloves (Forensic Science Regulator, 2015). The use of this sequence is effective in reducing the chances of contamination during forensic investigation. In their research (Rutty et al. 2003) found that it is suggested that the use of PPE reduces any risk of cross contamination during the investigation at a crime scene.
When using gloves at a crime scene they must be disposable, powder free and latex or nitrile to ensure no cross contamination occurs (Forensic Science Regulator, 2015). When the first attending officer responds to the call, they must ensure that they are wearing gloves to any incident that has been reported. First attending officers must ensure that all staff use the correct PPE when dealing with evidence.
As stated by (Forensic Science Regulator, 2015) the use of facemasks, mob caps and gloves prevents leaving any DNA, from the Forensic investigators, at the scene of a crime which then is cross contamination. (Forensic Science Regulator, 2015) also suggests that the use of body suits prevent any cross contamination through leaving any fibre materials from any investigating team members, and the use of overshoes prevent any contamination from soil from other areas and destroying footprints left by the perpetrator. If PPE was not used there would be cross contamination on all the evidence gathered, which would result in the evidence being irrelevant during a court case. This strongly shows that the use of PPE has a positive impact in avoiding cross contamination at a crime scene.  

Once evidence has been identified and the Crime Scene Investigators have arrived at the scene, they have to ensure all evidence is gathered correctly. There is a specific process that evidence must be collected. 
When gathering evidence there are specific ways of storing evidence. Harfield (2014, p.29) demonstrates that clothing must be stored in paper bags, paper exhibits and small freezable items must be stored in polythene bags, any weapons which are sharp must be stored in plastic screw threaded tubes and articles which believe to have ignitable liquids must be stored in nylon bags. This strongly suggests that the use of specific bags to store forensic evidence reduces the possibilities of leakage of any bodily fluids and contamination of other pieces of evidence. Therefore this strongly shows that the use of forensic packaging is effective in reducing cross contamination. 
When evidence is being placed into evidence bags they must be sealed and labelled correctly. There must be specific information on the labels for evidence bags. According to (ENFSI, No date, p. 17) each label for forensic evidence must have a unique identification mark, the name of the person or organisation who collected the piece of evidence, an accurate description of the material, location from where the material has been seized, the time and date the item was seized and the protective clothing worn when recovering and packaging process. The use of a detailed labelling is highly effective to ensure that no cross contamination occurs, for the reason that all members of the forensic examination team are aware of the process that has occurred when collecting evidence at crime scene. 

The research found above strongly shows that the use of the golden hour principles has a positive impact on prevention of cross contamination. The research above also strongly suggests that the use of personal protective equipment is strongly effective in preventing cross contamination. The use of different types of evidence bags is effective in avoiding cross contamination as certain bags are suitable for certain forms of evidence. The use of outer and inner cordons are both highly effective as it prevents any unauthorised personnel from accessing areas with forensic evidence and causes cross contamination. 
To conclude, the research found above strongly suggests that the procedures that are used for forensic evidence are highly effective in reducing cross contamination.

Part B

In any scene of crime there is always some form of evidence which provides the Police with the answer to the question, who? According to Horswell and Fowler (2004, p.45) Dr Edward Locard developed the principle of exchange which states that “every contact leaves a trace”. But to carry out the important research of an investigation there are procedures that have to be followed in order to carry out forensic examination lawfully. This section of the essay will aim to focus on Digital Forensics and the legislation used during forensic examination. 
Digital Forensics is defined by the (National Police Chiefs’ council, 2020, p. 12) as the “examination of digital evidence to support investigations and prosecutions”. 

One of the most serious crimes that is a problem in the UK currently, is Drug misuse and drug trafficking. Identified in research (United Nations Office on Drugs and Crime, 2018) there were a total of 322,224 Cannabis Plants, 779,160 Benzodiazepines and 56,318 methadone tablets seized in 2016, in the UK. This strongly suggests that drugs are one of the biggest problems in the UK.  
 
When attending a scene of crime, there is a procedure to follow when gathering any items which could be evidence. This is through the power of seizure. In the ((1) Police and Criminal Evidence Act 1984) section 19 states that a constable has the power to seize anything which is on the premises if he has reasonable grounds to believe that it is at risk of being concealed, destroyed, lost, or altered. This section also states that a constable has the power to seize if he/she has reasonable grounds to believe that the item is in relation to the offence. There are two other pieces of legislation that justify the legal rights of a police officer to seize. The (College of Policing, 2016) states that in the Misuse of Drugs Act 1971 constables have the power to detain any controlled drug or mobile phone which is in the possession of a suspect. Another piece of legislation that gives officers that legal right to seize any digital forensics is the Terrorism Act 2000. According to the (UK Government, 2012, p.8) under section 43 of the Terrorism Act 2000 constables have the right to stop and search a person and anything they have on them such as a bag, container or other object. 
When attending an incident when there is digital evidence, the attending digital forensic unit has the ability to retain any evidence which is on any digital item which is suspected to be involved in the crime committed. A digital Forensic unit, also known as Digital Computer Unit, Wood et al. (2021, p. 535) states that when a Digital forensic unit personnel is retaining evidence at a crime scene they must take into consideration Section 19 and 20 of PACE. 
As previously stated Section 19 of the legislation ((1) The Police and Criminal Evidence Act 1984) gives the power of seizure if there is reasonable grounds which are divided into 2 subsections. Subsection 2b states that if there is anything which is at risk of being lost, damaged, or destroyed then it may be seized. 
In section 20 of the legislation ((2) The Police and Criminal Evidence Act 1984) is the extension of powers of seizure to computerised information, which entails the power to access to any computer stored information. 
Once digital devices have been seized according to the (Parliamentary office of science and technology, 2016, p.1) they are taken to law enforcement personnel to ensure they get digitally analysed for forensic evidence. 

Digital evidence can be provided by many different forms. The National Policing Improvement Agency (2007. p.18-24) lists where digital imaging can be obtained, which includes Automatic Number Plate Recognition (ANPR), Body worn Video Devices and Facial Recognition among others. 
There is one category of digital forensic evidence which is called passive data generators. Research found by (college of policing, 2020) states that digital evidence which are Passive data generators are any data which has financial information, Closed Circuit Television (CCTV), other digital images, any computer based electronic evidence, telecommunications information and customer information and subscriber information. 
The use of Passive data evidence must be lawful by Section 21 of Regulation of investigatory Powers Act 2000. In Regulation of investigatory Powers Act (2000) it states that Section 21 applies to any telecommunications, traffic data and communication data. 
Another use of digital forensic evidence is Mobile Phones.  Mobile phones are a big factor in drug trafficking or drug supplying. Casey and Turnbull (2011, p.1) states that mobile phones are crucial parts of evidence to drug crimes, terorrism and child sexual exploitation. Like previously mentioned, mobile devices can be seized under section 43 of the Terrorism Act 2000 and the Misuse of Drugs Act 1971. 
In terror related incidents once a suspect has been identifyied, or an accosiate which may be a threat to life, the investigation officers are allowed to seize any item which is believed to be in connection to the crime or is a possible danger. There are specific rules to follow when gathering digital evidence from the scene of a terror related crime. There are two types of evidence collection, which are volatile and non-volatile. Agarwal et al. (2011) describes Volatile evidence as mobile devices which have a limited battery life which then may mean gathering evidence once it is found or waiting until it arrives to a digital forensic investigator, Whereas non-volatile evidence is collected from external storage. 
Once all evidence is gathered there is legislation to conduct the code of Practice. This legislation is section 23 of The Criminal Investigations and Procedure Act 1996. In this section of the legislation (The Criminal Investigations and Procedure Act 1996) it states that the code of practice should be made by the secretary of states which covers a selection of factors, but most importantly a record of information is retained, a record of all evidence which is gathered during the investigation and the nature of the evidence. The use of the Criminal Investigations and procedure Act 1996 is used in many different cases when it comes to gathering any evidence including digital forensics.  
When gathering evidence from any technology there are some aspects which are considered as evidence. One example of evidence is any message, letter or email which is sent to the victim from the perpetrator or suspect. In Section 43 of the (Criminal Justice and Police Act 2001) it states that a malicious communication is if the police have reasonable grounds to believe that a letter or any electronic communication, including a threat, was a genuine way of presenting a threat to the victim. When investigating a crime the use of section 43 of this act is used if there is malicious communication between a suspect and the victim.  

To conclude, the research found throughout this paper strongly shows that all police personnel follow strict guidance on how to deal with a crime scene. When gathering forensic evidence they follow the correct legislation to ensure that all they do during the process of investigation is lawful. When seizing evidence such as technology they ensure they use Section 19 and 20 of the Police and Criminal Evidence Act 1984, or under section 43 of the terrorism Act 2000 and the Misuse of Drugs Act 1971. When the police use Passive Data Evidence they take into consideration section 21 of the Regulations of Investigatory Powers Act 2000. When carrying out the criminal investigation they are to follow the code of practice to ensure that all evidence is accounted for and is recorded. When investigating digital communication the police use the criminal Justice and Police Act 2001 to determine whether any communication sent between suspect and victim is intended to be malicious. The overall research found strongly shows that the police use numerous pieces of legislation during the recovery of digital forensics and in any incident of crime.  
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