

“An analysis and Critical Evaluation of the Strategies, Tactics and Attack Methods adopted by Islamic State (IS)”

According to the Terrorism Act (2000), Terrorism is the use of threat, action and violence against the public and the Government. It involves manipulation and the use of methods and tactics that endanger lives (UK Public General Acts, 2020). A criticism of this act is demonstrated by Greene (2017) who states that the terrorism act 2000 is both ‘vague’ and ‘broad’ and takes on the approach of ‘one size fits all’ despite terrorism being significantly more complex. Greene (2017) further states that to find a comprehensive definition of terrorism would be a great ‘phenomenon,’ stating it is too extensive of a subject to narrow down to one meaning. Webster (2020) however defines terrorism as an individual or a group ‘practicing or involving violent acts of terror.’ This assignment is going to focus on Islamic state (IS) which is a small terrorist organization that has had a huge impact on western countries due to online terror campaigns and acts of violence. (Hoffman, 2018). According to Lycett (2014) the conflict between the Middle East and the West has been ongoing since the early 20th Century. Lycett (2014) states that the involvement from Western countries such as America, Britain and France have resulted in attacks from terrorist organizations such as IS. These attacks have often involved different methods and tactics which will be further explored in this analysis (Lycett, 2014). 

According to Benigni et al (2017) the use of social media platforms such as Twitter, Facebook and Youtube have given IS a powerful form of influence on the general public to radicalize and intimidate westerners. This strategy is particularly effective as it can manipulate people and encourages individuals joining IS to think that their experience will be a positive one (Benigni et al, 2017). Online radicalization is key to the recruitment process, thus gaining more bodies to commit attacks on the West (Benigni et al, 2017). In support of this Greenberg (2016) states that IS reliance on the internet and social media platforms has been a useful way for IS to not only recruit but communicate to correspondents through the dark web. Further support of this point is explained by Schneider (2015) states that IS uses hashtags on certain posts that they make in order to reach a wider audience. By doing this they gain more support and following by voicing their cause Schneider (2015). Schneider (2015) states that social media provides IS with opportunities to distribute important dates and to plan attacks. It also allows them to put horrific videos of terrorist acts online. An example of this demonstrated by Schneider (2014) was the murder of Nicholas Berg who was an American contractor. He was decapitated in 2004 by Abu Mushab Al- Zarqawi the founder of IS. Following this event IS continued to put videos on social media and placed the victims in orange jumpsuits to represent the prisoners of the West (Schneider, 2014). Schneider (2014) states that IS uses advanced technology and has set up a social media application titled ‘Dawn of Glad Tidings’ which allows them to manipulate social media platforms to show IS propaganda on the publics feed. The intention behind this strategy is to manipulate, recruit and brainwash individuals (Schneider, 2014). In support of this, Ward (2018) states that the effectiveness of the strategy has shown that over forty thousand individuals from 110 countries have been radicalized to join IS due to the use of manipulation on social media platforms.
In order to combat this issue Police across the UK have set up a scheme called ‘Stop Terrorist and Extremists Online Presence,’ which is a support line to help individuals who are concerned that people around them may be at risk of radicalization (Devon and Cornwell Police, 2020). Thornton (2017) states that in 2007 a preventative strategy was put in place called ‘The Channel programme’ which is one out of the four elements that the UK has in place for counter terrorism called CONTEST. The Channel programme is a multi-agency support system put in place to safeguard individuals who are vulnerable and are at risk to radicalization (Home Office, 2018). This channel allows any form of radicalization to be reported to the programme and dealt with by the authorities (Home Office, 2018). According to Gardner (2015) this strategy has been unsuccessful. He states that it has disadvantaged the Muslim community and placed a ‘veil of prejudice’ over the Muslim population. However, in contrast to this view the Home Office states that the initiative has been effective in tackling issues of terrorism, especially in regards to the other strands of the CONTEST strategy which is pursue, protect and prepare (Gardner, 2015). The Home Office states that this strategy has been a success as it has managed to take down over 75,000 materials that are linked to IS propaganda and radicalization (Gardener, 2015). The strategy has also made a change in the Muslim community, distributing leaflets and information to over 300 mosques in the UK to help further prevent radicalization (Gardner, 2017). 
According to Stacey (2019) the direct actions of IS have resulted in a rise in Islamophobia among mainstream media towards the Muslim community, which has worked in favour of radicalising and recruiting individuals to join the Islamic State. Allen et al (2017) states that since the Manchester arena attack and the attack on London Bridge, there has been a rise in Islamophobic attacks and hate crimes across the UK. This form of racism has segregated the Muslim community, as well as having an impact on young impressionable Muslim individuals who can possibly manifest these feeling and may turn to terrorism later in life (BBC, 2017). In support of this point, Feldman (2020) states that the root of Islamophobia come from media sources such as newspaper articles who report on acts of terror committed by Muslims. Consequentially, this causes individuals to make ‘generalizations about the entire Muslim community’, which again creates a divide with the Muslim community. Feldman (2020) highlights that there are severe consequences attributable to Islamophobia as it forms a part of a vicious circle. For example, the Islamic state commits a terrorist act, gaining media attention. The media then creates a certain perception surrounding the Muslim community which in turn may influence a young Muslim individual to retaliate against racist views and possibly decide to join the Islamic state as a way of expressing their opposition to the Islamophobic atmosphere created by right wing media (Feldman, 2020). In order to combat this as part of the Counter- terrorism strategy the police are working with victim support organizations so individuals can report hate crimes of an Islamophobic natures, as part of the preventative strategies the Government have planned to ‘build stronger partnerships with communities, civil society groups, public sector institutions and industry to improve Prevent delivery’ which will help ensure Muslim communities aren’t segregated (HM Government, 2018).


One significant attack method used by IS is suicide bombings. This attack method was presented in the Manchester Arena Bombings in 2017 (Dearden, 2017). Acton (2017) states that a nail bomb was used to kill 23 innocent individuals, including the perpetrator. According to the Tony Blair Institute for Global Change (2018) IS used the method of suicide bombing to kill over 250 individuals in Iraq in 2017. Suicide Bombings are one of the Islamic States main tactics to kill civilians (The Tony Blair Institute for Global Change, 2018). Showing that this is not an entirely new phenomenon, Leigh (2013) also noted that suicide bombings are one of the most common methods used to attack individuals, however, there has been an increase in this method of killing over recent years. Huda (2019) expands on the reasoning on why members of IS or individuals who are radicalized chose to become a suicide bomber. Huda’s (2019) perspective on suicide bombings is that there is an element of mental health attached to the notion. She further states that an individual’s interpretation of the Quran can alter their intending action (Huda, 2019). Following this Amaechi (2017) discusses ‘Social Movement Theory’ which looks at the psychology of why suicide bombing occurs within Islamic terrorist groups, such as IS. Amaechi (2017) states that the most common reason is the religious and political aspects. There are elements in religion that justify activism and violence for example in the Jihad it encourages individuals to do anything in their power to protect their religion, community and to fight oppression (Amaechi, 2017). Amaechi (2017) considers that suicide bombing can be seen as a way of protecting these ideologies, individuals feel they will be rewarded for dying for their religion as well as making a political statement and fighting these oppressions on the Muslim community. Further support of this point is demonstrated by Verkaik (2020) who states that suicide bombers often take a ‘martyrdom mindset’ enforcing the idea that if they give up their lives for the cause they will be rewarded in death with paradise. Amaechi (2017) also considers that there are other factors that drives the act of suicide bombings such as, political, economic and social influences. In support of this Seymour (2009) suggests that a major element that causes the act of terrorism is poverty. Seymour (2017) believes that Individuals who are economically deprived are more likely to involve themselves in acts of terrorism, such as suicide bombing to help raise their status in society and give themselves a sense of purpose. A report by AOAV (2017) however contradicts this statement expressing that Seymour’s view is typecasting suicide bombing to a certain individual, when the reality of the situation is that the act itself is committed by diverse individuals including well educated, finically stable people. Expanding on this AOAV (2017) also suggests that well educated individuals who partake in suicide bombings are more likely to be politically inclined compared to those who are less educated. This may steer their drive to commit acts such as suicide bombings due to their strong political beliefs (AOAV, 2017). 

Burke (2016) highlights the evolution of suicide bombings which now include female terrorists. This tactic seems to be a more effective way of attacking individuals through the notion of women being perceived as less of a suspect by authorities, as well as the ideology that women are ‘confined to family and domestic chores by the terrorist organization’ which Burke (2016) states is an outdated view. Beyler (2003) puts forward a feminist view of female suicide bombers. Beyler (2003) sates that Islamic terrorist groups such as IS use women to attract the media as they are perceived as ‘the weaker sex’ as a tactic to gain mass media attention. In terms of the women involved, the psychology behind it is that the women want to fight for their beliefs just as much as the men, a sense of equality is achieved when a female commits an act such as this (Beyler, 2003). However, in contrast to this view Sawiki (2016) states that women suicide bombers are manipulated and coerced as they are a vulnerable group of individuals. In order to combat these issues Moss (2018) states that there have been developments in counter terrorism strategies to help combat the radicalization of women. The UN has promised to work with multi-National agencies such as women’s aid and female orientated organizations to focus on helping women get out of terrorist organizations. Moss (2018) states that gender equality should be highlighted more when dealing with counter terrorism schemes as women are also victims and perpetrators in terrorism.

Matuisitz (2020) states that online magazines are a key contributor to online radicalisation. The most popular magazines presented by IS are ‘Dabiq’ and ‘Rumiyah’ (Matuisitiz, 2020). These magazines often are converted to English to reach and radicalise westerners. Often the magazines use persuasive language, as well as ascetically pleasing layouts tend to manifest in the victims minds (Matuisitiz, 2020). This in turn can lead to radicalisation (Matuisitiz, 2020). In support of this Ingram (2016) takes an in-depth look at IS’s magazine ‘Dabiq.’ Ingram (2016) findings highlight that the magazine uses persuasive language as well as manipulating sections of the Quran to fit IS ideology. The magazines presents IS as a heroic organisation that draws in young vulnerable individuals (Ingram, 2016). Ingram (2016) identifies that IS uses the ‘shape perceptions and polarise support theory.’ This theory is split up in two factors the first is ‘pragmatic factors’ which involves IS promoting themselves as being in control and considering a narrative and action which showcases them as the heroes (Ingram, 2016) This tends to target local audiences. The second is ‘perceptual factors’ which target transitional audiences, this persuades the audience that there is a clear divide, convincing individuals that it is better to be in with IS rather than be on the outskirts and an enemy of them (Ingram, 2016). In contrast to this point Welch (2018) states that there are five factors rather than the two presented by Ingram (2016), in Dabiq which makes it an effective tool for radicalisation. The key ones stated are firstly, the justification for violence. This is to persuade the audience that the act of violence will lead them to success, manipulating their moral compass (Welch, 2018). Secondly the way the magazine highlights that joining IS will present the reader with a sense of belonging and community. This perception of the organisation particularly appeals to vulnerable audiences, predominantly individuals who are struggling with the sense of loneliness due to the circumstances that they are in (Welch, 2018). Similarly to Ingram (2016), Welch (2018) states that there are stories of heroism in the magazine that appeal to a wider audience. This convinces individuals that if they join IS they will rejoice in the feeling of heroism (Welch, 2018). The fourth aspect of the magazine is that it presents the west as the common enemy. This links in with Ingram (2016)’s point that there is a clear divide between the west and the Middle East. Lastly, the magazine empowers individuals to take control and part take in violent action to ‘fulfil their destiny’, again the language used in the magazine directly targets vulnerable individuals to join the cause (Welch, 2018). In order to combat the aforementioned issues, the Government have a strategic counter terrorist plan put in place named CONTEST (HM Government, 2018). This strategic plan consists of four key elements that have been previously mentioned. In regards to stopping online radicalisation through magazine propaganda the police and Government have been working in partnership with the Research and Communications Unit (RICU) to help promote their own campaign reaching vulnerable individuals and dismissing the online propaganda. In order to take down online propaganda, including IS magazines, the Government have been working with the Police to set up a ‘Police Counter-Terrorism Internet Referral Unit (CITRU)’. The success of the scheme has shown that over 300,000 cases of online propaganda have been removed from the internet (HM Government, 2018). As previously mentioned by Ingram (2016) and Welch (2018) vulnerable groups are more susceptible to be radicalised by terrorist groups. In order to combat this HM Government (2018) states that the ‘Counter- Terrorism and Security Act 2015’ has been put in place to help aid local authorities such as, schools, colleges, universities, prisons, health care professionals, education systems and the probation service to report any suspicions of radicalisation. This Act helps to ensure the safety all vulnerable groups (HM Government, 2018).

According to Security Services M15 (2020) another attack method that IS use to draw media attention and financial gain is the kidnapping of westerners. They tend to showcase these kidnappings through ransom videos that they post on the internet (Security Services M15, 2020). Mitchell (2018) highlights the case of the Daniel Rye who was a Danish photographer held by IS for 398 days. This attack largely involved online videos and media attention (Mitchell, 2018). According to Napoleoni (2016) kidnapping has risen among terrorist groups such as IS since 9/11. The motive behind it is to introduce fear and power as well as monetary gain to fund the organisation. In support of this point Kan (2014) states that IS is one of the best funded terrorist groups due to factors such as, smuggling, kidnapping and human trafficking. In terms of kidnapping the strategy is to ‘degrade and destroy’ while posting ransom videos on social media to gain attention and focus on the group (Kan, 2014). In order to protect individuals from the risk of this happening the CONTEST strategy states that they must ‘pursue’. Pursue (HM Government, 2011). According to the HM Government (2011) the purpose of ‘pursue’ is to detect signs of a terrorist threat as early as possible and prosecuting individuals who are responsible. According to the Ministry of Justice (2015) in 2010 the police were given the power under the CONTEST strategy to search and stop individuals they suspected to be involved in terrorism. This was sanctioned under section 44 of the Terrorism Act 2000. However, this came into conflict with the Human Rights Act 1998 that stated that the powers of stop and search given to police were intrusive and an invasion of privacy (Rowlands, 2010). Rowlands (2010) states that there was a misuse of this power. For example, in 2009 there were 256,026 occasions where this power was used, however only 1,452 individuals were arrested in connection to a terrorist incident. According to HM Government (2011) this act has since been reformed in 2011. Linking in with this, Seidenstat (2004) talks about the reformation of airport security since 9/11 and how this has effectively stopped cases such as kidnapping and hijacking. Since 9/11 new technologies and screening have been introduced, helping to identify any terrorist activity, weapons and suspicious or vulnerable individuals. Sidentstat (2004) also states that there is effective surveillance and security that help reduce the threat of kidnapping. The development of airport security is under the ‘Protect’ section under the CONTEST strategy. This states that individuals coming into the UK are being stopped and searched if deemed to be exhibiting suspicious behaviour. 
In conclusion evidence shows that Islamic states tactics have advanced, especially in growing technology over the years. However, with the intervention of the UK’s counter terrorism strategy, known as CONTEST this has shown to be a success as despite the terrorism threat being ‘severe’ in the UK (Security Service MI5, 2020). Brady (2016) states that this strategy is ‘recognized as one of the most successful soft-focus strategies in the world. ‘ Brady (2016) highlights that in 2015 there were 103 terrorist attacks in the UK, despite this there were no fatalities. Brady (2016) suggests this figure can be seen as evidence to the high success rate of the strategy.
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