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1. [bookmark: _Toc228240495]Introduction
Cloud computing is the standard used by organizations to manage its applications. Rather than using one physical machine, the current cloud infrastructure is able to scale and drop up and down as well as handle multiple loads at the same time. Two key technologies that enable it are virtualization where two or more operating systems can run on a single server and then there is containerization where the applications can be commonly executed in various environments [1].
This assignment describes the operation of these technologies and their advantages. It includes real-life examples of Docker Desktop usage, such as the creation of images, usage of containers, the organization of volumes, and configuration of networks. The report also addresses other extended cloud issues such as load balancing, scalability and application gateways and how they can be useful in providing reliable and efficient application performance [2]. It shows the reasons why cloud computing is developing so fast and contrasts serverless application with container solutions.

2. [bookmark: _Toc227717443][bookmark: _Toc228240496]Fundamentals of Virtualization
Virtualization permits a single physical computer to run numerous working frameworks at the same time. The machine's equipment is isolated into virtual components like CPUs, memory, and disk space, empowering each virtual machine (VM) to operate freely whereas sharing the same physical server.
A essential guideline of virtualization is asset deliberation, where the physical equipment is concealed by a virtual layer. This permits each virtual machine (VM) to get to its possess assets, upgrading equipment utilization by empowering numerous clients or applications to function concurrently on a single physical server[3]. As a result, businesses can lessen costs, keep energy, and simplify management.
Another important principle is isolation. Each virtual machine (VM) works on its own, so if one crashes, becomes overloaded, or runs into a security issue, the others keep running without any problems. This helps improve both security and system stability, especially in cloud environments where resources are shared. [4].
Virtualization offers flexibility and mobility since a virtual machine (VM) can be migrated between physical servers without being terminated, also known as live migration. This makes it easier to maintain without interruption of the services and to share the workloads to make it perform well [5].
Another positive feature is dynamism in resource allocation, where the administrator can reconfigure the CPU, memory, or storage of each VM by demand during resource optimization. The virtualization also allows the execution of more than one operating system on the same hardware which makes it easier to test and develop multi-platform applications.
Altogether, virtualization increases the efficiency, security, and cost-effectiveness since it allows multiple applications to operate on a common hardware. This minimizes downtime, enhances performance and it maximizes utilization of the physical resources.
3. [bookmark: _Toc227717444][bookmark: _Toc228240497]Principles And Benefits of Containerization
Containerization bundles an application along with all the required libraries, configuration files, and dependencies into one package referred to as a container [6]. Since the application will always run on any machine that has a container runtime environment, whether it be the developer’s personal computer, testing servers, cloud infrastructure, etc., there are fewer problems concerning missing packages and compatibility issues [7].
Every container operates within its own isolated space but utilizes the operating system of the host computer. Containers are lighter than virtual machines due to their speed of execution [6]. This makes efficient use of the CPU and memory resources available, allowing the deployment of multiple containers where fewer virtual machines can be accommodated [8].
The use of containers makes things easier for developers and deployment managers because the image can be created once and reused across multiple steps—development, testing, and production—without altering the basic environment [6]. This method is perfectly in tune with today’s DevOps methodology, especially continuous integration and continuous delivery (CI/CD), to make sure that software is delivered in a consistent fashion [7].
3.1 [bookmark: _Toc227717445][bookmark: _Toc228240498]Advantages of Containerization
here are many benefits of containerization such as:
It runs light: Containers consume less memory and load quickly. Consistency: Containers show consistent behavior irrespective of the hardware on which they are being run. Mobility: They easily move from one laptop, server, or cloud environment to another. Scalability: Containers can be added and deleted quickly in accordance with demand. Quick deployment: Updating applications becomes quick and easy. Effective utilization of hardware: Multiple applications are able to be run using the same hardware.
3.2 [bookmark: _Toc227717446][bookmark: _Toc228240499]Portability in Docker
Docker is widely used because it enables portability of applications [8]. Instead of manually installing applications one by one on every single system, the application together with all its dependencies such as libraries, runtimes, and configuration files is packed into Docker containers. Docker containers run in the same way regardless of the platform—Windows, Linux, or even Amazon Web Services and Azure [8][9]. There is no problem of “works on my machine,” which refers to an application that fails in other systems because of missing or conflicting dependencies.
Docker images consist of layered components that describe the incremental steps involved, starting from the operating system image, installed packages up to the application itself [8]. Image layers allow for efficient use by different images in an attempt to cut down storage needs and speed up distribution processes. After being created, images are stored in public registry servers such as Docker Hub or in internal corporate storage. From there, they can be accessed and run in any Docker-supporting environment anywhere. The result is that the same container moves effortlessly through various stages of the deployment process [9].
This architecture fits well with current DevOps practices and CI/CD pipeline implementations. The automated building process builds new Docker images when there is any change in code, runs tests inside Docker containers, and deploys the new container into the server [9][10]. Docker containers retain the same environments in development to testing to production deployment, removing all unexpected events at rollout. This consistency gives high confidence in releases of the team, with smart packaging and portability of Docker making it easy to auto-run all stages on a wide variety of cloud environments and infrastructure. [8][10].

[image: ]Fig 1. Docker Version
3.3 [bookmark: _Toc227717447][bookmark: _Toc228240500]Docker Images and Image Publishing
A Docker image is a blueprint or a model of production of containers. It contains all the requirements to run an application such as the application code and system tools, libraries and configuration setting that are used by the application. In case a container is launched, Docker uses this image as the base upon which a uniform runtime environment is created.

The developers normally create Docker images based on Docker file that is a sequence of instructions. These instructions include the base image, the packages required to install, files required to install as well as default command to be run when the container is started. Docker executes the role of taking a Docker file instruction by instruction in order to build the ultimate image.

Once the image is constructed, it is possible to store it either locally or to a container registry. The ability to share images through public registries such as Docker Hub and control them in the context of organizations is offered by the private registries. This will make it easy to distribute, deploy and renew to varied settings.
Example:
1. Build image:  docker build -t naveedullahshah/docker-web-intro:v1 .
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Fig 2: Docker Build image

2. Push to DockerHub: docker push naveedullahshah/docker-web-intro:v1
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Fig 3: Docker Push image



3.4 [bookmark: _Toc227717448][bookmark: _Toc228240501]Docker Volumes
Docker volumes allow storage which is not temporary in the file system of a container. The removal of any data contained in a container at a point where the volumes are missing causes any data contained within the container to be lost once the container is terminated, is deleted, or rebuilt using an image. Volumes address this by storing the data in the host machine in a distinct and long-lasting place which will withstand a change in containers.

They are essential in data that needs durability like databases, logs, configuration options and content that is posted by the users. As an example, a database container is able to store the records in a volume, so that the data is not lost when upgrading, restarting or replacing the older version of the container.

Docker also has a volume management, which is simple. It can be referred to as a named volume, and it is created with the help of :


docker volume create mystorage
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Fig 4. Docker Volume Creation 
Then connect this volume to a container:
 docker run -d -p 8080:80 –v mystroage:/usr/share/nginx/html --name web-volume-intro nginx:latest



[image: ]
Fig 5. Volume Attach to a Container
3.5 [bookmark: _Toc227717450][bookmark: _Toc228240503]Docker Networking
Docker networking can be used to control communication between containers and the external systems. Containers may be required to communicate with a database, web service or whatsoever, which is provided by Docker via networking abilities.

A default Docker will provide a bridge network that makes containers started with default parameters communicate. The inscribing containers on the same bridge can be connected by IP addresses or containers name (in user-defined networks). The -p option opens the ports of containers to the host allowing them to be outside the container, for example:

docker run -d -p 8080:80 --name docker-web-intro naveedullahshah/docker-web-intro:v1

[image: ]
Fig 6. Docker Network
The host networking option of Docker exposes the network stack of the host to the containers. Containers interpret the IP address of the host and ports, no IP or isolation are used, increasing the performance, but decreasing the security levels.
Friendly container names Custom bridge networks make containers identify each other by friendly container names instead of hard-coded IP addresses. This makes it less complicated to discover and manage services in multi-container applications particularly with development and cloud deployment. For example:
docker network create myselfnetwork
docker run -d --network myselfnetwork -p 8080:80 --name web naveedullahshah/docker-web-intro:v1
docker run -d --network mynetwork --name db -e MYSQL_ROOT_PASSWORD=Password123 mysql:latest docker network ls
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Fig 7. Docker Custom Network

Step 1: simple Create HTML file
Create an index.html file and write down a short message like:







[image: ]


Fig.8 HTML File Creation

Step 5: Open the web page
Open a browser and go to: http://localhost:8080
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                                 Fig 9. Web Demo Docker

Step 6: Publish the image to DockerHub

Log in first: docker login
 Push the image then: docker push naveedullahshah/docker-web-intro:v1
[image: ]
Fig 10. Docker Hub

4. [bookmark: _Toc227717451][bookmark: _Toc228240504]Video Demonstration 
https://youtu.be/4TPQAQRRG80
5. [bookmark: _Toc227717452][bookmark: _Toc228240505]Cloud Provider Strategies for Core Cloud Concepts
The cloud platforms like AWS, AZure and google cloude provide built-in solutions for traffic management, scalability, and security of the websites. Thus, they allow for high capacity traffic handling, traffic surge management, and protection from various types of attacks such as DDoS attacks. The main functions include load balancing for traffic balancing, auto-scaling to adjust the resources, and security filters like WAF to block the suspicious traffic. All these solutions minimize the requirement of heavy equipment that is used on site. Therefore, all together these components increase efficiency, ensure stability, and guarantee the security of cloud-based applications[11].
5.1 [bookmark: _Toc227717453][bookmark: _Toc228240506]Load Balancing
Traffic distribution refers to distributing the workload to several servers, thereby avoiding any particular server from getting overloaded by the traffic. Through traffic distribution, applications can continue operating even during times when there is a heavy load[12]. A modern load balancer employs various algorithms to intelligently identify where the requests will go; algorithms include round robin, which spreads out requests evenly, least connections, which picks servers with the fewest number of connections, and health-based routing [12].
The AWS Elastic Load Balancing (ELB) offers various load-balancing solutions to different situations. [13]. The Application Load Balancer (ALB) functions at Layer 7 (application layer), responding to both HTTP/ HTTPS requests with advanced capabilities such as URL path routing, hostname-based traffic directed and integrates the containers and microservices smoothly. Network Load Balancer (NLB) operates at Layer 4 (transport layer), which is optimized to support ultra-high throughput and low latency - perfect with TCP/UDP applications and bursts in connection. [13].
Two very similar services are available in Microsoft Azure and they are Azure Load Balancer and Azure Application Gateway. [14]. Azure Load Balancer is Layer 4 based through which traffic is distributed to regional virtual machines, inbound as well as outbound traffic is facilitated with minimal time wastage. Azure Application Gateway operates on Layer 7, intelligent analysis of the requests by HTTP(S) with URL-based routing rules. It combines Web Application Firewall (WAF) with a higher level of security and offers the functionality of terminating the traffic with the use of generating SSls to decode the traffic and forward it to the backend servers where it is encrypted. [14].
The Google Cloud Platform offers a product called Cloud Load Balancing, which is a software-based and fully managed solution that aims at balancing the traffic among instances deployed in different regions [15]. It offers global HTTP/HTTPS load balancing for web traffic, and regional load balancing for other protocols. The main benefit of using a single anycast IP address that sends the traffic to the closest healthy backend is the reduction in latency and improved user experience due to optimized traffic routing to nearby servers [15].
All these services also periodically check health of the backend instances as to whether they are behaving in an expected manner [13][15]. Unhealthy servers would be automatically disconnected based on load balancers which would automatically eliminate them on the backend pool hence restricting traffic to reach instances which are not healthy. After regaining their health and failing tests, servers are able to resume the rotation in the same flow. This is automated monitoring and failover that increases stability of applications without the use of manual intervention.
5.2 [bookmark: _Toc227717454][bookmark: _Toc228240507]Scalability
Scalability is defined as the ability of applications to automatically allocate resources according to demand. This means that when there is high usage or increased workload, computing resources such as more computer processing power or more memory will be added. However, in times of reduced demand, scaling down resources is performed to avoid wastage and cost overrun. This is done automatically in cloud computing environments through changes in traffic[16].
The ability to scale is offered by cloud services through automatic scaling policies and rules. For instance, one could add more instances if there is excessive use of CPU power beyond the defined limits, or reduce the number of instances in cases where there is a prolonged period of underutilization. The benefit of scalability allows for optimum operation during times of high demand, yet at the same time remaining cost-effective during periods of lower demand[16].
AWS Auto Scaling Groups Autoscale EC2 instances by raising or lowering the number of instances based on the CPU load or traffic. [17].
Azure VMSS manages the size of the set of VMs based on predefined conditions [18]. 
Google Cloud Managed Instance Groups work similarly to keep systems efficient during peak times [19].
Auto-scaling helps in saving money because it ensures resources are used only when necessary.
5.3 [bookmark: _Toc227717455][bookmark: _Toc228240508]Application Gateways
The application gateway works at the application level (layer 7). This makes it possible to examine the contents of the request, and not just the IP address and ports. [20]. Layer 7 load balancing solutions facilitate smart decision-making for routing that is based on URL path, hostname, or HTTP headers. Specifically, using the application gateway feature of this type, the administrator can send all /api calls to a certain backend API application and /shop calls to a web application. Thus, Layer 7 load balancing supports content-based traffic distribution.

Moreover, there are other features offered by Layer 7 load balancers that provide security for web applications. SSL termination decrypts HTTPS data at the gateway and thus reduces the workloads of backend servers and increases their capacity. Finally, the Web Application Firewall (WAF) examines incoming traffic for potential security risks such as SQL injection, XSS, and other vulnerabilities [20]. Application gateways serve as filters for blocking any requests that might be either suspicious or malicious before reaching the applications. These gateways combine security filters and intelligent routing in order to secure web applications, help manage certificates, and improve the performance of websites. The application gateway serves as the appropriate way of entering into the network system[20].
AWS Application Load Balancer The system provides path-based routing and works seamlessly with AWS Security offerings. [13].
Azure Application Gateway The system comes equipped with a Web Application Firewall (WAF), which defends against threats like SQL injections and XSS. [14].
Google Cloud HTTP(S) Load Balancer offers similar capabilities for layer application routing and security [21].
Gateways help in routing traffic to the right services safely and efficiently.

6. [bookmark: _Toc228240509]Relationship Between Load Balancing and Scalability
The relationship between load balancing and scalability plays an important role in ensuring the stability and reliability of applications due to varying demands made by the users. Load balancing ensures that traffic is distributed equally among different servers, thus avoiding congestion in any one server and minimizing chances of delays or breakdowns during high-demand times.

The role of scaling comes in as it ensures that the number of servers is adjusted in accordance with real-time activities. For instance, when there is an increase in traffic, automatic services such as Azure Autoscale and Google Cloud Autoscaler can increase the number of instances to match the load. On the other hand, when traffic is low, scaling decreases the number of servers[22] [23].
However, scaling becomes insufficient when done on its own because of the lack of a load balancing system whereby traffic would be distributed unequally among newly created servers. On the other hand, load balancers will not maintain stability when there is excess demand due to a shortage of servers [24]. Scaling offers necessary resources, while load balancing ensures even distribution of traffic among the available resources, making both techniques work best in conjunction. Together, they guarantee fast, reliable, and economical performance even during sudden spikes in traffic [22][24].
7. [bookmark: _Toc227717457][bookmark: _Toc228240510]Benefits of Integrating Load Balancing, Scalability, and Gateways
Load balancing, scalability, and application gateways together make for an effective cloud computing environment. Each plays its own part, but all three together make for an overall more efficient, dependable, and secure system than could ever be achieved individually.

Load balancing is a process where the incoming data is spread across multiple servers so as not to overburden the system. [11]. If there is a failure in the server, then the load balancer will redirect the flow of data to working servers, thus ensuring that the applications continue to work without any disruptions. With scaling, the system becomes more efficient by adding more servers whenever there is an increase in activity and reducing them as needed [12], [13]. This ensures that the load balancing system is able to keep enough capacity to provide effective traffic distribution on the servers.
Application gateways provide better security and control by filtering out malicious traffic, dealing with SSL certificates, and sending users to right places in the application. [14]. This configuration greatly increases security and improves the efficiency of the system as a whole.

In a combined setup, the load balancer, the scaler, and the application gateway work towards making the system efficient and effective. The load balancer handles how traffic is distributed, the scaler ensures that adequate computing resources are available, while the application gateway ensures security and routes the requests.

8. [bookmark: _Toc228240511]Key Drivers of Cloud Computing Growth
The field of cloud computing has seen tremendous growth in the last ten years, thanks to several important reasons. The first and foremost of these reasons is cost effectiveness. Companies avoid the costs that would have been incurred if they were to purchase and maintain their own servers because they rent space in cloud computing facilities. This means that instead of large CAPEX investments, companies now incur small OPEX payments[29][30].
Elasticity and scalability constitute some of the fundamental factors behind the popularity of cloud computing. Clouds are able to adapt the amount of resource allocation based on changes in demand. When there is heavy usage, there is automatic scaling out due to increased demands; conversely, when demand reduces, scaling down becomes necessary. Such elasticity cannot be easily achieved using traditional systems [29][30].
Worldwide reach and low latency greatly help with cloud computing adoption. Top vendors such as AWS, Azure, and Google Cloud have data centers located in several regions around the world. Programs are run near the end-user, which is done regionally to avoid latency issues. This makes it easy for companies to cater to users worldwide without having to incur large costs for infrastructure [30].

Cloud computing provides services such as databases, message queuing, data analytics, and artificial intelligence solutions. This makes it possible to save time on the management of these services and concentrate on the development of applications and creation of business value. Backup and disaster recovery features, as well as monitoring and security measures, contribute significantly to moving workloads to the cloud [29][30].
Low cost, scalability, widespread availability, and the provision of various managed services make cloud computing very appealing for different types of businesses. The synergy between these aspects continues to fuel the fast growth and popularity of cloud computing [29][30].

9. [bookmark: _Toc227717459][bookmark: _Toc228240512]Serverless computing vs. Containerization
9.1 [bookmark: _Toc227717460][bookmark: _Toc228240513]Serverless Functions

Serverless computing represents a Cloud architecture, wherein there is no server management, and code is executed. There is serverless computing offered by cloud providers like AWS Lambda and Azure Functions that allow deployment of smaller programming modules referred to as functions. Functions are executed following a trigger from certain events in the cloud infrastructure including an HTTP request, queue message, uploaded files, or even based on a scheduling timer [31][32].

With serverless model:

• The user does not have direct control over virtual machines and containers.
At that, the platform itself up scales or down-scales its capacity depending on the number of requests.
• The charges are usually calculated as regards the time, and number of requests really executed, as opposed to the idle server resources.

Serverless functions are supposed to be stateless and temporary in nature and are most suited for use cases such as APIs, background processes, events, and glue code [31][32]. 

9.2 [bookmark: _Toc227717461][bookmark: _Toc228240514]Comparative Analysis: Serverless vs. Containerization
Containerization and serverless are two essential paradigms that drive cloud computing applications by being highly effective in specific scenarios without losing touch with the main topic or information provided.
A container solution with Docker containers running on Kubernetes clusters or even using virtual machines is one of the options to deploy an application with dependencies within an image. The major advantage of this option lies in managing all the necessary resources for the application such as libraries, network settings, and running the processes indefinitely. Containerization fits best for microservices-based architecture, web apps, or applications requiring specific runtime environments. Still, users must handle scaling and managing resources manually.
Serverless computing, in its turn, does not involve any server management at all; the provider of cloud services handles all the processes of managing servers, including scalability, availability, and execution of runtimes, while users can just provide functions that will be triggered by  specific events. It is more suitable for event-based tasks, such as API creation or data manipulation [31][32]. While serverless computing minimizes operation costs, the drawback lies in the lack of freedom over execution environments. Serverless functions have restrictions such as the time limit for running an application, memory limits, programming languages that can be used, as well as delays caused by cold starts when a service is invoked after being idle.
When we look at the costs involved in both approaches, serverless is best for applications that need event-based processing since users pay only for actual running time, whereas containers provide better economics in case of consistent usage of services.
Currently, hybrid models are becoming popular as they leverage the benefits of containers for persistent services, while other processes like batch jobs and event-based processing can use serverless technologies. [30][32].
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C:\Users\hp>--version docker
'-—version' is not recognized as an internal or external command,
operable program or batch file.

C:\Users\hp>docker --version
Docker version 29.2.1, build a5c7197
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K  OUTLINE => [auth] library/python:pull token for registry-1.docker.io 0.0s
@ FROM => [internal] load .dockerignore 0.0s
) WORKDIR => transferring context: 2B 0.0s
& ® copy [1/3] FROM docker.io/library/python:3.10@sha256:a%ec8541b831bleaa8f68c458bd48c4634ae5a4fe37959F7435fFaadd4228da3 42.0s
resolve docker.io/library/python:3.18@sha256:a9ec8541b831bleaas8f68c458bd40c4634ae5a4fe37959F7435fFaadd4228da3 0.0s
@ cvp sha256:a811f98f773f596dc8c80b4ecb78b8f65847c6e223338fclec4f3ca3c53ebfad 21.15MB / 21.15MB 2.4s
sha256:b3ede@4896ffff4059f16015817599be6a3891bc304aaa300def458464b4865¢c 2508 / 250B 0.6s
sha256:b66b525362b2526@cf26acdb8e8b6597c5636eabd74de51aaleb3e6559143c9f 6.08MB / 6.08MB 1.9s
V TIMELINE Dockerfile sha256:lecbddc58afba44ec9b55fb51ec8bfdee5112cd31b39b564F5abba567d094ffc 236.08MB / 236.88MB 33.7s
O File Saved sha256:5397dald1537c4d725f3090c5688a582el4eeaf7743d75d9b38bad1649554987 67.78MB / 67.78MB 13.5s
O File Saved sha256:f33970743aee750df25f6c661132b7401c8fefe930e5f4803F4c8b6F567a6b55 25.62MB / 25.62MB 6.8s
@ sha256:a7730063fcfe708b222d34c4f87d633dfe@87a28c@5c4daaab2fa9943854c155 49.36MB / 49.38MB 14.2s
extracting sha256:a7730063fcfe708b222d34c4T07d633dfe087a28c05c4daaab2fa9943854c155 2.8s
extracting sha256:33970743aee750df25f6c661132b7401c8fefe930e5F4803f4c8b6F567a6b55 0.9s
{é:; extracting sha25i 397dald1537c4d725f3090c5688a582e14eeaf7743d75d9b38bad 1649554987 525
=> => extracting sha256:lecbddc58afbaddec9b55fb51ec8bfdee5112cd31b39b564f5abb4567d094fFc 7.8s
@ < ®oAo0 Ln7,Col25 Spaces:4 UTF-8 CRLF {} Dockerfile & 0
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