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Task 1 - Evaluation and Selection of DFIR Tools in Modern Cybersecurity Environments

Evaluation and Selection of DFIR Tools in Modern Cybersecurity Environments



Abstract—In today’s dynamic cybersecurity landscape, organisations are increasingly reliant on Digital Forensics and Incident Response (DFIR) tools to detect, investigate and remediate security incidents. This paper explores the critical factors influencing DFIR software selection, including cost efficiency, scalability, return on investment and alignment with organisational goals
I. Introduction

When evaluating tools within the cybersecurity domain, organisations must balance a range of critical factors including cost, usability, update frequency, versatility and compatibility. 
A key consideration is whether the investment in a comprehensive all in one toolkit justifies the convenience of centralised data and streamlined workflows. Alternatively, a modular approach – leveraging multiple specialised tools – may offer greater depth and flexibility in targeted areas of analysis or response. 

Other important factors include licensing models (open source, freeware or commercial use), long term cost justification, and scalability. For example, a tool used 100 times annually may justify its cost, whereas a tool used only a handful of times must demonstrate significant time savings or unique capabilities to warrant the investment. 

Ultimately, the decision should be guided by operational requirements, risk tolerance, and the anticipated return on investment in terms of efficiency, capability and adaptability
II. Considerations
Reviewing the Digital Forensics Science Strategy [1] published in July 2020, it has been highlighted that the field of Digital Forensics Science has grown from a niche capacity to a mainstream function, over 90% of crime within the UK has been recognized as having a digital element, there has been limited strategic engagement with partners in both academia and industry to investigate digital forensics more effectively, given the increase in use of technology over the last decade. This includes expansion of Digital Forensics Sciences to include media forensics, cell site analysis over and above the more recognized computer and mobile phone analysis. The House of Lords discussed Forensic Science and the Criminal Justice System [2] and acknowledged tthat there is currently a lack of consistent oversight, clear leadership and governance in the field, as a result the culture, while maturing is still fragmented and requires further time and guidance to grow the sector to fulfil it’s potential. 
As the digital landscape changes and becomes more encompassing then so too will the volume of data requiring processing, along with the complexity of linking and analysis of the data into meaningful stories. In addition to the two previously mentioned points, it is highlighted in the report that the public awareness of digital usage and privacy is always increasing, it is crucial that the police work proactively with Government in order to ensure that the digital foundations for this work are correctly established. This is equally true of the private sector, in that transparency and honesty are both qualities that are essential within the Digital Forensics Incident Resolution environment. 
When selecting software to support Digital Forensics and Incident Response (DFIR) capabilities, businesses must consider a range of strategic and operational factors to ensure that they make an informed, sustainable investment. 

First and foremost is ensuring business needs alignment. Organisations should determine whether the software addresses a specific issue or gap within their current DFIR capability. Additionally, it’s important to assess whether the solution aligns with broader organisational goals and compliance requirements, ensuring it supports not only technical functions but also regulatory obligations and risk management strategies. 

The total cost of ownership (TCO) must also be carefully evaluated. This includes not just the initial purchase or licensing cost, but also recurring expenses such as maintenance fees, support subscriptions, and potential upgrade costs. Hidden costs – such as training, onboarding, and custom integrations – should be factored in, as well as the scalability of the solution over time. Software that scales efficiently with the business may justify a higher upfront cost due to long-term savings and flexibility. 
Closely tied to this is the assessment of return on investment (ROI). A DFIR tool should ideally deliver measurable benefits such as significant time savings compared to manual processes, a reduction in cybersecurity risk exposure, and cost avoidance through faster containment and remediation. It may also offer operational improvements, such as more efficient evidence handling or streamlined reporting workflows. 

The software’s functionality is another critical area. It should offer the core features required to meet todays investigative needs while being modular or expandable to support future enhancements. Integration with existing systems – such as Security Incident Event Management (SIEM) platforms, ticketing tools, or cloud services – is also a key consideration, ensuring the tool complements the organisations broader cybersecurity ecosystem. 

Support availability and vendor credibility should not be overlooked. Access to reliable customer support, user communities, and thorough documentation can significantly impact the usability and sustainability of the tool. Additionally, reviewing vendor-provided case studies and customer testimonials can help validate the software’s effectiveness in real-world scenarios. 
Future-proofing and road mapping are essential when investing in any security solution. The software should be actively maintained and regularly updated to stay ahead of emerging threats and technological advancements. Furthermore, the vendor’s product roadmap should align with the oganisation’s evolving requirements, ensuring the tool remains relevant and scalable over time. 

Finally, user and license management must be addressed. Businesses should understand how licenses are structured – whether per-user, per-device or enterprise-wide – and how flexible the management process is. Its also crucial to assess whether the vendor employs restrictive practices that could lead to vendor lock-in, potentially limiting the organisation’s ability to adapt or switch tools in the future. 
By considering these factors holistically, organisations can make a well-informed decision when procuring software for DFIR operations, ensuring it delivers value both immediately and in the long term. 

While it should be noted that some comparisons in the following document may seem to favour certain software, the shortfalls may be made up with other Freeware/Opensource software or a significantly cheaper single application that would address a specific module issue/shortcoming. 

An example of this is the comparison between Autopsy (when coupled with The Sleuth Kit), a free application vs Forensics ToolKit by Exterro, a user licensed version of software. While the Exterro offering presents a well-developed, industry recognized complete package, it does so at a cost. Autopsy, however, is available with a certain degree of customization which while not providing the full polish finish of a commercial product does achieve a similar output. It should also be noted that the support available from a commercial organisation will vary significantly compared to that offered by a community supported offering. Also, in the age of compliance and supply chain verification, referring to a product generated by a vendor that has certifications such as ISO 27001 for Information Security Management, ISO 17025 for Digital Forensics or ISO/IEC 27037 for eForensics.  [1]
III. Comparisons
As shown in the table below [Table 1], there are a number of applications that are available to fulfil the majority of Digital Forensics Incident Response tasks. 
A. Autopsy (coupled with Sleuth Kit)  
The Sleuth Kit is utilised by various government agencies, law enforcement, military and corporate users.[1] It utilises a plugin framework which allows additional modules to be integrated for further analysis of file contents, or to create automation within the system. 
B. OpenText Forensics (previously EnCase Forensics)  
Providing a wide number of features, EnCase suite is utilised by all US Government Offices[6] as well as 80% of United States umiversities, along with a large proportion of banking and financial institutions. The toolkit is capable of Data Carving, Memory Acquisition and Disk Imaging.
C. X-Ways Forensics 
A proprietary source available for download online.[8] In some respects quite unusual in view of the lack of configuration required – no hardware requirements or installation of database components. An effective tool utilized to find deleted files and search hits. Part of its power comes from a second piece of software; X-Wayes Investigator which uses a lower-cost license as it is intended to use within a collaboration setting.

D. Exterro Forensics Tool Kit (FTK) 
Exterro acquired Forensics Tool Kit from AccessData on the 3rd December 2020. In doing so, Exterro extended their skillset to include Digital Forensics Incident Response, for a number of Law Enforcement, law and legal sector service providers as well as individual companies, in addition to this, it has given Exterro’s Machine Learning an opportunity to integrate into FTK, making both time and financial savings for companies in respect of analysing and providing a more complete picture of events. 
E. Notepad++

Notepad++ is an opensource text editor with a large community following, as such there are a significant amount of plugins available for it such as comparison tools and similar. It is capable of identifying code/script languages and highlighting syntax and can handle large data files with ease. The application is only available on Windows, 
F. CAINE 

CAINE is slightly different to most applications as it runs from DVD or USB as a Live Operating System. Standing for Computer Aided Investigative Environment the Linux distribution is aimed at forensics. Branched out from Ubuntu, CAINE contains Autopsy, SCRCPY an Android device copying tool. A number of scripts to assist with analysis, compatibility with MACOs, features the potential to generate timelines, as well as analyse firmware and Disk status. In addition, there are some practical amendments too, for example the SSH Server has been disabled by default as ordinarily this would not be required and incorporates a secure by design mindset. 
G. SANS Investigative Forensics Toolkit (SIFT)
TABLE I.  Digital Forensics Tooling
	Product
	Item Criteria

	
	Type
	Tool Type
	Compatibility
	Vendor URL

	Autopsy
	Freeware
	Disk Forensics,
File Recovery
	Windows,
Linux
MacOS
	Click HERE


	Forensics 

ToolKit
	Paid
	Disk & Email

Analysis
	Windows
	Click HERE

	OpenText 

Forensics

(previously EnCase Forensics)
	Paid
	Comprehensive Forensics Suite
	Windows
	Click HERE

	Sleuth Kit
	Freeware
	Command Line Disk Forensics Tool
	Windows,

Linux,

MacOS
	Click HERE

	X-Ways

Forensics
	Paid
	Disk Forensics,

Data Recovery
	Windows
	Click HERE

	CAINE
	Freeware
	LiveCD,

Disk Forensics Suite
	Linux (Live Environment)
	Click HERE

	Magnet AXIOM
	Paid
	Smartphone,

Cloud,

Disk Data
	Windows
	Click HERE

	Volatility
	Freeware
	Memory Forensics
	Windows,

Linux,

MacOS
	Click HERE

	Belkasoft Evidence Centre
	Paid
	RAM, 

Disk, 

Mobile, Cloud Analysis
	Windows
	Click HERE

	DEFT Linux
	Freeware
	LiveCD, Network and Disk Forensics
	Linux (Live Environment)
	Click HERE

	SANS Investigative Forensics Toolkit (SIFT)
	Freeware
	Full Forensics Suite
	VM Appliance, UBUNTU Linux
	Click HERE

	EmEditor
	Freeware
	Large file viewer,

Text Editor,

CSV Editor
	Windows
	Click HERE

	Notepad++
	Freeware
	Text Editor, Source Code Editor 
	Windows
	Click HERE


Fig. 1. Table of DFIR recognised tools
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Task 2 – Digital Investigation

IV. Case Information
Case Type : Exfiltration
Case Number: TW-CMMC-2025-01
Date: 06-04-2025
Investigation by: Troy Simpson
Client:Cyfusion Mobile Manufacturing Company (CMMC)
Client Point of Contact : Miss Ker Walters
V. Executive Summary

On 1st April 2025, CMMC engaged Tory Simpson Investigations (TSI) as a result of a laptop assigned to a former employee (Rich DALEY) missing commercially sensitive data and information. As Mr DALEY has found employment with a competitor, it is believed that the project that Mr DALEY was engaged on, a GUI for a new Samsung Galaxy phone was taken to his new firm – 360tech. 
VI. Scope of Engagement

· Identify and document, if data was exfiltrated from the company issued laptop. 

· Identify and document, if data was deleted from the company issued laptop.

· If possible, using any available methods, recover any deleted files.

A. Assumptions

Due to the time delay of discovery of the alleged data exfiltration from the leaving date of the user, it is assumed that the laptop has been completely shutdown so some parts of the investigation process are not available, this will include volatile memory scanning. It should also be noted that the system has been ‘live’ and used by non IT professionals since the user left the business, as a result, Chain of Custody has been disrupted. 

Methodology

The engagement of TSI by the Client (CMMC) will be split into a number of distinct phases. 

· Initial Response

· Secure and isolate the suspect device. 

· Document the scene

· Record Chain of Custody

· Interview relevant personnel

· Evidence Preservation
· Create a forensics image of the drive using appropriate software (Forensics Toolkit by Exterro, Autopsy)

· Hash original drive and forensics image

· Capture volatile data (RAM, Network Connections) if the system is live. 

· Store evidence in a secure access-controlled location.

· Forensic Examination

· Verify the integrity of the created image.

· Conduct a timeline analysis

· Check shadow copy or volume snapshots (if available)

· Analyse Recycle Bin

· Attempt to recover any deleted items using data carving

· System Artifacts

· Check USB Device History (Registry and Event Logs)

· Recent File lists

· Prefetch events

· Check email clients/sent items

· Check Cloud Storage Apps

· Confirm Browser History (If available)

· Check FTP Software Usage

· Search for exfiltration traces

· Cloud Storage Apps

· Email Clients

· FTP Applications

· Browser History Investigation

· Plugins

· Accounts logged in

· Extensions

· History

· Keyword Search

· Corroborating Activity

· Review of system event logs (Logins/Logouts, audit failures)

· Review Network Logs (VPN, Firewall, Proxy for large data transfers)

· Confirm device connection times and activities. 

· Verify user account credentials are solely tied to the individual who has left the company. 

· Reporting 

· Document all findings clearly with timestamps

· Include compiled records into feedback for HR with documented evidence handling. 

· Legal & Human Resources Coordination

· Coordinate findings to handoff to Legal and/or Human Resources teams as appropriate. 

· Expert witness testimony preparation (if required). 

VII. Findings

A. Evidence of Data Exfiltration

Initially the case was created in FTK with indexing enabled. The evidence was added via a .E01 image file. As part of standard processing the following steps were taken: 

· Deleted file recovery

· Slack space analysis

· Email parsing

· File Signature Analysis

· Timeline generation

Sample of evidence log

	Evidence ID 
	Description
	Type
	Hash (MD5)
	Date Acquired

	CMMC-TW-001
	Laptop Image
	E01 Disk Image
	9e107d9d372bb6826bd81d3542a419d6
	2025-04-16


1) File System Analysis 

· Located numerous files under C:\Users\daleyr\Projects\Samsung

· Several files had last access timestamps within a timeframe that would be just prior to user leaving employment:
· Material Composition.docx

· Suppliers.xlsx

2) Recycle Bin

File recovered (undeleted) from Recycle Bin:
· USB_Dump_Log.txt

3) Data Recovery Attempts

File recovered by means of data carving, a technique used to extract files from unallocated space within the hard disk.
· Clear_logs.bat
Keyword Search

· Search terms: confidential, Samsung, phone, flip, design, USB, Dropbox, Google Cloud, Box, OneDrive, SharePoint, Delete, Remove,exit strategy.
· Hits found in recovered emails and file names: 

· Email with subject line “exit strategy’ 

· Recovered deleted text file “data_to_go.txt”. 
B. Indications of Intent

1) Installed Applications

Upon review of the laptop system logs it appears that :

· Dropbox application was installed then deleted after 3 days.

· Based on the Vendor ID of a USB Device attached to the laptop a SanDisk USB storage device was attached during the same timeframe as the files above were accessed. 

2) Browsing History

Chrome Browser history shows access to : 
· https://www.dropbox.com/rdaley/Sam_flip
C. Corroborating Evidence

Due to timeframe there is no additional network traffic logs that are available.
Conclusion

Viewing the below timeline the following can be seen:
	Time
	Event

	2025-03-16 1130
	User login

	2025-03-16 1131
	USB Device Attached 

	2025-03-16 1133 
	Materials.docx and Supplier.xlsx both accessed

	2025-03-16 1134
	Files copied to USB

	2025-03-16 1136
	Company SharePoint accessed

	2025-03-16 1137
	Multiple files deleted

	2025-03-16 1145
	Ran clear_logs.bat


D. Recommendations

· Implement Defender XDR company wide to enhance user monitoring and behaviour. 
· Block USB storage devices 

· Utilise encrypted backup software such as Druva Insync to create full disk backups on a regular basis. 

· Block users running scripting language files as standard user (require an administrative level access, which should be restricted to certain IT helpdesk members).
· Restrict access to all cloud storage sites, such as Dropbox, Google Cloud Platform that are not company approved. 

· Institute Data Loss Prevention system for example Microsoft Purview which will allow for viewing by Specific users, Company only, or public view. 

E. Appendices

1) Invoice 

· Uploaded to Moodle in Additional Supporting Files
2) Sample Report from Autopsy 

· Uploaded to Moodle in Additional Supporting Files
Tom Walters
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